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Ipeauciosue

Pa6orast ¢ Linux MHOro jer u o0masch CO MHOTUMH €JMHOMBIIIICHHUKAMH, MHE MPHILIA B FOJOBY
MHTEpECHas MbICIb — HaM KaTacTpo(UyeckH He XBaTaeT JOKyMEHTaluu. [IpuueM He MHCTPYKLMit
BHJIA «CIIENAWTEe TaK U BOT TaK», & HEKOTOPOIO «MOCTHUKa» MEXy HOBUUKOM, KOTOPBII BUJIEN TOJIBKO
rpapuueckytro obosnouky nomodbnyro GNOME wmu KDE, u npodeccnonasoM, KOTOPBIH MOKET
CKOMITMJIMPOBATH HEOOXOIMMBIN eMy JIpaiiBep, JJaske €CIIM ATOT JIpaiiBep YIOPHO COMPOTUBIISIETCSI.

Kak cnexncrBue, s momneITancs caenarh MONBITKY CHAEJNAaTh KHUTY (XOTS HAa KHUTY 3TOT MaTepuai He
TAHET, CKOped Ha METOAMYKY), KOTOpas IMO3BoJWia Obl CpPaBHUTENBHO MPOCTO TEpedTH C
10JIb30BATEIBCKOTO YPOBHS 3HAaKOMCTBa ¢ Linux Ha Oojiee BBICOKMN YpPOBEHb, HE MPOXOAS IO
TUIMYHBIM OLIMOKaM.

Hekoropoe Bpemsi s ucnosib30Bain (parMeHTbl TOM KHUIM TakXe Kak 4acTh y4yeOHOro Kypca B
Yensibunckom ['ocynapcrBennom ynuBepcutere (YenlV) mis Toro 4toObl MOM CTYAEHTHI MOTIIH
Oosiee-MEeHEE OPHUEHTHPOBATHCS B CHUCTEME HECKOJIBKO Jydlle, YeM Ha YpoBHe KoMmaHn ls/ps/exit.
Koneuno, ecnu yecTHO — Kak ydyeOHOe MMOcoOME 3Ta MajeHbKas KHUTA HENPUro/iHA, HO KaK MHE
Ka)KETCsl OHA HEIUIOXO MOJIXOIUT KaK JOTOJIHUTEIbHAS JIUTEpaTypa.

Ecom y Bac ecth moxemaHuss W JIOMOJIHEHHsS — TUIIUTE MHE moutor Ha dalt74@gmail.com, s
[IOCTAapaloCh Y4YecTh Ballld 3aMeyaHusl B ciefymomed peaakiuu. bonbiioe crmacubo BceM TeM KTO

yJ4acTBOBAJI B PEIIEH3UPOBAHUH 1 TIOMOT'aJl COBETAMHU M 3aMEUaHUSIMH.
Hckpenne Bam, Aprem Kanutyna (no-dashi, dalth & viking)

P.S.: ecnu BBl Oynere pacreuyaTslBaTh WM BBIKJIAIBIBATH 3TO MOCOOME — IMOXKANyHCTa, yKa3blBalTe

CCBUIKY Ha aBTOpa M Ha OPUTMHAJIbHBIM HCTOYHUK, JOTOBOPHIIUCH?

P.P.S.: moka uro ects ciemyromuii to-do list: X11 u HeiHemHEe cocTrosinue Linux-maeckromna, OCHOBBI
DNS, 6a30oBble HACTPOWKH CEPBEPOB W PabOYMX CTAHIHUHA O] TUIMHUYHBIC HYXJbI. OpUEHTHPOBOYHBIE

CPOK CJIeyIOIIeH peJakliuy — Yepe3 TpU MecsIia.


mailto:dalt74@gmail.com
mailto:dalt74@gmail.com
mailto:dalt74@gmail.com

SAnpo u moxyan

Snpo Linux sBusercss €IWHCTBEHHBIM MPOIECCOM, HMEIOIIUM HEMOCPEACTBEHHBI JOCTYHn K
anmaparype — BCE€ OCTaJbHbIE NMPOLECCH OOpaIIaloTCs K YCTPOMCTBAM TOJNBKO depe3 siipo. B suape
Linux MOXHO BBIJEIUTh HECKOJIBKO BaXKHBIX IIOJCUCTEM: IIOJACUCTEMY YIIPABICHUS MaMSTHIO,

TJTAHUPOBINHUK 3314, mojcucreMy VES — BupTyanbHyto (ailyioByt0 CUCTEMY U IpaiiBEpHI.

HOZ[CI/ICTCMa YOpaBJICHHUA MaMATBIO YHPABIIACT pPacHpCACICHUEM OHepaTHBHOﬁ namMsTu MCKIy
3aladaMu, a TaKXkKe OOCIyKMBaeT (ailll MOAKAYKH, IMJIAHUPOBIIMK 3371a4 YIPABISET pa3eiCHUEM
MPOIIECCOPHOTO BPEMEHHW MEXIy 3adadamu (mporeccaMd W HUTAMH), mnoacuctema VFS

IpeHa3HayeHa Jiyisl 00CiIyKUBaHUsl (paiijIOBBIX ONEpaLUi.

JpaiiBepsl IIpeaHA3HAYEHBI JUIS YNPABICHUS YCTPOMCTBAMHU U MOAJAEPKKH PaA3IMYHBIX MPOTOKOJIOB.
CymiecTByeT 1B€ Pa3sHOBHIHOCTH JApAalBEpPOB — CTATHUECKU MOJKIIOYEHHBIE B SIPO JIpaiBEpbl U
3arpy’kaeMble MOJyJIM, II€pBbIE BCETAA 3arpy’KeHbl, BTOPbIE MOIYT OBITb 3arpy’kKeHbl IpHU
HEe0OXOJMMOCTH U BBITPY’KEHBI KOT/1a HEOOXOIMMOCTh B HUX oTnana. Kaxaplii Moynb U camo sapo
COJZIEpKaT CUTHATYPY BEPCUM — CIELUAIBHYIO METKY, KOTOpasl ONUCBHIBAET BEPCHIO AIpa U HEKOTOPHIE
OIILIMH, UCIIOJIB30BAHHBIE TPU KOMIWIALKN siipa. Kpome Toro, sinpa Bepcun 2.6 MOTYT NOJIIEPKUBATh
UpPOBYIO MOANUCH MOAYJIEH. DTO OBUIO CAENAHO JUIS MOBBIIMICHUS HAJIEKHOCTH CUCTEMBI — IO
YMOJYaHUIO PO HE OyJeT 3arpykaThb M HCIOJb30BATh JpalBephl, MpeaHa3HAuUCHHbIC IS APYTroi
BEpCUU sA1pa, WIA COOpaHHBIE C JPYTMMH OIIHUSMH, TIOCKOJIBKY 3TO MOXET TPHUBECTH K

BO3HHUKHOBEHHUIO Npobiem. Bepcuto sapa MO>KHO y3HATh ¢ IOMOIIBIO KOMaH/ bl uname:

[dalth@inferno dalth]$ uname -r

2.6.8.1

B npunnune, yTwinThl Ui paboThl ¢ MOJIYJISIMH HOJIEPKUBAIOT BO3MOXKHOCTB 3arpy3KH MOJIYJIeH,
COOpaHHBIX JUIS JPYTOro spa — HO TMOJb30BaThCS STOW BO3MOXKHOCTBIO CIENyeT C KpaiHei
OCTOPOXKHOCTBIO, TTOCKOJIBKY 3TO MOXET IPUBECTH K HEMPECKa3yeMbIM MOCIEICTBUSIMH — OT OIINOOK
snapa (kernel panic) U BIUIOTh 10 CTPaHHBIX MOTEPh JAHHBIX M HEMOHATHBIX OIMMOOK, B3SBIIUXCS HA

IIyCTOM MecCTe.

B GonbmmHCTBE 1UCTpHOYTHBOB 00pa3 siipa pacmoiiaraercs B katanore /boot, a 3arpykaemMple MOJTyJIN
anapa pacronaratorcs B /lib/modules/<Bepcusi_sapa>, Tam ke pacnojaraetrcs TabiauIa 3aBUCUMOCTEH
MOJTyJIeH, TIOCKOJIbKY HEKOTOpPbIE MOJYJIH MOTYT HYXIAThCS JJISI CBOCH PabOTHI B APYTHX MOIYJISAX
(manpumep, npaiiBep noanepxkku SCSI-guckoB Hyknmaercs B apaiiBepe moanepxkku SCSI — kak
CIIEJICTBHE 3TOT0, €CIM OOBEKThl KAKOTO-TMOO0 MOJYJs HCIONB3YIOTCS JIPYTUM IpaiiBepoM, TaKoi

MOJIyJIb HEBO3MOXXHO BBITPY3UTh). Cienyromuil JTUCTHHT JEMOHCTPHUPYET AOCTATOYHO TUIIMYHOE



COJIEp’KaHUE KaTaJlora MOAyJIeH s SAep JIMHEUKH 2.6:

[root@viking dev]# 1ls -1 /lib/modules/2.6.8.1/

total 616

lrwXrwxrwx 1 root root 18 ABr 27 15:36 build -> /usr/src/linux
drwxr-xr-x 10 root root 4096 OxT 1 13:55 kernel

—rw-r--r-—- 1 root root 108680 Oxr 1 13:56 modules.alias
—rw-r--r-—- 1 root root 69 Okt 1 13:56 modules.ccwmap
—rwW-r--r—- 1 root root 153967 Oxr 1 13:56 modules.dep
—rwW-r--r—- 1 root root 73 Okt 1 13:56 modules.ieeel39%4map
—rw-r--r-- 1 root root 357 Okt 1 13:56 modules.inputmap
—rw-r--r-—- 1 root root 16658 OxTt 1 13:56 modules.isapnpmap
—rw-r--r-—- 1 root root 85093 OxTt 1 13:56 modules.pcimap
—rw-r--r-—- 1 root root 68078 Oxr 1 13:56 modules.symbols
—rw-r--r-—- 1 root root 150781 Oxr 1 13:56 modules.usbmap

lrwXrwxrwx 1 root root 18 OxTt 1 13:22 source -> /usr/src/linux
[root@viking dev]# find /lib/modules/2.6.8.1/kernel -type £ | head -20
/lib/modules/2.6.8.1/kernel/arch/i386/kernel/cpuid.ko

/lib/modules/2.6.8.1/kernel/arch/i386/kernel/microcode.ko
/1lib/modules/2.6.8.1/kernel/arch/i386/kernel/msr.ko
/lib/modules/2.6.8.1/kernel/crypto/blowfish.ko
/lib/modules/2.6.8.1/kernel/crypto/deflate.ko
/lib/modules/2.6.8.1/kernel/crypto/md5. ko
/lib/modules/2.6.8.1/kernel/crypto/twofish.ko
/lib/modules/2.6.8.1/kernel/drivers/acpi/fan.ko
/lib/modules/2.6.8.1/kernel/drivers/acpi/processor.ko
/lib/modules/2.6.8.1/kernel/drivers/acpi/thermal.ko
/lib/modules/2.6.8.1/kernel/drivers/base/firmware class.ko
/lib/modules/2.6.8.1/kernel/drivers/block/cryptoloop.ko
/lib/modules/2.6.8.1/kernel/drivers/block/loop.ko
/1lib/modules/2.6.8.1/kernel/drivers/block/nbd. ko
/lib/modules/2.6.8.1/kernel/drivers/block/paride/epat.ko
/lib/modules/2.6.8.1/kernel/drivers/block/paride/paride.ko
/lib/modules/2.6.8.1/kernel/drivers/block/paride/pd. ko
/lib/modules/2.6.8.1/kernel/drivers/block/paride/pg.ko
/lib/modules/2.6.8.1/kernel/drivers/bluetooth/bcm203x.ko
/lib/modules/2.6.8.1/kernel/drivers/bluetooth/bfusb.ko
[root@viking dev]#

Bunapusie ¢aitnel Moyneit cogepkarcss B MojaKaranore kernel, 1 UMEIOT pacuiupeHue “.0” Ui saep
nuHelku 2.4 u pacmupenue “.ko” nns saep auHeku 2.6. B daiinax modules. ***map nepeuncnstorcs

CUMBOJIBI ((QYHKIIUHM U TIEPEMEHHBIE), SKCTIOPTUPYEMbIE MOAYIISIMU.

YacTo B OJHOM Karajore ¢ MOAYJISIMH COJEPXKATCS CCBUIKM Ha KaTallOTH, B KOTOPBIX XPAaHWIIUCH
WCXOJHBIE TEKCTHI s7jpa WU B KOTOPOM IPOM3BOAMIACH COOpKa sipa (3TO cchUIKM source W build,
COOTBCTCTBGHHO). O1H CCBIJIKM, KaK IpaBWJIO, HUCIOJB3YIOTCA IJid TOTIO, YTOOBI CKOMITUJIMPOBATH
MOJIYJIH WM IIPOTPAaMMBI, KOTOPBIE 3aBUCST OT BEPCUH sipa (HAIPHMEp, STH CChUIKH HCIOIb3YIOTCS

MIPU UHCTAJUIAIIMHN MOIYJIS TIOJJEPKKH BUACOKapT nvidia).

V4er B3auMocCBs3ei MCKAY 3arpy>K€HHbIMHA MOAYJISIMH IIPOU3BOJUTCA C ITIOMOIIBIO CYHETYUKA CCBIJIOK —
MOAYJIb YBCIWMYHBACT CBOH CYETYHMK CCBIJIOK KaK TOJbKO KaKOHM-JIMOO €ro OOBEKT HAuYMHAET

HCIIOJIb30BATLCA APYIHMH z[paﬁBepaMH. Korz[a 00BEKTHI MOJIYJIA OCBO60}K,Z[aIOTC$I, CUCTUHK CCBIJIIOK



yMeHbInaeTcs. MoJyib MOKeT ObITh BBITPY’KEH, €CIIM YUCIIO CChIJIOK Ha Hero craHeT paBHO 0. B saapax
Bepcuu 2.6 CyIIeCTBYET BO3MOXKHOCTh ITPOU3BECTH MPUHYUTEIBHYIO BBITPY3KY MOJYJIS 1aXKe €CIM OH
UCTIOJB3YETCs, HO ATUM II0JIb30BaThCsl 0e3 KpalHell HeoOXO0IMMOCTH HE PEKOMEHIYETCs, TIOCKOJIBKY

OYE€Hb BO3MOKHO BOBHUKHOBCHHUE OLINOOK.

Snpo CONEpKHUT MHOXKECTBO IEPEMEHHBIX U (YHKUUH, KOTOpPbIE HCIOIB3YIOTCS pa3IMYHBIMU
JpaiiBepaMu, U COOTBETCTBEHHO, €CIIM KaKOW-1100 apaiiBep MOJDKEH OOpaTUThCS K TaKOMY OOBEKTY,
OH JIOJDKEH 3HaTh ero ajpec. HekoTopele npaiiBepsl Takke COIEpXKaT IMepeMeHHbIe U (YHKIUH,
KOTOPBIE JIOJDKHBI OBITh JIOCTYIHBI IPYTHM JApaiiBepam, H agpeca TaKuX 00BEKTOB TOKE Pa3MELIatoTCs
B crienuanbHON Tabnuue. [1pu 3arpyske Moyns sapo U mporpaMmma 3arpy3ku MOZYJIeil ycTaHaBIUBaeT
azipeca BceX OOBEKTOB, B KOTOPBIX HY’KJA€TCs 3arpyKaeMblii MO/yJb, U TOJIBKO I1OCIIE€ 3TOI0 MOJYJIb

MOXCT Ha4YaThb HHUIIHMAJIM3all1IO.

3arpy3ka MoOJyJied M HMX BBIIPYy3Ka OCYLIECTBIAIOTCS YTHIUTaMH modprobe, insmod w rmmod.
[Iporpammel modinfo w depmod npenHa3zHadeHbI JIs TONY4YEHHUs CIy)KeOHOW wuWHGOpPMAIMK O
3arpy’kaeMbIX MOAYJISIX. B mporiecce cBoeil paboThl 3TH YTHIIUTHI OMUPAIOTCS Ha KOH(PHUTYpaIMOHHEIE

¢aiinsl /etc/modprobe.conf (ans saep 2.6.X) unu modules.conf (ans siaep 2.4.X).

3arpy3ka onepamuoHHOI CHCTEMBbI

JUIsT KOMIBIOTEPOB  apXUTEKTypbl X86 IIOCIENOBATENBHOCTh 3arpy3KHM XOpOILIO OIKMCAaHa B
CHEIMATM3UPOBAaHHON JIMTEpaType, HO Mbl BCe-TakKM KpaTko ee mnoBTopuM. [locie BKIOUeHHS
KoMmIbloTEpa nepBbIM 3arpyskaercs BIOS. On tecTupyer anmnaparypy ¥ UHUIIMAIU3UPYET YCTPOMCTBA.
[Tocne atoro BIOS npouynThiBacT HaYaIbHBIA CEKTOP 3arpy30YHOr0 KECTKOTO JUCKA, YOSKIAETCS UTO
OH COJAEPKUT 3arpy3udK ONEPAIMOHHOW CHUCTEMBI, U NEpeNaeT yNnpaBieHUE NpOoYUTaHHOMY Koay. B
OOJIBIIMHCTBE CIy4aeB STOT KOJ SBISETCS KOJOM 3arpy3dyMka OIepalroHHON cucteMbl. Kpome
3arpy34MKa OneparioHHON CUCTEMBbI, HAaYaJbHBIH CEKTOP TAKKe MOKET COZAEp)KaTh TAaOIHILy pa3esioB

KECTKOI'O JUCKaA.

B 3amaum 3arpy3umka OmNepalMOHHONW CHCTEMbI BXOJUT JOMPOYTEHHE CBOEro Koja (M, BO3MOXKHO,
KoH(uUTryparonHoro ¢aiina), 3arpy3ka sapa OnepaluoOHHONW CHCTEMBI, YCTAHOBKA MapaMeTpoB IS
sapa W Iepefada ymnpasieHUs sSApy. SAnapo MHMIMaNIM3UpYyeT ApanlBepbl, MPOBEPSET MapaMeTpsl U,
OIMUPAsICh HA MAPaMETPBI, MBITACTCSI CMOHTHPOBATh KOPHEBYIO (DAMJIOBYIO CUCTEMY, MOCIIE Yero (eciu
He OBUTIO MPOMHCTPYKTHUPOBAHO 00 MHOM) 3amycKaeT mporpammy /sbin/init. JlanpHeimas pabota init

MOAPOOHO OMMCaHa BO MHOXKECTBE KHUT U CTaTeH.

Hepenxo cmyuarorcst cutyanuu, Koria KopHeBas (ailjioBas CHCTEMa pPAcIojiaraeTcsi Ha yCTPOMCTRBeE,

4yeil apailiBep CKOMIOWIMPOBAH B BHJE MOAYJS, WM JpaliBep KOpPHEBOW (ailloBOM CHCTEMBbI



CKOMITWJIMPOBAaH B Buje Moxyis. [lomyuyaercs 3aMKHYTBIH Kpyr — YTOOBI CMOHTHPOBATH KOPHEBYIO
(baiioByI0 cHCTEMY CHCTEMY, HEOOXOAMMO MPOYECTh JApanBep, a YTOOBI MPOYECTh ApalBep — HYKHO
CMOHTHPOBATh KOPHEBYIO (hailioByto cuctemy. UToObI pa3opBaTh 3TOT MOPOUYHBINA KpyT, B Linux Oblia

BBenieH nojuepxkka initrd — INITial RamDisk.

Initial ramdisk — 310 (paiin, xkoropeiii mpouuThiBaeTcs 3arpy3unkoM OC M 3arpyxaercs B NaMsTh
BMECTE C SIpOM. SIIpo MHTEpHIpeTupyeT pparMeHT mamsTH, KyJa 3arpykeH 3ToT ¢aiis, kak 0104HOe
YCTPOMCTBO € MOMOIIBIO CIIEHUAIBLHOTO JIpaiiBepa, CTaTUYEeCKH BKOMITMIIMPOBAHHOTO B siapo. Ilocme
MHUIMAIN3AIMA CTATUYECKH CKOMITMIMPOBAHHBIX JIPAaiBEPOB SIIPO MOHTHPYET (hailioByro cucremy,
XpaHsugyrocs B initrd ¥ 3arpyxaetr ¢ Hee JApaiiBepbl W 3alycKaeT NMporpamMmbl, HEOOXOIUMBIE IS

MOHTHUPOBaHUS KOPHEBOH (aillloBOM CHCTEMBI.

OOb1uHO (aiin ¢ 00pa3oM simpa XpaHuTcs B Karajore /boot M HaszpIBaeTcst vmlinuz-<eepcus™, TaM ke
pacnionaraercst dain initrd-<eepcus>.img, conmepxkamuii o0Opa3 daiinoBoii cuctemsbl initrd. s
Ka)KJIOM BEPCHH s/ipa HEOOXOIUM CBOHM 00pa3 initrd, B KOTOPBIM BKIIOYEHBI MOAYJIH VISl 3TOH BEPCHH
aapa. B GonpmimHcTBE ciayyaeB o0Opa3 initrd mocraBnsercs B OMHApHOM IaKeTe BMCTE C SAPOM, WU
ABTOMATHYECKH CO3/aeTCs B TpOIECCE IOCTPOCHUS sipa W3 HMCXOJIHBIX TEKCTOB B MOMEHT
BBITIOJIHEHUSI KOMaHJbl make install, ecnu e BO3HHMKAET CUTYyallHs, KOrJa HEOOXOIUMO IMOBTOPHO
coOparb 06pa3 initrd (Hampumep, B cepBepe cmeHIIN SCSI-KOHTpPOIIIEP), MOXKHO BOCIOIB30BATHCS

crenranbHOM KoMaH 101 mkinitrd, MO3BOJISIONIEH MPOU3BECTH MOBTOPHYIO T'eHEpaNuo initrd:

[root@viking dalth]# mkinitrd /tmp/initrd-2.4.8.1.img 2.6.8.1
[root@viking dalth]# cp /tmp/initrd-2.4.8.1.img /boot
[root@viking dalth]# reboot

Jlnst Linux cymectByeT n1Ba ocHOBHBIX 3arpy3unka — LILO u GRUB. Btopoii siBisieTcst 6oiiee mo3aHei
pa3paboTKoil u HeMHOro ynoOHel B ucrmonb3oBanuu, a LILO ucmonb3yercs mo MCTOPUYECKUM HIIU
JUYHBIM TPUYMHAM (HAmpuUMeEp, OH HPABUTCS CUCTEMHOMY aJAMHHHUCTPATOPY), JHUOO B HEKOTOPBIX
ciy4dasx, korga tpedytorcs cnerubuunbie ans LILO dynkuum. s Gosee moapoOHONM crpaBKu

Jydie 0OpaTUThCS K CIIPaBOYHOMY PYKOBOJACTBY (man grub, man lilo).

W3 untepecusix ocodbennocteit GRUB u LILO cneayer oTMETHTH TO, 4TO U 00a 3THX 3arpy3duka, U
PO ONEPHUPYIOT TEPMUHOM KOpPHEBOH (haillIoBOM CHCTEMBI — HO €CJIM C TOYKH 3PEHHUs sipa 3Ta Ta
¢aiinoBas cucrema, KOTopasi COACPKUT porpaMmy /sbin/init, TO ¢ TOYKH 3peHUsT 000X 3arPy3YHKOB

KOpHEBOM (hailIoBOI CUCTEMOM ABISIETCA Ta, KOTOPAst COAEPKUT 00pa3 sipa u daiin initrd.

Opranmszanusi naMsTH

ITopcucrema BHpTyaHLHOﬁ nNaMATH YIPABIEICT PaCpCACIICHUCM OHCpaTHBHOﬁ namMsaATu MCEKAY

3amadamu (mpoueccamu). Kaxkaas 3ajada cuMTaeT, 4YTO € BBIJIEIEH HENPEPBIBHBIN y4acTOK HaMATH



MaKCUMaJbHOIO pa3Mepa, MOJACPKUBAEMOT0 HAa COOTBETCTBYIOLIEH apXUTEKType (ISl apXUTEKTYpbl
x86 310 4GB). U3 HUX mepBbIil TUrabaliT pezepBUpyeTcs Ui cedsl SIpOM, BTOPOM OTIAETCS MO KO
MporpaMMbl U paszzaensieMbie Oumbmuorekn (06a ITHX (parMeHTa SIAPOM 3alIUIIAOTCS), a JBa
MOCIeAHNX TUradaiita OTJAIOTCS COOCTBEHHO MpOTrpamMMme MO €€ JaHHBIE — HO 3TO TOJBKO TO, KaK

BUIUT 3TO BCE MPOTrpaMma.

Ha camom e nene mporpaMma 3aHMMaeT TOJIBKO TOT OObEM MHaMsTH, C KOTOPHIM OHA pPEalbHO
pabotaer. BONBIIMHCTBO MaMATH CYIIECTBYEeT TOJbKO “‘Ha Oymare”, T.e. OyJeT mnpenocTaBieHa
nporpaMMe B TOT MOMEHT, KOrjJa oHa oOpaTtutTcst B 3Ty o0nacTe. S1apo pacmpernenseT NamsTh
cTpaHWIaMu (UKCHpoBaHHOTO pa3mepa. llpomenaypa, Korma CTpaHWIA ONEPATHBHON MaMSTH
OOBSABISIETCSI YAaCThIO aJIPECHOTO IPOCTPAHCTBA MPOIECCa, HA3BIBACTCSA oOmobpaxyceHuem 3STOH

CTpaHUObI B aIpCCHOC IIPOCTPAHCTBO IIpOILECCa.

CoOOTBETCTBEHHO, S/IpO OTOOpa)kaeT pPEaJbHO MCIIONb3yEMblE CTPAHUIBl B BUPTYaJIbHOE aJIPECHOE
mpocTpaHcTBO mporecca. Korga mpoiecc obOpamiaercs K HEKOTOPOH CTpaHHUIE CBOETO aJpecHOro
MIPOCTPAHCTBA, SAPO MPOBEPSET, UMEET JM OH MPaBO Ha JOCTyNa K 3TOM CTpaHMIIE, U €CIIU MpPOBEpKa
MpolJeHa U JOCTyN TONyuYeH, TO SJIPO TepeagpecoBbIBaeT oOpallleHHe Ha peallbHbIM agpec ATOM
cTpanulisl. Ecnu 970 mepBoe oOpaliieHre K CTpaHuIle, AIpo MOMBITAeTCs HAWTH CBOOOIHYIO CTPAHUILY
U B ClIydae ycrexa OTOOpa3HuT ee B aJ[peCHOE MPOCTPAHCTBO COOTBETCTBYIOIIETro mporecca. Pazmep

CTpaHMIIbl (PUKCUPOBAH apXUTEKTYpOl mpolieccopa, u s x86 ee pazmep coctasisieT 4096 O6aiT.

Ecnu ciaywaercs cutyanysi, Korja cBOOOAHBIX CTpaHMIl OOJIbIIE HET, HO CYIIECTBYeT (ailsl moakauku,
PO MOXeT yOpaTh OJHY M3 Hambolsee J0Iro He WCHOJIb30BABILIMXCSA CTPAHUI] B (ailyl MOAKAYKH, U
0cBOOOIMBIIYIOCS (PU3MUECKYIO CTPaHMILy OTAATh 3alPOCHBIIEMY MaMsTh Mporeccy. Ecin ke HeT Hu
HE3aHATOr0 MPOCTPAHCTBA B (hailyie MoJKauky, HU cBOOOAHBIX cTpaHull RAM, To pa3BUTHE COOBITHIA
MOXET OBITh CIICIYIONIUM: JTUOO 3alPOCHUBIIMI MaMATh MPOLIECC MPEepPBaH U “yOUT’ CUCTEMOM, TUOO
KaKOH-TO JPyroi M3 IMPOLECCOB (3TO OmpeAensercs Crnenn(puIecKuMu aaroputMamu) Oyner “yout”

AOPpOM, U OCBO6OI[I/IBH_IEUIC$I HaMsATb 6yz[eT nepeaanHa 3aripoCUBIICEMY ITAMATH ITPOLECCY.

Orpannyenue aapecHoro mpoctpancTBa B 4GB He 03Hayaer, 4TO CUCTEMa HE CMOXET aJpecoBaThb
Oonee sroro odwrema mamsaTu. Ha mmardgopme x86 smpo Linux moxeTr ucmonbzoBath 10 64GB, a

orpanndeHue B 4GB HakagpIBaeTCs I HA pa3Mep apecHOro MPOCTPAHCTBA Tpolecca.

System V shared memory

Linux nonaep>xuBaet ctangapTHyto i Bcex UNIX-mogoOHBIX OnepanMoOHHbIX CUCTEM OpPraHU3aIHIo
pasnengeMor maMATH. Ilomp30BaTenbCKue MPUIOKEHUS MOTYT CO3/1aBaThb ce2MeHmbl PA3ACIAEMOU

MaMsTH, KOTOPBIE MOTYT OBITh MPUCOCTUHEHBI K HEKOTOPOMY (PparMeHTy aJIpecHOTO MPOCTPAHCTBA



ponecca. JroOoii mnmpounecc, HMEIOIIUN T0CTaTOYHEIC mpaBa O0CTyla, MOXKCT IPUCOCAUHUTHBCA K
CCTMCHTY paSHCHHCMOﬁ naMAaATH, H OTO6paSI/ITB €ro B CBOC aApPCCHOC MPOCTPAaHCTBO, HAYHWHAA C

HCKOTOPOro aapeca.

qT06pa>KeHme cerMeHTa|ll AppecHoe NPOCTPaHCTBO npouecca A ¢T06p. CerMeHTa #

SHM - CermeHT 1 EHM - cerment 7

¢T06p. cermeHTa ? ¢To6pameHme cerMeHTa ﬁ AfpecHoe NpoCcTPaHCTBO npolecca B

Ecmu B HpHBeHCHHOﬁ cxeMe JI000i u3 IpouecCoB HU3MCHUT COACPIKHUMOC IIaMATU B O6J'IaCTI/I,
3aHUMAaeMOH OTO6pa)KeHI/ICM OJHOI'0O M3 CErMCHTOB, TO K€ CaMO€ U3MCHCHHC HpOHBOfII[GT B aAp€CHOM
MOPpOCTPAHCTBE JAPYyroro Imnpouecca, IMOCKOJbKY COOTBCTCTByIOH_II/Iﬁ CCTMCHT CYHIECTBYET B OJHO

AK3EMIULIPE U OTOOPaXEH B a[peCHOE IMPOCTPAHCTBO OOOMX MPOILIECCOB.

Kpome System V IPC siipo Linux Taxoke nogaepkusaet npyrue oobektsl IPC, B uacTHOCTH cemadopbl
u ouepenu coobmieHuit. Kaxapiii o0bekT System V IPC uaeHTHGUIUPYETCS YHUKATBHBIM KITFOYEM.
IIpocmoTtpets cnrcok Beex 00bekToB IPC MoxkHO KOMaHno# ipcs. Komanaa ipcrm 1mo3BosisieT yaaisiTh
00bexThl IPC, KOTOpBIE 10 KAKUM-JIHO0 MPUUYUHAM OCTAUCh HEOCBOOOXKIECHHBIMHU MOCIIE 3aBEPIICHUS
CO3/IaBILIETO MX Ipollecca — HANpUMEp, TakKas CUTyaluss MOXET BO3HUKHYTh IIOCII€ aBapUHHOTrO

3apepiieHust padotel CYB/] Oracle, Informix nimu DB2.

CoOTBETCTBEHHO, TIepe/ Mepe3aryCcKoM MPOoIecca CUCTEMHBIN aMUHUCTPATOP C MOMOIIBI0O KOMaH/IbI
ipcrm JI0JDKeH 0CBOOOANUTH HEUCIOIb3yeMble 00beKThl IPC, MOCKOIBKY CTapTyloliee MpUI0KEeHHE He

CMOYKET UX MTOBTOPHO CO3/aTh U HE OyAET KOPPEKTHO paboTaTh.

s xaxxnoro oobekra IPC cucrema yctaHaBIuBaeT IpaBa JIOCTYIa, Kak eciu Obl 3T0 ObL (haiin (T.e.
s kaxoro o0wrekTa [IPC MOXKHO ycTaHaBIMBaTh HaOOp MpPaB UZO/TWX, HO B OTJIMYHE OT OOBIYHBIX
¢aitnoB cmenuts npasa poctyna it [PC-00beKTOB MOKHO TOJIBKO BBI3BIBAS CIEIHATHU3UPOBAHHbIC

GbyHKIMY, TpeIHa3HauYEHHBIE ISl paOOThI C TAKUMHU O0BEKTaMHU.



[dalth@viking dalth]$ ipcs

—————— Shared Memory Segments —--—-----—-

key shmid owner perms bytes nattch status
0x00000000 O oracle 640 4194304 10

0x00000000 32769 oracle 640 20971520 10

0x00000000 65538 oracle 640 29360128 10

0x0d3c24a0 98307 oracle 640 29360128 50

0x00000000 13697028 root 777 49152 1

0x00000000 13729797 root 777 16384 1

0x000004d2 13795334 dalth 666 1008 2

0x00000000 14286866 root 644 790528 2 dest
0x00000000 21823507 dalth 600 393216 2 dest
0x00000000 21921814 root 644 122880 2 dest
0x00000000 14516249 root 644 151552 1 dest

—————— Semaphore Arrays —-—-—-—--

key semid owner perms nsems
0x0b4£f657c 262147 oracle 640 154
0x000004d2 458756 dalth 666 1

—————— Message Queues —-—---—----
key msqgid owner perms used-bytes messages

[dalth@viking dalth]s$

[Mognepxka System V IPC mo3BosisieT CpaBHUTEIBHO JIETKO TMEPEHOCHUTh Ha Linux mnpuioxeHwus,

Hanucanuble s apyrux UNIX-cuctem.

daisioBast cucremMa

VFS u npaiiBeps! QailioBbIX CUCTEM SBIISIOTCS OAHON M3 BaKHEHUIIMX COCTABIIAIOIIUX siapa. [ Toro,
9TOOBI TOJXYYHUTh AOCTYN K (haiiimaM, XpaHSAIIUMCS Ha KaKOM-JIMOO YCTPONCTBE XpaHEHHs JaHHBIX,
Heo0X0MMO, 4TOOBl B AP0 ObUI 3arpy’eH JpaiBep COOTBETCTBYOLIEH (ailloBOM CUCTEMBI, U
(aiinoBasi cuctema Oblla CMOHTHpoOBaHa. JlpaiiBepa Bcex (halIOBBIX CHCTEM MOJIEPKUBAIOT HAOOD
CTaHJAPTHBIX (PYHKIMIA: OTKPBITH (haiin Mo MMeHH, 3anucaTh JaHHbIE B (aiii, mpouyuTaTh JAaHHBIC U3

(aiina, 3akpbITh Qaiin, yaanuTs daiin u T.1.
YTounuM, 4TO ApaiiBepa (HalIoBBIX CUCTEM HE 3aHUMAIOTCS KAIIMPOBaHUEM, 3TUM 3aHuMaeTrcs VFS.

[Ipu nmepBoHauyanbHOW 3arpyske npaiiBep (aitnoBoii cucteMsl peructpupyeT B VFS ums daiinosoii
cucTeMbl U Te (YHKLIMH, KOTOpbIE NpeAHa3HA4YeHbl MAJIS BBINOJHEHUS CTaHJAPTHBIX (ailoBbIX
onepanuii. Briocnencteum mipu obparieHuu Kk (daitry Ha Kakoil-mubo ¢aiimosoit cucreme VFES Oynmer
IepeaipecoBbIBaTh  OOpaIlleHHe Ha  COOTBETCTBYIOUIYIO  (DyHKIMIO, €clii  TakoBas  Oblia
3aperucTpupoBaHa apaiiBepoM. [locMOTpeTh cnucOK OOCITyKMBaeMbIX SApOM (DallIoBBIX CHCTEM

MOJKHO B (aitne /proc/filesystems:



[dalth@viking proc]$ cat /proc/filesystems
nodev sysfs
nodev rootfs
nodev bdev
nodev proc
nodev sockfs
nodev usbfs
nodev usbdevfs
nodev futexfs
nodev tmpfs
nodev pipefs
nodev eventpollfs
nodev devpts

ext?2
nodev ramfs
nodev hugetlbfs

1509660
nodev devfs
nodev mgueue

ext3

nodev rpc_pipefs

nodev nfsd

nodev smbfs
Omnepanyst MOHTUPOBAHMS MTpeIHA3HAUEHA Ul TOTO, YTOOBI CHIENIaTh TOCTYIHOU (ailloByI0 cucTeMy,
PacIoyIoKEHHYI0 Ha KakoM-1100 O610uHOM ycTpoiicTBe. CyTh onepaniy MOHTUPOBAHMS 3aKIII0YAETCS
B TOM, YTO SIIPO aCCOLUMUPYET HEKOTOPBIN KaTaJloT (Ha3bIBa€MbIM TOUKON MOHTHPOBAHUS) C OIOYHBIM
yCTpOicTBOM U ApaiiBepoM (aiiioBoii cucteMbl. [lJis 3TOro OHO MepenaeT CChUIKy Ha OJ04HOE
YCTpOMCTBO NipaiiBepy (ailsioBoii CUCTEMBI, U B ClIy4ae, €CiIM JpaiBep yCIEIHO MPOUAEHTU(PUIIMPOBAT
3Ty (ailyIoByIO CUCTEMY, PO 3aHOCUT B CIIEIIHAIBHYIO TaOIUIly MOHTUPOBAHHUS HH()OPMAITUIO O TOM,
9yTo Bce (hailyibl M KaTajioru, 4edl MOJHBIA MyTh HAYMHAETCS C YKa3aHHOM TOYKH MOHTHPOBAHMUS,
00CITy>)KUBAIOTCSI COOTBETCTBYIOIIMM JpaiiBEpoM (ailJIoBOIl CHCTEMBI U PACIIONIOKEHBI HA YKa3aHHOM

OJI0YHOM YCTpOIiCTBE.

Hexotopeie ¢aiiioBble CHCTEMBbl HE HYXIAIOTCS B OJOYHOM YCTPOHCTBE, MOCKOJBKY XPaHSAT CBOM
JAHHbIE MCKJIIOYUTEIHHO B MaMATH, Hampumep QaiijoBas cucrema procfs, yepes ¢ailibl KOTOpoit

MOKHO ITOJIYYUTH JOCTYII K pa3JIMYHbIM CUCTEMHBIM IapaMeTpaM U Ta6J'II/IIIaM.

OueHb YacTO NpU MOHTHUPOBAHUM (haiJIOBOM CHCTEMBbl CHUCTEMHBIH aJAMHUHUCTPATOpP HMeEET
BO3MOKHOCTb 3aJ1aTh onyuu Moumuposarus. ONIUN MOHTUPOBAHUS — 3TO CIELUAJIbHbIE ITapaMETPBHI,
KOTOpBIE BIMAIOT HA paboTy apaiiBepa (ailioBoil cucTeMbl, Koraa oH paboTaet ¢ (ailioBol cucTeMoit
Ha COOTBETCTBYIOILEM OJIOYHOM YCTPONCTBE — HampuUMeEp, ¢ OMOIIbIO OMIUNA MOHTHPOBAHUS MOXKHO
YHOpPaBJIATh PEKMMOM KOIIMPOBAHUA JAHHBIX, Hp606paBOBaHI/I$IMI/I HUMCH (1)31\/’IJ'IOB U JAaHHBIX, BKJIIIOYATh

U oTKJIr0YaTh nojanepxky ACL u 1.1.

[TocMoTpeTh TabaHIly MPUMOHTHPOBAHHBIX (haJIOBBIX CUCTEM MOXHO uepes (aiii /proc/mounts:



[dalth@viking proc]$ cat /proc/mounts

rootfs / rootfs rw 0 O

/dev/root / ext3 rw 0 O

none /dev devfs rw 0 0

/proc /proc proc rw,nodiratime 0 O

/sys /sys sysfs rw 0 0

none /dev/pts devpts rw 0 0

usbdevfs /proc/bus/usb usbdevfs rw 0 0

/dev/chimera/var /var ext3 rw 0 0

/dev/chimera/temp /tmp ext3 rw 0 O

/dev/chimera/usr /usr ext3 rw 0 O

/dev/chimera/home /home ext3 rw 0 0O

/dev/chimera/opt /opt ext3 rw 0 0

none /dev/shm tmpfs rw 0 0
Bupryanenas QaitnoBas cucrema Linux pasznuyaer HECKOJBKO TUIOB (ailyIoB: KaTajord, OObIYHBIE
(l)aﬁﬂbl, HMMCHOBAHHBIC KaHaJlbl, CUMBOJIBHBIC CCBIJIKHM, COKCTBI N CIICIIMAJIbHBIC (1)&1171)11:1. Kanc,ua}l n3

9THX pa3HOBI/II[HOCTeI7I O6pa6aTI>IBaCTCH CBOUM COOCTBEHHBIM 06pa30M:

e OObIuHBIC (haiiabl MOTYT OBITH IPOYUTAHBI, 3aMMCAHBI, YAAJEHbI MU OTOOPaKEeHbI B

maMsATh.

e Karajor MOXXHO MpEACTaBUTh KaK CHUCOK HWMEH (ailioB, W IJIs 3TOTO CIHCKA
OTIpeIeJICHBI OmNepary JA00aBJICHUST AJIEMEHTa B CIHCOK, YIAAJICHHE JIEMEHTAa W3

CIINCKa, IICPCUMCHOBAHUEC 3JICMCHTA CIIMCKaA.

e lIMeHOBaHHBIE KaHAJBl SBISIFOTCA MPOCTO OydepamMu — B HEro MOXKHO 3aIHcaTh
HEKOTOPBIH 00BEM JaHHBIX, U MPOYECTh UX B TOM XK€ MOpsAKE, B KAKOM OHHU ObLIN

3allTMCaHBbI.

e CoKeTbl SBISIOTCA BapUaHTOM HMMEHOBAaHHBIX KaHAJOB, HO €CJIM Y MMEHOBAHHOI'O
KaHasa Oydep TOIBKO OJUH, TO €CThb HEJb3s ONPEIEIUTh KaKOM MPOLECC 3amucall
JTAaHHbIE B KaHAJI, TO y COKETOB MOXET OBbITh HECKOJIbKO KJIMEHTOB, OJMH U3 KOTOPBIX
OCYILECTBIISIET YIIPABICHUE COKETOM U MOKET OOMEHHMBATHCS JaHHBIMM C JIFOOBIM M3
OCTaJIbHBIX KJIMEHTOB, @ T€ B CBOIO OYepeab MOTYT OOMEHHUBATbCS JaHHBIMU C
JMCTIETYEPOM KaHajla — TO €CThb COKET MOJACPKMBAET MHOXKECTBO HE3aBUCHMBIX

OydepoB, IO OTHOMY Ha KaXAyIO Mapy CepBep+KINEHT

e Crnenuanphble (aiabpl MpeAHa3HAUYEHbI IS TOro, YTOOBI OCYIIECTBISATH MPSMOM
noctyn K ycrpoictBam. [lompoOHee o cnernuanbHbIX (aiinax OyneT roBOpUThCS B

rnase Cexkpemul /dev

o CHMBOJIBHBIE CCBUIKH SIBISIFOTCS ‘‘SpJbIKAaMU’, KOTOPbIE MOTYT COAEpPKaTh MM
npyroro ¢aiiga — ¥ TorJa ONepalud YTCHHUS, 3alMCH W OTKPBITHS/3aKphITHS (Daiina

aBTOMATHYECKH TIepeaipecoBBIBAIOTCS K (hailily, Ha KOTOPBIA yKa3bIBa€T CUMBOJIbHAS



CCBUIKA, HO B oTiHuue OT “spibikoB” Windows (shortcuts), CHMBOJIbHBIE CCBHUIKH
(symbolic links) He TpeOyroT crienuanbHbIX (QyHKIUN Mpu paboTe — Bce MPOrpamMmbl
(kpome Tex, KOTOphIE CIEIHAIbHO MpeaHa3HaueHbl Ui paboThl C HUMHU) BUAAT UX

KaK OOBIYHBIE (I)afmm, U TAKIKC UX OTKPBIBAIOT, YUTAIOT U 3alIUCBIBAIOT JAHHBIC U T.[.

B HekoTophIX (ailyIoBBIX CHCTEMax, KOTOpble M3HAYaJIbHO NMpoeKTupoBanch A UNIX-momoOHBIX
CUCTEM, €CTb BO3MOXHOCTb CO3/1aBaThb KPOME CHMBOJIBHBIX CCBUIOK €€ M JKECTKUE CCBUIKH.
DaKkTUYECKH, )KECTKasi CChUIKA — 3TO BTOpoe MM isi Qaiina. XKecTkre CCbUIKM BO3MOXHO CO3/1aBaTh

TOJILKO B IIpe/esiax 0JHOH (HailIoBON CUCTEMBI.

N3-3a Toro, yto B VFS mnpucyrcByer NOHITHE KIIIMPOBaHUS, NEpPE] OTKIOYEHHEM CHUCTEMBI
HE00XO0/IMMO JIeNIaTh 00s13aTeNbHBINA cOpoc n3MeHeHni Ha 1uck. COpoc KalIa Ha AUCK OCYIIECTBIISIETCS
B MOMEHT pPa3MOHTHUpOBaHMs (ailioBoil cuctembl. KpoMe TOro, ¢ momouip0 KOMaHIbl Sync MOXKHO B
M000M MOMEHT MPHUHYAUTENHHO COPOCHUTH Ha TUCK BCE 3aKAIIUPOBAHHbIE M3MEHEHHS B (ailioBoit
cucreMe (Hampumep, CHUCTEMHbIE aJMUHHUCTPATOPbl YacTO JAENAr0T Sync Iepes 3arpy3koil HOBOTO
npaiiepa). Pa3MoHTHpOBaTh (paiijoByr0 CHCTEMY MOXHO TOJIBKO TOI/la, KOTJa HU OJHMH NPOLECC He
yIEpKUBAET B OTKPBITOM COCTOSIHUU (DailyIoB ¢ 3TOH (haillloBOM CHUCTEMBI, a TaK)Ke HE HAXOAUTCS HU
OJIUH Ipollecc He MMeeT pabo4yuM KaTaJoroM KaTajora ¢ pa3MOHTHUpyeMoil ¢aitioBoit cucremsl. [Ipu

HEBBITTOJTHEHUH 3TOTO YCIIOBHSI Pa3MOHTHPOBATH (DAalIOBYIO CUCTEMY HE YJacTCs:

[root@viking dalth]l# umount /home/ftp/pub/linux/fedora/cdl
umount: /home/ftp/pub/linux/fedora/cdl: device is busy
umount: /home/ftp/pub/linux/fedora/cdl: device is busy
[root@viking dalthl#

Hekotopeie  QaiinoBeie  cucTeMbl  MOJAECPKHUBAIOT  CIEUUANbHBIE  OMIMH,  IO3BOJSIONINE
MPUHYIUTEIFHO CHHXPOHU3UPOBATh (DAMIOBYIO CUCTEMY MpPU Ka)I0H ONepalnuy YTeHUs WIN 3aIlUCH.
OOBIYHO OMIIMH, BIUSIONIME HA CHHXPOHM3AINIO (DaliJIOBON CHUCTEMBI, COJIEPKAaT B CBOEME Ha3BAaHUU
CJIOBO SYNC, HalmpuMep NpHUBEIACHHAs HWKE KOMAaHJla HHCTPYKTHUPYET ONEPALUOHHYIO CUCTEMY

IIPUMOHTUPOBATH HEKOTOPBIN Pa3Zeil B peKUME IPUHYIUTEIBHON CUHXPOHU3ALNH:

[root@viking dalth]l# mount -t ext3 -o sync,dirsync /dev/hda9 /home

Cnenyer yd4ecTb, 4YTO NPUHYAUTENbHAs CHHXPOHU3ALMS — O3TO yAap MO MPOU3BOIUTEIHHOCTH
oTiepanuii 3anucu s (HaisioBOil CUCTEMBI, CMOHTUPOBAHHOM B TAKOM PEKHUME, TTOATOMY UCIIOJIbOBATH

TaKOH €ro CIIeIyeT OCTOPOXKHO.

IIpaBa nocryna

Kpome crangapTHbIXx HAOOpOB mpaB aocTymna K daiinam HeEKoTopble ¢aiaoBeie cucTeMbl Linux

noanepxkuBatoT T.H. POSIX ACL — cniucku koHTpods aoctyna POSIX. Ota BO3MOXKHOCTH MO3BOJISET



rMOKO YIPaBIATh JOCTYIIOM K (ailily, He orpaHHYMBasCh “Kiacuyeckum’ Habopom ugo/rwx. s Toro,
4100l HCMONb30BaTh Ha (haitnoBoil cucteme POSIX ACL, HE0OX0OUMO CMOHTHPOBaTh (PaiIoBYIO

CUCTEMY C onuuei acl:

[root@inferno root]# mount -t ext3 -o acl /dev/inferno/opt /opt

Bo3MOXXHO Takke HACTPOWTh COOTBETCTBYIONIMHN TapameTp A (aiJoBOM CHUCTEMBI, YTOOBI OHA

noanepxkuaia POSIX ACL no ymonuaHuio:

[root@inferno root]# tune2fs -o acl /dev/inferno/opt

ITocne ycTaHOBKM COOTBETCTBYIOILEH OMIIMK MOXKHO IpucTynarth Kk padore ¢ POSIX ACL. [Ins paGoTsl
C HMMH CYIIECTBYET JBE O0a30BBIX YTWINTHL getfac!/ AN TONy4YEeHUS CIHCKA JOMOJHUTEIHHBIX
aTpuOyTOB JOCTYIA, U Seffacl Iy yCTAaHOBKU PAacUIMPEHHBIX aTpHOyTOB KOHTPOJS AocTymna. Eciu B
BBIBOJIC KOMaHJbI IS BBl BHAWTE CHMBOJI “+” psIIOM CO CIUCKOM CTAaHJIAPTHBIX IMPaB JOCTYyTMa, 3TO

03HAYaeT, uTo AJis (haiiyia TakyKe yCTAaHOBJICHBI PACIIUPEHHBIC aTPUOYTHI KOTHPOJIS AOCTYyIA!

—rw-r----- + 1 dalth dalth 20034 Oxr 11 22:48 /home/dalth/.bash history
-rw-r--r-- 1 dalth dalth 191 Arr 23 21:51 /home/dalth/.bash profile
[root@inferno root]#

Jns mpocMOTpa 3HAuYeHHWH PACIIMPEHHBIX aTpUOYTOB MOXKHO BOCIIOJIb30BaThCS YTHWIMTOW getfac.
KupHbiM WIPUPTOM BBIIEIAEH JONOJHUTEIbHBIA aTpUOYT KOHTPOJS JIOCTyINa, IO3BOJISIOMIUN

nosp3oBarento kiki moryauTs qocTym Ha uteHue K (ainy .bash_history:

[root@inferno dalth]# getfacl .bash history
# file: .bash history

# owner: dalth

# group: dalth

user::rw-

user:kiki:r--

group: :---

mask::r——

other::——-

Jlo6GaBuM mnosib3oBartento oracle nmpasa Ha uTeHue U 3anuch ¢aita .bash history ¢ moMoip0 KoMaH/IbI
setfacl, n 3arem oTOepeM JOMONHUTENBHBIE MTPaBa Ha JOCTYI K yKa3aHHOMY (haily y moib30BaTens

kiki:



[root@inferno dalth]# setfacl -m u:oracle:rw .bash history
[root@inferno dalth]# setfacl -x u:kiki .bash history
[root@inferno dalth]# getfacl .bash history

# file: .bash history

# owner: dalth

# group: dalth

user: :rw-—

user:oracle:rw-

group: :—--

mask::rw-

other::---

[Mocneaam marom cOpocuM Bee pacuiupeHHbie aTpuOyTh ¢ (aiina ¢ daiina .bash history:

[root@inferno dalth]# setfacl -b .bash history
[root@inferno dalth]# 1ls -1 .bash history
—rw---—-—--- 1 dalth dalth 20034 OxT 11 22:48 .bash history
Pacimmpennsie aTpuOyThl TO3BOJIAIOT THOKO KOHTPOJIHUPOBATH JOCTYM K (PailIoBBIX 00BEKTaM, 00X01s

CTpaTeruio ugo/rwx mpumennyto u3 “kiraccuaeckoro UNIX”. [IpaBa moctym Ha QaiiioBbie 00BEKTHI

MOTYT OBITE BbIIAHBI HC TOJILKO MOJIb30BATCIII0, HO U I'PYIIIIC.

K coxanenuto, naneko He Bce YTHIMTHI U (aiiioBble cucteMbl noanaepxusaior ACL, mostomy npu
PE3EpBHOM KONMHMPOBAHUU WM BOCCTAaHOBJIEHUHU (DAlIoB HEOOXOAMMO HPOBEPATH KOPPEKTHOCTh

YCTAHOBKHU PACIIMPEHHBIX aTprOyTOB U MPaBUIBHOCTh UX IEPEHOCA.

KypuHaaupyembie (pailiioBbie CUCTEMbI

Jns o0ecrieyeHHsT COXPAHHOCTHU [JAHHBIX M 00ecHeueHHs! LEeJOCTHOCTH (hailyIoBBIX CHUCTEM IpHU
HEOKUJAHHBIX COO0sIX OB pa3paboTaHbl dcypHanupyemvie pailiosvie cucmemsi. Kak mpaBuio, y
3THX (HaMJIOBBIX CHCTEM CYLIECTBYET CIielMalibHasi 00JacTh JAAaHHBIX, Ha3blBaeMas oicypHaiom. Bee
W3MEHEHHUS, KOTOpble HEOOXOAMMO MpPOM3BeCTH C (DaiiloBOM CHUCTEMOH, CHayala 3aliChIBAIOTCS B

AKypHaJ, ¥ yKe U3 )KypHaja [10M1aJal0T B OCHOBHYIO 4acTh (pailIoBON CUCTEMBI.

B OonpmmHCTBE Cily4aeB KypHAIUPYIOTCA TOJBKO MemaodanHble (DaIoBBIX cuUCTeM (CIyKeOHas
uH(popManus, oOecredynBaronas IeIOCTHOCTh CTPYKTYphl (DalIOBON CHCTEMBI — Hampumep,
W3MEHCHHUS B Karajorax WU CIY»XEOHBIX TaOnuiax pasmenieHus ¢aitio). Hexoropeie (haiinoBbie
CUCTEMBI TIO3BOJISIOT XKYPHAIMPOBATh HE TOJHKO METaJlaHHBIe, HO W JaHHBIC (aHIOB — TaKOW mmiar
MO3BOJISIET TTOBBICUTH HAJICKHOCTh, HO YMEHBIIAET CKOPOCTh 3aIlMCH JAHHBIX Ha (haiIOBYIO CHCTEMY,
MOCKOJIBKY KaXKIIbIi OJIOK JaHHBIX 3aIMCHIBACTCS Ha JUCK JBAKIBI — CHayayia B )KypHaI, M 3aTeM U3

KypHaJla B OCHOBHYIO 00J1acTh (pailioBOM CUCTEMBL..

B GonpmumHCTBE ciydaeB, >KypHaIUpyeMble (DaisIOBbIE CHUCTEMBI CIOCOOHBI PEIIUTHh TPOOIEMBI C

HAaACKHOCTBIO IMPHU HCOXHUIAHHBIX cOosx 0e3 Tex IOTEPb MPOU3BOJAUTCIBHOCTH, K KOTOPBIM MOXKET



IIPUBECTH HCIIOJB30BAHUE ONIIUHN SyNnc 1pyu MOHTHUPOBAHUU.

B uvacTtHOCTH, K )XKypHanupyeMmsIM (ailioBeIM cuctemam, Hanpumep, oTHocatcs EXT3, ReiserFS, XFS,

JFS u HEexkoTophIe ApyTHE.

OTo0OpaxkeHHbIe B IaMATH (Paldibl

OObenuHeHne KdIUpoBaHUA (alaoB U pas3fensieMoil MaMsATH TO3BOJSET pealu30BaTh TaKOe
NecTBUE, Kak oToOpakeHWe (Qaitna B mamsth. [T TPOCTOTHI MOXKHO TPEACTaBUTh, 4TO (Qaili
3arpyXaetcst B Kd3II, U CTPaHMIIbl K3IlIa OTOOpakaloTcsl B aJpecHOE MPOCTPAHCTBO Mpoliecca, U B
pesynbrare J000€e H3MEHeHHEe B TOM (hparMeHTe aJpecHOr0 IMPOCTPAHCTBA, KOTOPOE 3aHSTO
oroOpaxkeHreM (pailyia, aBTOMAaTHYECKH IOMAJaeT B 3aK3UIMpOBaHHbIE NaHHble (aitna. Korma daiin
3aKpBIBAETCS, 3aKUTMPOBAHHBIC H3MEHEHHS COpAChIBAIOTCS Ha AMCK, U3MeHsa caM Qaitn. Kpome Toro,

B CBO6OI[HO€ BpeMA AP0 TAKXKC IMOCTCIICHHO C6paCBIBaeT HU3MCHHUBIINCCA KOIIMPOBAHHBIC JAHHBIC HA

JUCK.
®dann 1 dainnoBas cuctema Qann 2
Kaw canna 1 Kaw canna 2
OTob6p. hanna 2 ‘ ‘OTOﬁpa)KEHVIe danna 1 AQpecHoe NpoCTPaHCTBO nMpoLecca

Ha camom jene, Mmexannu3m oToOpaskeHus (ailiioB B HaMsaTh KyAa “Xutpee” - Mpu 0OpallleHuH 110 3aIlHCH K
CTpaHHMIle, KOTOpas SBISETCA OTOOpaKeHHEM HeKoToporo ¢aiina, AApo NepexBaThiBaeT oOpalleHue,
MIPOM3BOJIUT 3aIUCh B (haii (B MMoJaBisFolieM OOJIBIIMHCTBE CIIydaeB dTa oreparus nonajgaer B ko). [Ipu
oOpallleHny TI0 YTEHUIO K TAaKOH CTpaHMIE SApO OIATh )K€ IMEepPEeXBAaThIBACT OOpAIlCHHWE M MPOM3BOAUT
yreHue u3 (aiyia — B OOJIBIIMHCTBE CIy4ae ATO YTEHHE MPOM3BOIUTCS W3 Koma. [ Hammx ke 1eined

mnmpouie 6yH€T CUUTATh, YTO CTPpAHUIIbI K3I1a 0T06pa>1<er,1 B [IaMsATh OpoLecca.

Takast MeToIMKa 4acTO MCIOJB3YeTCs Ui 3arpy3Ku pas3zeisieMbIX OMOIMOTEK, KOTAa BBIIOIHIEMBbIH
KO/ OMOJIMOTEK M MCIIOHAEMOT0 KOJIa MPOrpaMMBbl XPaHUTCS B KOIIIE U yepe3 oToOpaxkeHue Qaiina B

MaMsITh CTAHOBUTCS BUJICH B aJJpE€CHOM MPOCTPAHCTBE MpOIecca:



[dalth@viking dalth]$ cat /proc/l/maps
08048000-08050000 r-xp 00000000 03:01 75813 /sbin/init
08050000-08051000 rw-p 00008000 03:01 75813 /sbin/init
08051000-08072000 rw-p 08051000 00:00 O
40015000-40016000 rw-p 40015000 00:00 O

4c8ee000-4c903000 r-xp 00000000 03:01 92869 /1ib/1d-2.3.3.s0
4c903000-4c904000 r--p 00014000 03:01 92869 /1lib/1d-2.3.3.s0
4c904000-4c905000 rw-p 00015000 03:01 92869 /1lib/1d-2.3.3.s0
4c907000-4calc000 r-xp 00000000 03:01 92857 /lib/tls/libc-2.3.3.s0
4calc000-4cale000 r—--p 00115000 03:01 92857 /lib/tls/libc-2.3.3.s0
4cale000-4ca20000 rw-p 00117000 03:01 92857 /1lib/tls/libc-2.3.3.s0
4ca20000-4ca22000 rw-p 4ca20000 00:00 O

4d201000-4d20f000 r-xp 00000000 03:01 92965 /1lib/libselinux.so.1l
4d20£f000-4d211000 rw-p 00004000 03:01 92965 /1lib/libselinux.so.1l

bff£fd000-c0000000 rw-p bfffd000 00:00 O

ffffe000-£f££££000 ---p 00000000 00:00 O
Ha camom pene, apaiiBepbl JIFOOOT0 yCTpoicTBa M Jt000H (halOBOM CHCTEMBI MOTYT II0-CBOEMY
pea30BhIBATh OMEPAMI0 Mmap, HO OONBIIMHCTBO ApaiiBepoB (HalIOBBIX CHUCTEM IOJIATAIOTCS B

stoMm Ha VFS.

CnenuasnbHblie GaiioBbie CHCTEMbI

Hexotopsbie Tunsl (haioBbIX CHCTEM SIBJIIOTCS CHELMATbHBIMU U IIPEIHA3HAYAIOTCS /ISl BBIITOJHEHUS
WIA pealn3aluy CrequpHUUecKux 3ajad omnepanuoHHON cuctembl. K TakuM ¢ailioBbIM cucreMam
OTHOCATCS (palfJIOBbIE CUCTEMBI procfs U sysfs, MPelOoCTaBIAIOIINE JOCTYI K pPa3IMuHbIM IapaMeTpam

CUCTEMBI M CHCTEMHBIM 00BEKTaM, ‘KUBYIIUM’ B SIJIPE.

®daiinoBasg cucTema SYSfS B OCHOBHOM IPEAOCTABIIACT OOCTYII K 00BeKTaM gapa " 0T06pa>1<aeT
B3aMMOCBA3HU MCXKIAY HHUMMU. ®daiinopasg cucTeMa pI'OCfS NpeaAoCTABIACT OOCTYII K PAa3JIMYHBIM
napamMeTpam sAapa u ﬂpaﬁBepOB U K IMOJIb30BATCIILCKUM IIpOLECCaM, ITO3BOJISIA TEM CaAMBIM PCaJIn30BaATh

TaKue KOMaH/Ibl Kak ps wiu sysctl. bonpmmacTBO (haiinos B sysfs 1Bondnsie, B procfs — TeKCTOBBIE.

JpaiiBepsl (HAMIIOBBIX CHCTEMBI ramfs, tmpfs W shmfs OYeHb TOXOXH, W TOCIE MOHTHPOBAHHSI
¢ailnoBoif cucTEMBI TAKOTO THUNA HAa HEW MOXKHO co3faBaTh (ailfibl, XpaHsdlecs B MaMATH H
OTJIMYAIOTCSI B OCHOBHOM HEOOJBIIMMU OCOOCHHOCTAMH pPabOTHl  (Hampumep, CTpPAHHIIBI,
ucroibp3yeMble ramfs mojx gaHHeie (AMIoOB, HE BBITECHSIOTCS B swap-(daiin B otiauuue ot shmfs u

tmpfs). B siape 2.6 shmfs Obiia 3amenena Ha tmpfs.

CerteBble paljiOBble CHCTEMBI

CereBbic (baﬁHOBBIe CHUCTCMBI IIPECAHA3HAYCHDBI AJId IMOJIYYCHHA JOCTYIIA K (I)aﬁHOBLIM CUCTCMaAX NpPYTUxX

KOMITIBIOTCPOB C UCITOJIB30BAHUEM CCTCBBIX IMTPOTOKOJIOB.

HawubGonee uwacto umcmonb3yrorcsi ceteBble ¢ainoBeie cuctemMbl NCPFS (mns moctyma k cepBepam

Novell NetWare), SMBFS (mns nocryna x cepsepam Windows) u NFS (ans moctyna k ¢aiinoBsim



cucremam apyrux UNIX-cucrem).

Kak mnpaBuio, mnpouenypa MOHTHPOBAHHSI CETEBBIX (aillIOBBIX CHCTEM CXO0Ka C HIpOoLEeAypoi
MOHTHUPOBaHMsI OOBIUHBIX (DAHIOBBIX CHUCTEM Ha OJIOYHBIX YCTPOMCTBAaX C T€M OTIMYHMEM, YTO BMECTO
OJIOUHOTO YCTPOWCTBA YKa3bIBAETCs aJpec cepBepa, 4bsl (hailioBas CUCTEMAa MOHTHPYETCS, U MM
MOHTHPYEMOTO pecypcea. st npuMepa paccMOTpUM NPOLEAypbl MOHTUPOBAHUSL PECYPCOB, JOCTYIIHBIX

oo SMB u o NFS:

# mount -t smbfs -o username=usr,workgroup=tst //server/share name /mnt/smb_target
Password: ***x*xxk
# mount -t nfs -o timeout=4 server@/export/home /mnt/nfs target

B nanHOM mpuMmepe omuus -f KOMaHIbl mount yKa3bplBaeT TUN (PaWIOBOM CHUCTEMbI, ONUUSA -0
MO3BOJIIET 3a7aTh JOINOJIHUTEIbHBIE MapaMeTpbl Uld MOHTHpoBaHMs — mia SMB Mbl 3amaewm,
HalpuMep, UMs I0JIb30BaTells, C IIpaBaMU KOTOPOrO MPOU3BOIAUTCS MOJKIIOUYEHHUE K CEpBEPY U UMs
paboueil rpynnsl win gomeHa, A NFS Mbl ykasblBaeT TaiiMayT, 10 UCTEYEHUH KOTOPOTO OIeparus
BBOJIa/BBIBOJIA CUMTAETCS HEyaBIIeiics. BMecTo 0104HOTO yCTpOHCTBA MBI YKa3bIBaeM ajpec cepBepa,
pecypc KOTOpOro XOTHM HCIOJB30BaTh, U UM pecypca Ha cepsepe. [locneanum mapamerpoM uaer

TOYKa MOHTHUPOBAHUA.

Co3nanue ailjioBbIX CHCTEM

s co3nanust GaitioBeix cucteM B Linux ucnonb3yercst komanaa mkfs:

[root@inefrno root]l# mkfs -t ext3 /dev/hdaé

Ha camom nene, mkfs siBisiercss mpocTo “o00epTKON™ K peayibHBIM MpOrpaMMamM co3faHust (ailioBbIX

CHCTEM, KOTOpbIE OOBIYHO UMEHYIOTCS KaK mkfs. <uma @C>, nanpumep mksf.ext2 niau mkfs.reiserfs.

B GonbminHCTBE cityyaeB mporpaMmMbl rpynmnbl mkfs mpocTo MHUIMAIU3UPYIOT CHIEHUAIBbHYIO 00J1acTh
paszena, HasbIBaeMyro cyneponoxom atinosoi cucmemvl. CynepOiIOK COACPKHUT CCHUIKM Ha BCe
3HaYUMBIE JIEMEHTHI (alIoBOIl cUcTeMBbl (HapuUMeEp, CChUIKY Ha OTJIaBJICHHE KOPHEBOI'O KaTallora,

CCBUIKY CITMCOK CBO60I[HBIX 6HOKOB, CCBUIKY Ha CIIMCOK (baﬁHOB n T.I[.)

Hammume cynepOmoka (KOTOpBI TPAaKTHYECKH BCETJAa COACPKAT B CBOEM Telle HEKOTOpOe
XapaKTEepHOE 3HAUYEHHE) MO3BOJISIET IPOU3BOINTH MOHTUPOBAaHUE (PAIIOBBIX CUCTEM 0€3 YKa3aHHUAX HX
tuna. K coxanenuro, HeKOTOpble (ailIoBbIe CHCTEMBI BCIIEACTBHE CBOCH apXUTEKTYphl HE COJEpIKAT
cynep6isioka (B yactHOocTH, FAT u OONBIIMHCTBO €€ pa3HOBHIHOCTEH) M Al OJOYHBIX YCTPOWCTB,
coJiepKalIuX Takue (pailloBble CHCTEMbI, aBTOMATUYECKOE OIpe/eieHne Tumna (aiioBoi CHUCTEMBI

3aTpyIHEHO.



HNurepeiic sysctl

HﬂpO COACPIKHUT OUYCHb MHOI'O IMapaMETPOB, OT KOTOPLIX 3aBUCUT €I'0 MMPOU3BOAUTCIBHOCTb U KOTOPBIC
MOTYT UBMCHATDH AJITOPUTMBI €0 pa60TbI. I[JIH TOro, YTOOBI UMETH BO3MOKHOCTE Y3HaBaTb U UBMCHATH

stu napametpsl, B UNIX Obu1 paspaboran untepdeiic sysctl.

BupryansHas daitnoBas cuctema procfs comepKuT KaTalor sys ¢ JepeBOM MOJKATaIoroB U ¢ailios.
CopepkuMOe KaXI0TO U3 3TUX (DaiiyioB MOKHO IMPOUYECTh, HAIIPUMEP, KOMAaHJIOW cat, WK 3alACaTh B

Takoi (haitl HoBOe 3HaUeHHE KoMaH o echo:

[root@inferno root]# cat /proc/sys/kernel/shmmax

33554432

[root@inferno root]# echo 67108864 >/proc/sys/kernel/shmmax

[root@inferno root]# cat /proc/sys/kernel/shmmax

67108864

[root@inferno root]#
KOMaH,Z[a SYSCﬂ npeaHadHadycHa Ijig Toro, 4TOOBI H30€XaTh HCO6XO,Z[I/IMOCTI/I HCIIOJIB30BaTh HpSIMOﬁ
AOCTYII K 9TUM (1)31\/JIJ13,M, " npeaoCTaBUTb BO3MOKXHOCTb aBTOMATU3allMU YCTAHOBKH TAKUX ITapaMETPOB
pu 3arpy3ke cuctembl. Ha camoM ke gerne, komaHaa sysctl mpocto untaeT win 3armuchiBaeT 3HAUCHUS
B (baitbl M3 Karajmora /proc/sys, T.€. €CIM CUCTEMHBIH aJMHUHHUCTPATOP YCTAaHABIWBAET C MOMOIIBIO
KOMaH[IbI Sysctl 3HaueHHEe HEKOTOPOTo MapaMeTpa, (GakTHUECKH OH MPOCTO 3alUCHIBAET 3TO 3HAUCHHE
B COOTBGTCTBYIOH_II/Iﬁ q)aﬁ.]l. CYH_[CCTByeT OJHO3HAYHOC COOTBCTCTBHUC MCXKAY HMCHCM IIapaMeTpa U
HNMCHEM (bal‘/'ma, ucpe3 KOTOpBIﬁ €ro MOXHO HM3MCHHTL: CCJIU INOCMOTPCTL BBIBOJ SYSCtl -d, MOXXHO

YBUACTb, 4YTO IapaMCTphbl B OOJIBIIIMHCTBE CBOEM HUMCHYIOTCSI HCCKOJIbBKMMU MHCMOHHUYCCKUMU

366peBI/IaTypaMI/I, pa3acCIICHHBIMU TOYKAMU:

[root@inferno root]# sysctl -a | grep mem

net.ipv4.tcp rmem = 4096 87380 174760
net.ipv4.tcp wmem = 4096 16384 131072
net.ipvé4.tcp mem = 24576 32768 49152
net.ipv4.igmp max memberships = 20
net.core.optmem max = 10240

net.core.rmem default = 108544
net.core.wmem default 108544

Ecnu B uMeHM mapaMeTpa 3aMEHHTh TOUYKHM Ha CUMBOJI pa3fenuTens MyTu (cuMBoOa /), M K Haydaly
MOJIyYMBILIEHCS CTPOKHU A00aBUTH /pProc/sys/ - To Mbl NMONXy4YUM UMs (aiisia, yepe3 KOTOpPbI MOXXKHO

HU3MCHUTDH WK MIPOYCCTh 3HAYCHUC COOTBCTCTBYIOLICTO MMapaMeTpa.

Ecmu cucteMHOMY aJMUHUCTPATOpy HEOOXOIMMO TpPU KaKAOH 3arpy3ke H3MEHSATh HEKOTOpHIC
napameTpsl uepe3 uHTepgeiic sysctl, To cnucok mapamMeTpoB M HMX 3HAYCHHMH MOXHO 3amHucarh B

KOH(UTrypalMoHHbIN (aiin /ete/sysctl.conf, KOTOpbIi TPOUNTHIBAETCS IPU KaXKIOM 3arpy3Ke CUCTEMBI.



CraTnyeckn ¥ TUHAMHUYECKH COOPAHHBbIE IPOrPaMMbI

B Linux ucnonssiemble (ailiibl MOYKHO YCIIOBHO TOJAETHTH Ha JIBE TPYIIIBI — T€, KOTOPBIE COAEPHKAT B
ce0e Bech KOJ, HEOOXOaUMBbIEe 7Sl pabOThI, U T€, KOTOPbIM HEOOXOIUMBI pa3ienseMble OMOIHOTEKH.
[lepBbie HA3BIBAIOT CTATUYECKH COOpaHHBIMH OMHAPHBIMU (haiiilaMu, BTOpPBIE HA3bIBAIOT TUHAMUYCCKH

COOpaHHBIMU HCIIOTHSAEMBIMH (paliTaMu.

Cratudecku COOpaHHBIC MPOTPAMMBI XapaKTEPU3YIOTCS TEM, YTO MOTYT KOPPEKTHO (PYHKIIMOHHPOBATH
B JIOOBIX YCJIIOBUSX, M HE 3aBUCAT OT HAJWYUS WU OTCYTCTBHS Pa3Je/IIeMbIX OMIHOTEK, YTO MOKET
OKa3aThCs TOJIE3HBIM B CUTYAIMAX, KOT/Ia BOHHKAIOT KOH(IMKTHI BEPCHH pa3leisieMbIX OMIHOTEK,
WU KOTJIa CHUCTEMHBbIE OWJIMOTEKHM TOBPEXKICHBI WJIM HEIOCTYNHBI (HAampuMep BO BpeMs
BOCCTAHOBJICHHSI OIEPAallMOHHOW CHUCTEMBI TOclie cepbe3Horo cbos). K Hemocratkam Takux
UCIOJHAEMBIX (halJIOB ClelyeT OTHECTH TO, YTO OHU UMEIOT 3HAYUTEIbHBIN pa3Mep U Jisi OOHOBICHUS
MPOrpaMMbl HEOOXOIMMO TMOTHOCTHIO 3aMEHUTH €€ UCTIONHSAEMBI (ailll — HalpuMep, eCIM HECKOIBKO
CTaTMYECKU COOpaHHBIX MpOrpamMMm, KOTopble paboTaroT ¢ apxuBamu ZIP, comepkat omuoOKy, TO I
WCIIPABIICHUsI OMMOKH HEOOXOJUMO 3aMEHHUTh BCE 3TH MPOTPAMMBI, YTO MOXKET OBITh 3aTPYJHEHO
(mampumep, OyaeT TPyJHO TOYHO YCTAHOBUTH, KAKHE UMEHHO MPOTPAMMBI COAEPIKAT OITUOOUHBIN KO/
Y HYXJaroTcs B 00HOBJIeHHH ). KpoMe Toro, craTudecku coOpaHHbIe MPOTPAMMBI HE YMEIOT COBMECTHO

HCIIOJIB30BATh COBIAAAIOIINE YIYAaCTKHU KOAA, YTO BEACT K U3JIUITHEMY PACXOAY CUCTEMHBIX PECYpPCOB.

JuHamuaeckn coOOpaHHBIE HCIIOTHIEMbIE (DAliIbl 11T KOPPEKTHON pabOThI TPeOYIOT HAIMYUS (ailiioB
paznensieMbpIx OMOIMOTEK, U COOTBETCTBEHHO MPHU UX OTCYTCTBUW/TIOBPEKICHUH HE MOTYT KOPPEKTHO
(YHKIIMOHUPOBATH, HO 3aTO JJIs1 OOHOBJICHHS TPOTPAMMBI M HCIIPABIICHHS OIIUOKH YaCTO OKa3bIBACTCS
JOCTAaTOYHBIM MPOCTO 3aMEHUTHh COOTBETCTBYIOUIYIO pa3felisieMyt0 OHOIHOTEKY, TOCIIe Yero OINOKa
MCYe3aeT BO BCEX MPOrpaMMax, KOTOpPbIC ATy OMOIUOTEKY MCHOJIB3YIOT JMHAMUYECKU. JJnHAMHUYECKH
CBSI3aHHBIE TMPOTPAMMBbI TAK)KE 3HAYUTEIBHO MEHBIIIE M0 00BEMY, YeM CTATUYECKH CBSI3aHHBIC, H KOJI
pasnenseMbIx OMOMHOTEK MOXKET HCIOIB30BAaThCS OJHOBPEMEHHO MHOTHMMH IMPOrpaMMaMH — 4YTO

MO3BOJIACT 9KOHOMUTH CUCTCMHBIC PECYPCHI.

Ilogapnsromiee OOJIBIIIMHCTBO nporpaMm B COBPEMCHHBIX ,[[I/ICTpI/I6YTI/IBaX Linux sBiasroTCA
JAUMHaAMHUYCCKU C06paHHbIMI/I. Onpenem/nb THUII HCIIOJHACMOI'O (I)ana (CTaTI/ILIeCKI/Iﬁ aa oH b0 ¢

JTUHAMUYECKHUM CBSI3bIBAHHEM) MOXKHO, HAIIPUMEP, C TOMOIIBIO KOMaH/bI /dd:



[dalth@viking dalth]$ 1dd /bin/su
linux-gate.so.l => (Oxff£f£fe000)
libpam.so.0 => /lib/libpam.so.0 (0x4ce08000)
libpam misc.so0.0 => /lib/libpam misc.so.0 (0x4cb3c000)
libcrypt.so.l => /lib/libcrypt.so.1l (0x4e3a2000)
libdl.so.2 => /lib/libdl.so.2 (0x4ca49000)
libc.so.6 => /lib/tls/libc.so.6 (0x4c907000)
/1ib/1ld-1linux.so0.2 => /lib/ld-linux.so0.2 (0x4c8ee000)

[dalth@viking dalth]$ 1dd /sbin/devlabel
not a dynamic executable

[dalth@viking dalth]$

B nmanHOM cnmywae MBI BUAMM, YTO HCHONHSAEMBIH (ain /bin/su uCHonb3yeT IUHAMUYECKOE

CBsI3BIBaHUE, a HCTIONMHsIeMBIH (haiin /sbin/devlabel cobpan cratnueckum o6pazom.

Cucremuasn ounoaunorexa GNU libe

OcHoBHast cucTeMHass OWOMMOTEKa, KOTOpas TaK WM WHAYe MCIOJIb3YEeTCs MPAKTUYECKH BCEMH
nporpammamu, HasbiBaercst glibc (GNU libc). OcHoBubiMu 3amayamu glibc sBnstoTcst obecnieueHue
BSaHMOHeﬁCTBHH MCXKAY SAApOM W TIOJb30BATCILCKMMH IIPOHCCCaMM, HNOAACPIKKA JIOKAJIHU3alunu H

MHOT'ME JIPYyTHE PACIIPOCTPAHEHHBIE JEHCTBHS.

Ha HmKHeM ypoBHE NpPHKIAJHBIC IMPOIECCHI MOTYT OOpaTUThCS K (YHKIUSAM sjipa IOCPEACTBOM
CHCTEMHBIX BBI30BOB (syscall). @aktudecku syscall — 3To Bb130B npepbiBanus 80h ¢ ycTaHOBICHHBIMH
rnapamMeTpamMu, OINMHUCHIBAIOIIMMH TapaMeTphl JUIsi 3TOTO CHUCTEMHOTO BhI3oBa. Te ¢ynkuum glibc,
KOTOPBIE JIOJDKHBI OOPAaTUTHCS K SIPY, B OOJBIIMHCTBE CIIyYaeB MPOCTO YCTAHABIMBAIOT ITapaMeTphl

AJIs1 COOTBETCTBYROLIECTO CUCTEMHOT'O BBI30BA U BBI3BIBAKOT int80h.

BoibIMHCTBO MPOrpaMM UCTIONB3YIOT TUHAMHYECKH 3arpyx)aeMyro 0uommoreky glibc, Ho HeKOTOpBIC
MPUIIOKECHHUS, KOTOPBIC JOJDKHBI paboTaTh BHE 3aBUCCHMOCTH OT HAJIM4Usl (aiiJIOBOM CHUCTEMBI, TIC
pacroyio’)keHa TUHAMHYECKH 3arpyxaemasi peanusanus libc, HCIONB3yIOT CTaTHUECKOE CBSI3BIBAHME,
KOIJla BeCh MPOTrPaMMHBIN KO/, HEOOXOAMMBIN 1711 MX pabOThI, COAEPIKUTCS B UCHIOIHAEMOM (aiise
nporpaMMbl. B OCHOBHOM K TaKMM TpOTrpaMMaM OTHOCSITCS YTHJIUTBI, UCIOJIb3yEeMbIC MPH 3arpy3Ke
CHCTEMBI COBMECTHO C initrd — Hanpumep, cTaTU4ecKue BapuaHThl yTHIUT insmod, lvm win devlabel, a
TaK)Ke KOMaHJIHBbIC O0OJOYKH IS MEPBUYHON 3apy3KH MM BOCCTAHOBIIEHHUS CUCTEMbI — HAIlpHMEp
sash — standalone shell, yacTo nucronbp3yembIii TPH BOCCTAHOBIEHUU CHUCTEMBI TTOCIIE CEPHE3HOTO COOs
i nash, HCTONB3yeMblil TIPH BBITTOJIHEHUH CLIEHAPUEB 3arpy3Kd MOcje MOHTHUPOBaHUS initrd, HO 110

MOHTHPOBaHUS KOPHEBOH (aillloBoil cucTeMbl, Korna paszaensemas Bepcus glibe erie HeqocTymnHa.

LD, Shared Library, SO u MHOr0 CTpalIHbIX CJIOB

CymectByer Ha0Op 0a30BbIX JEHCTBHIA, KOTOpBIC TNPAKTHUYECKH JFO0as MpOTrpamMMa BBITIOJTHSET

OJIMHAKOBO — OTKpBITHE (hailia, YTeHWEe W 3aluch JAHHBIX M TOMYy Mojo0Hoe. Pa3zmensiemble



OUOINOTEKH NpeAHA3HAYEHBI [UIS TOrOo, 4TOObI MPEJOCTaBUTh NPUKIAJAHBIM HPOTrpaMMaM TI'OTOBbIE
uHTepdeicel (YHKIMA A1 BBINOJIHEHHS KaKuUX-INOO Oosee-MeHee CTaHIApTHBIX JCHCTBHU.
Paznensemass OmOnMoTeKa, Kak TOHSATHO U3 Ha3BaHUS, MOXET HCIIONB30BaTbCI MHOXKECTBOM
nporpaMMm. B HacTosSIIIMii MOMEHT CTaHAApTHBIM (opMaToM sl pasfeisieMblx Oubauorek B Linux

spnsercs ELF (Executable Linked Format).

Kaxnpiii ¢aitn ELF umeer 3aroyioBok, B KOTOPOM OIMCHIBACTCS, KAKME CEKIIMHM COJACPKUT 3TOT (aii.
Cexkuuu 0OOBEAMHSIOT OJHOTHUITHBIE JaHHBIE, W HUX JETAIBHOE OINUCAaHHE MOXHO IPOYHTATh B
CIpaBOYHOM pykoBojacTBe [man elf]. Mbl ke BBIIENIUM CIEIYIOIIyI0 HH(DOpMAIMIO: KaKaas
OuOIMOTEKa CONEPXKUT CHUCOK HMMEH IMEepPeMEHHbIX M (YHKIUH, KOTOpbIE OHA COJEPXKUT |
MIPEIOCTABIIAET APYTUM (SKCIOPTUPYET) U CHUCOK MEPEMEHHbIX U (PYHKIMI, KOTOpble HEOOXOIUMO
B3iATh B Jpyrux OuMOIMOTEKax, a TaKkKe CeKUUM WHULHAIM3AlUd W JeMHULUAINW3ALUH.
OKCIIOPTHPYEMbIE U MMIIOPTUPYEMblEe OOBEKThI (IepeMEHHble M (YHKLUUHU) HA3bIBAIOT CUMBOLAMU

OUOJINOTEKU.

BonbmmHcTBO McnonmHsAeMbIX (aiinoB mporpamm Takxke umeror gopmar ELF, u Ha camom nerne
OTIUYAIOTCS OT OMOTMOTEK B OCHOBHOM TEM, UTO HE MMEIOT IKCHOPTUPYEMbIX (YHKIHHA. 3arpy3dnk
ELF (on xe dl, dynamic linker u dynamic loader) ymeer 3arpyxartb B mamsaTh koj ELF-(aiina,
aHAJM3UPOBATh €r0 CTPYKTYpPY A ONpPEACNCHHS CIHCKOB 3KCIOPTUPYEMBIX M HUMIOPTUPYEMBIX

CHMBOJIOB M 3arpy»arh HeOOXOAMMBbIe Ui pabOoThl MPOrpaMMbl OUOITHOTEKH.

Korna monb3oBatens MbITaeTCs 3alyCTUTh KaKylo—IHOO MporpamMmy, MHEpBBIM HAdyMHAET paboTy
3arpy3uuk ELF. OH 3arpysaeT B maMsTh npoiiecca OMHApHBIN (ailll v BBIAETAET, KAKUe CUMBOJIBI U U3
Kakux OHOIMOTEK HEOOXOAMMO JOTPYy3uTh B mamMsaTh. llocie mo3arpy3ku Kaxaod OuOIMOTEKH
3arpy3udK CBSI3BIBAET CHUMBOJIBI (ITPOCTABIISICT pEallbHBIC ajpeca) W3 3arpyKeHHOM OMONMHOTeKH U
MOBTOPSIET IIUKJI aHAJIM3a Ha MPEAMET TOro, KaKyro OMOINOTEKY HYKHO 3arpy3uth. Korma Bce Hy)XKHbBIC
OMOMMOTEKU 3arpy>KeHbl, 3arpy3dydKk TepelaeT YMpaBleHUE KOAY HHHUIMATU3AIUA KaXIOW U3
3arpyKeHHbIX OMOIMOTEK B MOpsAIKe, OOpaTHOM 3arpyskKe, MOCIe Yero MepeiaeT yNpaBlIeHHUE KOy
nporpammel. 1o 3aBepiieHnH MporpaMMbl 3arpy34dK CHOBA “IPOXOAUTCS’ IO BCeM OMOIMOTEKaM M
BbI3bIBaeT MX (YHKIMHM JACUHULMATM3anuu. Ecnum Ha JTame 3arpy3ku Kakoil — naubo Oubmmorteke
BO3HHUKAET OIMMOKa, 3arpy34rK cOOOUIUT 00 3TOM Mmonb3oBarento. Hanbonee Tunuuneie omubku dl —
3TO HEe HaWJeHHBIM (ain OMOMMOTEeKM WIM HEpa3pelIMMBbIi CUMBOJ (CHMBOJ He ObLI HaWIeH B

OubIMOTEKEe, B KOTOPOM 0XKHUIANICSH).

BrioniHe ecTecTBeHHO, YTO 3arpy3uuK HIET OMOTUOTEKH He Mo Bcel (ailoBoil cucteMe, a TOJIBKO B
oIpeJiesIeHHbIX KaTayorax. 9To karanoru /lib, /ust/lib u e, kKoTopble ObUIM MEPEUNCIIEHbI CUCTEMHBIM

aaMuHHUCTpaTtopoM B (aiine /etc/ld.so.conf. YTounuM, 9TO 3TOT (hailn Ha caMOM Jiesie UCTIONIb3yeTCs



TOJBKO cucTeMHON yTunutoil ldconfig, cam ke 3arpy3uuk ucnoib3yer kaui-haiin /etc/ld.so.cache.
OOHOBHTB 3TOT K3II-(aill MOKHO IyTeM mpoctoro 3amycka ldconfig 6e3 mapamerpoB. CienctBuem
3TOTO SIBJISETCS TO, YTO €CIHM BBl YCTAaHOBMJIM B CHUCTEMY HOBbIE OMOJHMOTEKH, HE MEIIACT BbI3BATh

ldconfig.

B HekoTOphIX TUCTpUOYTHBAX €CTh BO3MOKHOCTH BKIIOYATh B 1d.so.conf nonomHuTenbHblie daiiibl 6e3

€ro NSMCHCHHU . I[J'ISI storo B ld.so.conf Bkirouaercs CriciuajibHas CTpOKa BHUAa:

include ld.so.conf.d/*.conf

OTO TUPHBOTUT K TOMY, YTO KaTajord, IepedyuclieHHble B (aiimax ¢ pacmupenueM conf,
pacrmoJIOKEHHBIX B Katajore /etc/ld.so.conf.d OyayT WCIONB30BaHBI IS TOMCKA PAa3ACiIIEMbIX

OnoOINOTEK:

[root@viking dalth]# cat /etc/ld.so.conf

include 1d.so.conf.d/*.conf

/usr/lib/mysqgl

/usr/X11R6/11ib

/usr/lib/qt-3.3/1ib

[root@viking dalth]# 1s /etc/ld.so.conf.d/

oracle

[root@viking dalth]# cat /etc/ld.so.conf.d/oracle

/opt/oracle/9i/1ib

[root@viking dalth]#
Hepe,Z[Ko BO3HUKACT CHUTyalusA, KOIrJa II0Jb30BaATCIIIO HCO6XOI[I/IMO 3aIlyCTUTDb KaKYIO-J'II/I6O
MporpaMMy, KOTOpasi He HaxOJIUTCS B Karajorax, omnucaHHbiX B /etc/ld.so.conf. B Ttakux curyarmsx
MOKHO BOCIIOJB30BAaThCA CIICIHUAJIBHBIM “J'IIOKOM”, OCTAaBJICHHBIM pa3pa60TLII/IKaMI/I dl CIICINAJIbHO OJIA
TaKUX CJIy4dacB: [OC€JIO B TOM, 4YTO KPOME 3arpyskKu OMOINOTEK C HCIOJIb30BAHUEM JaHHBIX U3
ld.so.cache 3arpy3umk mpoBepsier ¢akT Hamu4wsi OMOTMOTEKW C yKa3aHHBIM MMEHEM B KaTallorax,

nepeyrciieHHbx B nepemenHon cpeasl LD LIBRARY PATH.

Pa3zpa®oTunky yacTo MCHONB3YIOT €lle OJHY BO3MOXHOCTH ld: ecnu aiin HexkoTopoil pasnenseMoit
6ubanorexku ykazaH B nepemenHoid LD PRELOAD, sta 6u0anoreka NpuUHYIUTEIbHO 3arpyx’aeTcs U
€e CHMBOJIBI CUUTAIOTCS Oojiee “TIPHOPUTETHBIMHU M TIEPEKPHIBAIOT OJHOMMEHHBIC CHMBOJIBI, €CIH
TaKOBBIC CYIIECTBYIOT B JpYrMX OuOinoTekax, 3arpyxkaemblx ld mpu 3amycke Ha BBINOJIHEHHE

ounaproro ¢aitma ELF.

[TormpoGyem paccMoTpeTh TpUMEpHI HMCIOJNB30BaHUS YKa3aHHBIX BO3MOXKHOCTeH dl: mycTh ecTh
HEKOTOPBIA MPOTPAMMHBIA MTPOIAYKT, B COCTAB KOTOPOTO KPOME COOCTBEHHO HMCITOHSIEMBIX MTPOrPaMM
BXOJIAT pa3zelisieMblii OMOINOTeKH (HampuMep, TaKOBBI MPAKTUYECKU BCE MPOAYKTHI, pa3paboTaHHbIE C
nomompio Borland Kylix). Eciu Mbl ycTaHOBUM TakoW TakeT, HampuMmep, B /opt/program, €ro

ucrnionHseMele ¢aitnel B /opt/program/bin a pasnensemble O6uOGnMoTeku B /opt/program/lib, TO



IporpamMma, cKopee BCero, He Oy/eT 3alycKaTbCs, MOCKOJIbKY HE CMOXET 3arpy3uTh HEOOXOIUMBIX
o6ubnunorek. s Toro, 4T00BI MPOrpaMMBbI MMaKeTa HAaYald 3aMycKaTbes, Mbl JOJKHBI “00BsCHUTH 1d
rie MMEHHO HCKaTh OuOnmoTeku. PaccMOTpuM BO3MOXHBIE CHOCOOBI, KOTOPHIMH MBI MOXKEM

BO37elcTBOBATh Ha ld 4TOOBI JOOUTHCS HYKHOTO HaM pe3yJIbTaTa.

HepBLII\/'I CIocod — YKa3aTb KaTtajaor ¢ OnOIMoTEKaMHU nepe] 3allyCKOM IporpaMmbl U YiKE 3aTCM
3aIlyCTUTh Mporpammy (ld BOCIIOJIB3YCTCS 3HAYCHUCM HepCMeHHOﬁ JJId TOTO, YTOOBI IOIBITATHCS

HaWTH OMOJMOTEKH 0 YKa3aHHOMY Ty TH):

$ export LD _LIBRARY PATH=/opt/program/lib
$ /opt/program/bin/filename

Bropoii cioco6 — noGaButh Katanor /opt/program/lib B daiin /etc/ld.so.conf n 3anyctuth ldconfig,

PCUINB np06HeMy C HCBO3MOKHOCTBIO HAXOXIACHUA 3TUX OuOIHnOTEK AJIg BCEX IIPpOorpaMm cpasy:

$ su -

# echo /opt/program/lib >>/etc/1d.so.conf
# ldconfig
# exit
$ /opr/program/bin/filename

MOXHO Tak»Ke BOCIIOJIB30BaThCSI BO3MOKHOCTBIO HpHHYI[I/ITGHI)HOﬁ 3arpys3Ku T€xX 6I/I6.I'II/IOT€Kj KOTOPEIC

HCO6XOI[I/IMBI nporpaMme IJjid 3alryCKa:

$ export LD_PRELOAD=/opt/program/lib/*

$ /opr/program/bin/filename
bonbnias yactn Koaa pasacisieMbIX 6I/I6JII/IOTCK HaxXoaUuTCA B KOIIC U CTAHOBUTCA JOCTYIIHA ITpoLeccamMm
gyepe3 oToOpakeHue ¢aiia B maMarb. JTO OTOOpakeHHWE JeNIaeTCsi C MpaBaMu JOCTyMma ‘“TOJIBKO
YTeHHEe , YTO 3alu3aeT KoJ OMOIMOTEeK OT MEepenuChIBaHUS €ro HEMPaBWIBHO paboTalOIMMM N

IIPOCTO 3JIOHAMPEHHBIMU IIPOIPAMMAMHU.

Nudopmanus o npoueccax u Ppailjiopas cucrem /proc

Snpo M ero moACHUCTeMBbl OYEHb Ba)KHBI, HO OOJIBIIMHCTBO IOJIB3bI MPHUHOCAT MPHUKIAIHBIC 3a]1auH,
[I03TOMY MOHHUTOPHUHI COCTOSIHUSI 3a7ay (IIPOLIECCOB) — OYEHb Ba)kHAsl 4acThb pabOThl CUCTEMHOIO
anMuHHCTparopa. B Linux momyunTts mHpOpMAIMIO O MpoIeccax MOXKHO 4depe3 (aiuibl U KaTaJorH

(aiinoBoii cucteMsl procfs, Kak MpaBUIIO MOHTUPYEMOI! K KaTaJloTy /proc.

Kaxmomy mporeccy COmocTaBiseTcsi B /proc OTAENBHBIM KaTalor, MMs KOTOPOTO COBIIAJAET CO
3HauenneM PID mpomecca. ®aiinpl B ATOM  Karajore MNPeoCTaBISIIOT HWH(POpMAUIO O

COOTBETCTBYIOILIEM Iporiecce. Tabnuia NpUBOIUT CIUCOK (ailyioB U UX HA3HAYEHUE:



HNmsa daiina

®opmar

Hasnauenue

cmdline cTpoka, paznenennas cumBosiamu \O0  [Ipeacrapisier KOMaHAHYIO CTPOKY, KOTOPOW OBLIT 3aITyIieH
IpoLecc. apaMeTpbl KOMaHAHON CTPOKH OTAEIAI0TCS
JIPYT OT pyra cuMBosiaMu \0
environ cTpoKa, paznenenHas cumBosiamu \O0  [IpeacrapisieT CrCOK MEPEMEHHBIX OKPYKEHUS! ISt
yKa3aHHOIO Ipolecca
exe CHMBOJIbHAS CChIIKA CcputaeTcst Ha HCIONHSIEMBIH (aiin mporecca
maps HECKOJIBKO CTPOK Crimcok 0ToOpa’keHHBIX B ITaMATH IIporiecca (aiiios
mem OuHapHBIH [Tpsmoii tocTyn K aapecHOMY IIPOCTPAHCTBY Mpoliecca
mounts HECKOJIBKO CTPOK CIiCOK MTPUMOHTHPOBAHHBIX (PAHIIOBBIX CHCTEM,
JIOCTYTHBIX TPOIECCY
stat CTPOKa YMCJIOBBIX 3HAUECHUU CraTHucTHKa aKTUBHOCTH IIpoIiecca
statm CTPOKa YHCIIOBBIX 3HAUCHUH CraTucTiKa Mo UCHOIb30BAHUIO TAMATH [IPOLIECCOM
cwd CHMBOJIbHAS CCBIIKA CchplnaeTcs Ha KaTajior, KOTOPBIH ABIAETCA TEKYIIM JUTS
mporuecca
fd/* CHMBOJIBHBIE CCHUIKH Nwmena ¢aitnos monkaranora fd cOOTBETCBYIOT OTKPBHITHIM
nporeccoM Aeckpuntopam (aiinoB. CHMBOJIBHBIE CCBUIKA
YKa3bIBAIOT HAa COOTBETCTBYIONME (hailiibl
root CHMBOJIbHAS CCBIIKA CcplraeTcst Ha KaTaJjior, KOTOPBIH MPOIecc CUUTaeT
KOPHEBBIM
status HECKOJIBKO CTPOK Onucanue COCTOSTHHUS Mpoliecca

Bce yka3aHHble JaHHBIE MTOJHOCTBIO COOTBETCTBYIOT TOMY, YTO IOKa3aja Obl mporpamma ps, Oyaydu
3aIlyIEeHON B TOT MOMEHT, KOI'Jla IPOCMaTpUBAECTCS COOTBETCTBYIOUIMN (aiisl, MOCKONbKY YTHIUTA pS

Ha CaMOM JIeJie MPOCTO YUTACT JaHHBIE U3 COOTBETCTBYIOIUX (ailyioB B /proc.

Co3nanmue npoueccon

Linux Ha camoM Jene MOAJEpKUBAET TOJBKO OJUH BHYTPEHHHUN MEXaHM3M CO3JaHUS MPOLIECCOB —
Mmexanu3M fork+exec. JIto60i mporece, KOTOPBIN X04eT cO3AaTh elle OJUH MPOLECcC, J0JIKEH CHaJyaja
CO3J1aTh CBOIO KONHUIO C TIOMOIIBIO CHCTEMHOTO BBI30Ba fork, mocje 4yero MOpokKICHHBIN mporiecc,
KOTOPBIN ABJIETCS MOJHOW KONUEH NPEBIIYIIEro 3a UCKIFOUEHUEM HECKOJIBKUX MapaMeTpOB, TAKUX
kak PID (Process ID) u PPID (Parent Process ID) ucrnonb3yeT CUCTEMHBIN BBI30B €X€C JUIsl TOTO,
9TOOBI 3arpy3UTh B CBOE AJPECHOE MPOCTPAHCTBO KO HOBOHM MPOrpaMMBI U HaYaTh €ro BBIMIOJIHEHHE.
CoOTBETCTBEHHO, BCE MPOLIECCH] OPTaHU3YIOT JIEPEBO, KOT/IAa Y KaXKI0TO MPOLEcca €CTh POAUTEIbCKHUM

mporuecc (UCKIIIOUEHUE COCTABIISIET MPOLIECC 1nit, 3aIyIIEHbIH SIPOM Ha 3Tarie 3arpy3Ku).

Korna mpornece 3aBepmaercs, KOJ €ro 3aBepIICHUs] BO3BPAIIAETCS POAUTEIbCKOMY Tporeccy. Jlo Tex
op, TIOKa KOJ 3aBEPIICHHUS Mporecca He OyAeT MPOYUTaH POTUTEITBCKUM IPOIIECCOM, 3aITUCh 00 ATOM
mporecce TMPOJO/DKAET CYyIIECTBOBaTh B Tabnmile mpoimeccoB B sjpe. Takod mpomecc (yxke
3aBEPIIMBIIHICS, HO €IIe YUCIISAIIUACS B TAOJIUIIE MPOIECCOB) HA3bIBAIOT MPOIECCOM — 30MOU (zombie

process). 3aBepiiuTh zombie process MOMXKET POJUTEIBCKHI MPOLECC, MPOUYTS KOJl €r0 3aBEepIICHHS.



Ecmu y Bac B cuctemMe MHOSBHUIOCH MHOXXECTBO 30MOM — MPOILIECCOB, 3TO CKOpEE BCEro O3HAYaeT
omKOKy B MporpaMme, MOpOAUBLIEH 3TOT Ipoliecc. Y JaIUTh Npoliecc — 30MOM MOKHO TOJIBKO yJaJIUB

€ro POJUTEIbCKHM IPOLECC.

Hepenko ObiBaeT, 4TO POAUTEILCKHI IMPOIIECC 3aBEpIIACTCS paHbINE, YeM JOYCPHHM, M TOTJa JIs
JIOYEPHETO Tpollecca OOBSIBIACTCS POIUTEIBLCKUM IPOIECC init, U MO3TOMY B CHCTEME HUKOTIAa HE
ObIBaeT MPOLIECCOB-"CUPOT’, T.€. T€X, KTO HE HMMEET POJUTENII M Y€l KOJ 3aBEpIICHUS HEKOMY

MIPOYECTb.

Cexkpertsnl /dev

Snpo Linux peanusyeT NOJAEPKKY JBYX THUIIOB YCTPOMCTB — CHMBOJIBHBIX U 0J04HbIX. OCHOBHOE HX
OTJIMYHE B TOM, YTO JUId OJIOYHBIX YCTPOMCTB OIEpallld BBOJAA BBIBOJA OCYILECTBIISIOTCS He

OTJICTbHBIMU OaliTaMu (CHMBOJIaMH ), a OJ10kamMu (PUKCUPOBAHHOTO pazMepa.

B Linux Bcs pabora ¢ YCTpOWCTBAMH BEIETCS Yepe3 CIElHaibHbIC (aiiibl, KOTOPbIE OOBIYHO
pacrionio)keHbl B kartajore /dev. CrneuuanbHble (aiiiabl HE cojepXaT JaHHBIX, a MPOCTO CIIyXKaT
TOYKaMHU, Yyepe3 KOTOPbIE MOXKHO 00pAaTUTHCS K JpaiiBepy COOTBETCTBYIOIIETO YCTPOCTBA. Y KaXKA0T0O
CTHeNUANBbHOTO (aiiia ecTh TPU XapaKTEepUCTHKH — THIl ycTpoiicTBa (character mim block), crapmmii
HOMEp yCTpoiicTBa (major number) U Miaamuii Homep (minor number). [ljis mpumMepa, MOCMOTPUM Ha

coJiep)kuMoe KaTtasora /dev:

[dalth@viking proc]$ ls -1L /dev/hd* /dev/ttyS*

brw------- 1 root root 3, 0 Oxr 1 20:16 /dev/hda

brw---—---- 1 root root 3, 1 Oxr 1 20:16 /dev/hdal
brw------- 1 root root 3, 2 Oxr 1 20:16 /dev/hda2
brw-----—-- 1 dalth disk 22, 0 dgue 1 1970 /dev/hdc

Crw—-—-—--—-—-—-— 1 root root 4, 64 Aus 1 1970 /dev/ttyS0O
Crw—--—---—--—-— 1 root root 4, 65 Aus 1 1970 /dev/ttysl
Crw-—-—---——-— 1 root root 4, 66 gus 1 1970 /dev/ttyS2

Kak BumHO, B JHCTHHTE TPHUCYTCTBYET OIMHMCAHHUE CEMH YCTPOWCTB, YETHIpEX OJIOYHBIX U TpeX
CUMBOJIBHBIX. JIJIs Kakaoro (aityia MOXKHO YBHAETHh €ro THM (IepBas OyKBa B CIIMCKE MPaB JOCTYIIA),
MOJIb30BAaTENA-BIAIeNblIa, TPYIITy-BlajieNblla, major number, minor number, naTy MoaudbUKaUU U

nMms daiina.

Jna nopaepkku paboOThl C YCTpOMCTBaAaMH B sIpe XpaHATCS [BE TaONMIbI, OJIHA JUIsl CIHMCKa
CUMBOJIBHBIX YCTPOWMCTB, JApyras s CHUCKAa OJIOYHBIX ycTpoucTB. Kaxkmas cTpoka TaOmHIIBI
COTIOCTaBJICHA KaKOW-TO PAa3HOBUAHOCTU YCTPOWCTB COOTBETCTBYIOIIETO THIA — HANIPUMeEp, AJS THUIA
(13 4 2

CHMBOJIbHBIE YCTPOMCTBA” MOKHO BBIICIHTH cieAyronue pazHoBuaHOCTH: COM-nopthl, LPT-11opTHI,
PS/2-mpimm, USB-mpimmm U T.10., A7 TUNa “OIo4yHbIe yCTpoicTBa” MOXKHO BbIIenuTh SCSI-muckw,

IDE-gucku, SCSI-CD-npuBosl, BUPTyaabHbIE AUCKH KOTOPBIMU IpencTaBisitoTcss RAID-koHTponepsl



u T.II.

Kaxnmas suelika B OITUX CHCTEMHBIX TaOJWIIaX COIMOCTABISACTCA KOHKPETHOMY OK3eMNAAPY
yempoticmea. TakuM 00pa3oM, ¢ TOUKH 3pEHHS apa KaxkI0€ YCTPOHCTBO OKAa3bIBACTCS OJTHO3HAYHO
MPOUJCHTUPHUIIMPOBAHO TpeMs MapamMeTpaMu — TUIIOM YCTpoiicTBa (OJ0YHOE WJIM CHMBOJIBHOE) U
JIBYMsI YHCIIaMU — HOMEpPaMHU CTPOKH M HOMEPOM CTOJIOIA TaOIHIIbl, B KOTOPOH XPAHUTCS CChUIKA Ha

JpaiBep dTOr0 yCTPONCTBA.

[Tpumep TaOIUIBI CAMBOJIBHBIX H YCTPOWCTB

0 1 63 64 65 66 175
4 cCoOM1 COM2 COM3
LPT1 LPT2
Mbiwb PS/2 OvcneTyep TOMOB cnot
10 LVM AGP
MuvKLwep nepson 3B.
14 KapThbl
MepBas BuaeokapTa
195 NVidia
[Tpumep TabauIEl 6GI0YHBIX YCTPOICTB
0 1 2 16 64 65
IDE Paspen 1 Ha Pasgen 2 Ha Paszgen 16 Ha .
3 Primary IDE Primary IDE Primary IDE Primary IDEsFl’glvrr;ary Pg::i.un?:rl ;aa\l,zE
Master Master Master Master Y
SCSI gnck Paszpen 1 Ha Pasgen 2 Ha SCSI guck Paspen 1 Ha
13 1 SCSl-ancke 1 SCSl-ancke 1 SCSI anck 2 4 SCSl-ancke 4

[Ipu mombITKe OOpamlieHHss K TaKOMy CIEIHadbHOMY (aiimy siapo mepeagpecyeT oOpallieHue udepes
HY)KHBIH JIpaliBep Ha YCTPOMCTBO B COOTBETCTBMHU C TEMH IaHHBIMH, KOTOpPbIE yKa3aHbl B TaOJuIle
YCTPOMCTB, MpUYeM KOHKpeTHas TalOiuia ycTpodcTB OyneT BblOpaHa B 3aBUCMMOCTH OT THIIA
YCTPOMCTBA, CTPOKA U3 TaOIHUILI OyAeT BpIOpaHa Mo major number, u cTosider Oynet BbIOpaH 1mo minor
number. Eciu MBI IOCMOTPUM Ha MNpUMEpbl HAalMX TaOJIuL, TO YBUIUM, 4TO OOpalleHue Ha
crenuaabHbli  dain /dev/ttyS1, KOTOpBI TpPEnCTaBIsI€T CHUMBOJBHOE YCTPOMCTBO CO CTapIIUM
HOMEpoM 4 W MJaalMM HOMepoM 65 OyaeT aapecoBaHO Ha mocienoBarenbHbl mopt COM2, a
obpamenue k (ainy /dev/hda2 (OGnouyHoe yCTPOHCTBO €O CTapIIMM HOMEPOM 3 W MIIaJLINM
HOMepoM 2) OyzeT ajpecoBaHo Ha 2-i paszzen skectkoro nucka IDE, paboraromiero B pexxumMe primary

master.

B HacTosee BpeMsi CymIecTByeT ABa MOAXOJAa K opraHm3anuu /dev — cratudeckas opraHuzanus U
TUHAMHUYECKas opraHu3anus. B mepBoM ciydae B karanore /dev 3apaHee CO3/1al0TCs CICIUATbHbBIE
daiinpl AT BceX BO3MOXHBIX YCTPOWCTB BHE 3aBHCUMOCTH OT TOTO, 3arpyXeH JpaiBep

COOTBETCTBYIOIIETO YCTPOMCTBA WM HET. Bo BTopoM ciydae crienuainbHble (aiiiasl B /dev cozmaroTes



o MEp€ HHUIHUAIIHU3AIUN YCTPOﬁCTB U 3arpy3ku npaﬁBepOB, n yJaJOTCA TIpH  BBITPY3KE

COOTBETCTBYIOLIETO ApaiiBepa UM yaJIeHUU YCTpOcTBa.

IIponecc paboThl co cratudeckuM /dev 0coObIX MPoOIeM HE BI3BIBAET — CUCTEMHBIN aMUHUCTPATOP
pu HEOOXOIMMOCTH MPOCTO CO3JACT OTCYTCTBYoIUE (haitbl komanaon mknod vniu MAKEDEYV. B
TOM ClIydae, KorjJa Kakas-1u0o nmporpamma odpaiaeTcst K yCTpOUCTBY, Ye JpaiiBep He 3arpyxeH (Miu
3arpy’ke€H, HO HU OJHOTO COOTBETCTBYIOLIETO YCTPOWCTBA HE ObUIO OOHAPY)KEHO), OnepaloHHas
crcTeMa BO3BpAIlaeT OMIMOKY MPH TOMBITKE OTKPBITHs (paiiina Takoro “HeBepHOTO” ycTpoiicTBa. Huxe
NIPUBEJCH TPUMEp CO3/aHUS CHEIHMAIbHOTrO (hailia, COOTBETCTBYIOIIETO OJOYHOMY YCTPOMCTBY C
MaxopoM 8 ¥ MUHOPOM 33 U MOMBITKA €ro UCHOJIb30BaHus (OTMETUM, UYTO 3TOT CleUUaIbHBIA (haiin
COOTBETCTBYET pPA3leily Ha >KECTKOM JMCKE, KOTOPBIM HE CYyIIECTBYE€T Ha TECTOBOW MAaIllMHE, I/IE

BBIITOJIHAJIIMCH 3TH KOMaHI[BI):

[root@viking root]# cd /dev
[root@viking dev]# 1ls -1 /dev/hda33
ls: /dev/hda33: No such file or directory
[root@viking dev]#
[root@viking dev]# mknod hda33 b 8 33
[root@viking dev]#
[root@viking dev]# 1ls -1 hda33
brw-r--r-- 1 root root 8, 33 Okt 11 09:27 hda33
[root@viking dev]#
[root@viking dev]# dd if=hda33 of=/dev/null
dd: opening "hda33': No such device or address
[root@viking dev]#

Coobmienne No such device or address kak pa3 ¥ 03Ha4aeT, YTO 3aMUCH IS TaHHOTO YCTPOMCTBA B

Tabsuie OJOYHBIX YCTPOHCTB HE CYIIECTBYET.

Snpo Linux COBMECTHO ¢ HEKOTOPHIMH CUCTEMHBIMU YTUIMTAMH MOAJICPKHUBAET TaKyl0 HHTEPECHYIO
BO3MOKHOCTb, KaK 3arpyska JipaiiBepoB “no tpeboBaHuio”. Peanusyercs 3To cieayronmm oopa3oM — B
MOMEHT, KOrJia Kakas-JIn0O MporpamMMa MbITaeTCs OTKPBITh CIICIHANbHBIN (aiisl, He CBA3aHHBIA HU C
KaKUM JIpaiiBepoM, po JeNaeT MONBITKY MOJA00paTh COOTBETCTBYIOIIUH ApailBep caMOCTOATENBHO.
HeoOxomumelil apaiiBep Uil K&KIO0TO crienralibHOTO (haiina onpeaensercs B daiiie /etc/modules.conf
MyTeM 3a/laHusl CrenuanbHoro anuaca (alias) st momynsa. st akTHBH3anMK aBTOMATHYECKOM
3arpy3kd JpaiiBepa Kakoro-au0o CHMBOJIBHOTO YCTPOMCTBa B OOJIBIIMHCTBE CIy4aeB JOCTAaTOYHO

pocTo 3anucath B /etc/modules.conf cTtpoky ciemnyroriero Buma:
alias char-major-X-Y mmsa mpaliBepa
J111s GIOYHBIX YCTPOICTB COOTBETCTBYIOIIAS 3aUCh CIETKAa MEHSET CBOIO (POpMY:

alias block-major-X-Y umMma_ ppareepa



X mw Y — 95T0 major ¥ minor CHEeNMaJIbHOro (hailyia, MOMBITKA OTKPHITH KOTOPBIM JOJIKHA
aKTHBH3MPOBATh aBTOMAaTHYECKYIO 3arpy3Ky JApaiiBepa. Biagenpusl Buneokapt Ha yune nVidia MoryT
YBUIETh 3TOT MOJAXOJX B ACWCTBUU — NpOrpaMMa HHCTALISAIMH JpaiiBepa nVidia aBTOMaTuyecKku
nponuckiBaeT B modules.conf 3amuchk 1 3arpy3ku mo TpeOOBaHMs TOW YacTH JpaiiBepa, KOTOpas
paboTaet B pexume sapa.

sk

BMecto X i Y MOXET TakKe OBITH HOACTABIEH CHMBOII , O3HAYAIoIIui ‘“‘IMr000e YHcIo”.

Hanpuwmep, mycts B modules.conf OyeT Hanvcana cieayromuii TeKCT:

alias char-major-81-* bttwv

Torma mpu obpaniennu K J000My CHMBOJIBHOMY YCTPOMCTBY ¢ major number paBHbIM 81 u KoTOpoOe
HE aCCOIMUPOBAHO HU C KaKUM JpaiiBEpoM, CHCTeMa IMOMBITACTCS 3arpy3uTh ApaiBep bttv (mpaiiBep

TV-TioHepa Ha ocHOBe unmna bt848).

Ora BO3MOXKHOCTH oOecneunBaeT Linux BO3MOXKHOCTb IIJIaBHOM 3arpy3ku U 3(PQPEKTUBHOIO
HCIOJIb30BAaHUSl PECYPCOB — JpaiiBep He 3arpy’kaercs, 0Ka B HEM HE BO3HHUKHET HeoOxonumocTtu. K
COXAJICHUIO, 32 MPOCTOTY 3TOM CXEMbl NPUXOJUTCA IUIATUTh OOJBIIMM KOJIMYECTBOM CHEIMATIbHBIX

¢aiinos B /dev.

Jnst Toro, uToOBl M30aBUTH aIMHHHCTPATOpPa OT PYYHOTO CO3/JaHUS CIEHHUANBHBIX (HAHIOB W LIS
yYMEHBIIEHUS KonuuecTBa (aiiiioB B /dev ObLT peann3oBaH BTOpOM crmoco0 opranuzarnuu /dev —
JMHAMHYECKOE CO3J[aHME CIEeUUabHBIX (ailoB IMpolecce 3arpy3ku apaiiBepoB. Peamm3oBaHo 3TO

OBbLIO CIETYIOIUM 00pa3oM:

Anpo MouTHpyeT K Karaimory /dev crnemuanpHyro (aloByH0 CHUCTEMY, Ha3biBaeMyio devfs — oTa
¢ailnoBast cucremMa XpaHUTCS LIETUKOM B ONEpPAaTHBHOM MaMATH M HE 3aHMMAaeT HUKAaKOro MecTa Ha
mucke. Kornma xakoi-nmu0o npaiiBep B mpolecce 3arpy3Ku Wi padoThl 00HAPYKHUBAET 00CITY)KHBAaEMOE
UM YCTPOMCTBO, OH PETUCTPHPYET ITO YCTPOMCTBO U cooduraer o HeM npaiiBepy devfs. [paiisep devfs
CO3JIaeT CIeUaNbHBINA (Daiii, KOTOPBIA BUCH NMPHUKIATHBIM MPOrpaMMaM U MOXKET ObITb KOPPEKTHO
oTkpbIT. [Ipu BeIrpy3ke ke ApaiiBep ycrpoicTBa coobmaer devfs o TOM, YTO COOTBETCTBYIOLIEE
YCTPOHCTBO YK€ HE aKTHBHO, W JpaiiBep devfs ymanser 3amuch O COOTBETCTBYIOIIEM CIIEIHAIBHOM

(aiine u3 daitioBoit cuctemsl devfs.

@aiinoBas cucrema devfs oTmMYaeTcst TeM, YTO KaK MPABWIO CIEUUAIBHBIA (paiin st ycTpoHcTBa
co3/1aeTcs C JUIMHHBIM IIyTeM — HampuMep, AJis pasfjena Ha SCSi-AMCKe MYTh MOXKET BBITJIAJIETh

npuMepHo Tak: /dev/scsi/hostl/bus1/target3/lund/partition2

DTa 0COOEHHOCTH SIBJISIETCS BEChbMa BaXXHBIM IUTIOCOM devfs, TOCKOJIbKY OHa IMO3BOJIAET apecoBaTh

JHUCKOBBIC YCTpOfICTBa IMyTEM YKa3aHUA JIOTHYCCKOTO IMMyTHU UX MOAKIOUCHUA U n30€eKaTh CMEHBI UMEH



SCSI-a1ckoB B HEKOTOPBIX ciiyyasx (00 3TUX ciydasx OyIeT paccKka3aHo MO3IHEe).

Jlnst Toro, 4toOBl OpraHu30BaTh 0oJiee MPO3PAYHYI0 CTPYKTYpPY KaTaJoroB M (haijioB yCTPOMCTB,
UCIIOJNIb3YeTCsl crienuanbHbIil 1eMoH devfsd. OH B3aumojeiicTByeT ¢ ApaiBepoM devfs U sapom u B

IpoIecce aKTHBHM3AIMH U I€aKTHBU3ALUU YCTPOWCTB OH CO3/1aeT M yIaJseT CHMBOJIbHBIE CCHUIKH BH/Ia
/dev/disks/discO unu /dev/hdal.

Hamo ormeTuTh, uTo cXxema quHaMHU4YeCKOro /dev B HEKOTOPOM CMBICIIE OJIM3Ka K TOW OpraHU3alluu
KkTasnora /dev, KoTopas ucCnolib3yercss HeKoTopbiMu komMmepueckumu UNIX-cucremamu (Hampumep, B
Solaris), korna ecth BUpTyaibHas ¢ainoBas cucrema /devices, M Ha ee (aliIbl CO3/Ial0TCS CCBUIKH U3
/dev, Tonbko B Linux pons nporpammsbl cfgadm urpaet nemon devfsd, u Bce usmenenus B cocras /dev

BHOCATCA aBTOMATHYCCKH.

C nomoursto devfsd daitnoBas cuctema devfs Takxke peanusyeT aBTOMaTHUECKYIO 3arpy3Ky MOAYJIEH,
HO B ATOM CJIy4ae BBHIOOp MOJIyJsl UAET He Yepe3 KOMOMHAIMIO type/major/minor, a MyTeM yKa3aHUus
MMEHU 3alpolIeHHOro ¢aila — Korja MPWIOKEHHE IBITACTCS OTKPBITh HECYIIECTBYIOMIMH (haiin
ycTpoiictBa, devfs mepemaer mms 3ampomieHHoro Qaiina aemony devfsd, m mocnemHuil 3arpyxaer

Heo0X0uMBbIe MOYJIH, HallpuMep Takou koA B Qaitie modules.devfs:

alias /dev/nvidia* nvidia

[IpuBener kK TOMy, YTO MPH TOMBITKE OOpaIIeHUs K JII0OOMY (aiiy, Yell MOJHBIA IMyTh HAYMHACTCSI
CTpokoi /dev/nvidia, OyneT mpousBeleHa IIOMBbITKA 3arpy3uTh npaiBep nvidia.o (ans sapa 2.6

nvidia.ko)

B nmpunnumne, Ha CerogHSAIIHUN JEHH BBIOOp TOTO, KaKMM HMMEHHO 0Opa3oM HE0OXOAMMO
OpraHu3oBbIBaTh /dev, ocTaeTcs 3a TOJb30BaTeIeM M co3aarerneM aucTpuOyrtuBa. Hampumep, B
Mandrake Linux wucnons3yercss devfs, a B RedHat, Fedora u SUSE karanor /dev opranuzoBaH
CTaTHYECKUM 00pa3oM, a ONBITHBIC IOJBH30BATEIM YAacTO MEHSIOT CHnoco0 opranusanuu /dev B

3aBUCHUMOCTH OT CBOUX HpeILHO‘-ITGHI/If/'I.

B coBpemennbIx quctpuOyTuBax u aapax noanepxkka devfs/devfsd oTkmtouena, 1 Ha cMeHy 3TOil mape
IpULIeN CHelUadbHbI JeMOH, Ha3biBaeMblii udev. B ornmume ot devsfd, kortopsiii TpeGoBan
MOJJIEPKKHA CO CTOPOHHI sA/ipa, udev Takoil nmojaepx ku He TpeOyeT. [Ipu nHuIManu3auu ycTpocTaa
PO TOJAeT CUTHAN 4epe3 daiioByro cuctemy sysfs, u memon udevd, momyduB curHaim o0 STOM
COOBITHH, CAMOCTOSITENTFHO CO3/Ia€T COOTBETCTBYIOIIMH CIEIMAIbHBIN (aiijl yCTpOHWCTBA B KaTajore
/dev B COOTBETCTBHHM C TNpaBWJIAMH, OIHMCAHHBIMH B €ro KOH(QUTypauuoHHBIX (aitmax. [lpm
HEOOXOAMMOCTH B 3THX (paiilax MOXKHO yKa3aTh HAaIpUMeEp BBI30B HEKOTOPOIl BHEIIHEH MpOrpamMMEl,

CO31aHUuC CHMBOJBHOM CCHIJIKU M TaK Jaliee.



Hanpumep, ecnu HEKOTOpoe YCTPOWCTBO NOCIE MOAKIIOUEHHs Iepe] HadajaoM paboTel Tpelyer
JIOTIOJTHUTEIBHONM  HACTPOMKHM C  HCIOJIB30BAaHUEM BHEUIHMX HPOTpaMM, MOXHO  CO3JaTh
COOTBETCTBYIOIIEE MPaBIiIO Ul udev, B KOTOpoM OyJeT yKa3aHO KaKylo IpOrpaMMy BbI3BaTh M KaKHe
napamMeTpsl e HeoOX0IUMO TepenaTh — HalmpuMmep, 3TO MOXKET moTpedoBaThes ais data-kabeneil k
HEKOTOpPhIM MOOWJIBHBIM TenepoHaMm Nokia, A yCTpPOHCTB KOTOPBIM Ui KOPPEKTHOM paboThbI

TpedyeTcs firmware, WM 711 COXpaHEHUS WIM BOCCTAHOBJICHUS TEKYIIUX HACTPOEK YCTPOUCTBA.

Tem HEe MeHee, HECMOTPS Ha BHEIIHWE OTIWYHS MEXIy CTaTH4ecKod opraHu3arueit /dev, devfs u
udev, ciieayeT MOMHHUTH YTO 3TO BCETO JIUIIHL CIIOCOO 3alOJIHeHUs KaTayiora /dev, u Bo BCeX cllydasx B
KOHEYHOM HuTOre Ha (haljoBOM CHCTEME CO3/AI0TCS TE€ K€ caMble (aiiIbl CUMBOJBHBIX M OJOYHBIX

YCTPOMCTB.

bJiiounble ycTpoicTBa

JIroboe yCTpoiCTBO, MOAKIIIOYEHHOE K KOMITBIOTEPY, IMEET CBOE€ Ha3HAYCHHE, U OJIOYHbIE YCTPOWCTBA
B OOJIBLIMHCTBE CBOEM MpeHAa3HAYAIOTCs A XpaHeHus uH@opmanuu. Kak opranuszoBana padora c

O1oYHBIMH ycTporcTBamMu B Linux?

Bo-nepBbIX, cieayeT ompeaenuThes ¢ THIAaMU OJOYHBIX YCTpOWCTB. MX ciemyer MOAENUTh Ha JBE
KaTeropuu: K IMEpBOM OTHECEM JIOTHYECKHe (BUPTyasbHBIC) ycTpoiicTBa (loop-ycTpoiicTBa, software
RAID-yctpoiicTBa, yctpoiictBa Volume Management, mojjaepKka pa3IMUHbIX TaOJIWIl pa3/iesioB), KO
BTOpO# Kateropuu - ¢puznyeckue ycrpoictBa (SCSI nucku u CD-ROM'sl, IDE-nucku, USB-storage,
RAM-nuck).

BupTryansHbie ycTpOWCTBa SBISIOTCS Ha CAMOM JIeJie MPOCTO OOEPTKOM, OTIOTHUTEIBHBIM clioeM. B
peaNbHOCTH JApaBEpbl JIOTUYECKUX YCTPOWMCTB HE pPabOTAlOT ¢ TepuPEpPUHHBIMH yCTPOMCTBAMU
HampsaMyro, OHHU JIMIIb MIEpCaapCCOBBIBAIOT 3allpOChl Ha }IpaﬁBepBI APpyrux JOTHYCCKUX HIIN

(U3NYECKUX YCTPOUCTB.

HpaiiBepsl (U3HYECKUX YCTPOWCTB PabOTAIOT COBMECTHO C JIpaiiBepaMu KOHTPOJUICPOB, ITO3BOJISSA
MIPOU3BOJUTH JOCTYIl K COOTBETCTBYIOIIMM YCTpOIHCTBaM Ha OJOYHOM ypOBHE U MPEIOCTaBIsAsS TEM
cambIM (PaKTUYECKU MPSIMON JOCTYN K HOCUTENO0 — HO, IOCKOJIbKY OOJIBIIMHCTBE CIy4aeB JUCKOBHIE
YCTPOWCTBA HMMEIOT 3HAYUTENBbHBI 00bEeM, OHU YacTO JENATCS Ha paszdenvl. Pazmen sBisercs
MOCTOSIHHBIM HEMPEPBIBHBIM (PParMEHTOM TUCKOBOTO MPOCTPAHCTBA, MECTOMOJOKEHHUE KOTOPOTO Ha

JKECTKOM JYCKE 3aIllMCaHO B CIICIIHAILHOMN obactu JHUCKa — Ta6JII/IL[e pa3aciion.

CymiecTByeT MHOXKECTBO Pa3IMUYHBIX (OpPMATOB pa3OMEHUs AMCKa Ha pasiensl — Hampumep, DOS
partition table, BSD disklabels, UnixWare slices u muorue npyrue. Kak npasuio, Bo Bcex Cirydasx

COOTBCTCTBYHOIIIAA CHCI_II/I(I)I/IKaI_II/ISI npeaycMarpuBacT BO3MOKHOCTH IICPCUUCIICHUA OIPaHUYCHHOIO



KOJIMYCCTBA pPa3CsIOB NYTECM YKa3aHUA HOMCPOB nepBoﬁ U mOocjeaHen AOPOIKCK, 3aHUMACMBbIX

KaKIbIM U3 pa3fenoB. Kaxaplil pazaen BUIUTCS Kak OTAEIbHOE OJI0YHOE YCTPOHUCTBO.

[To Tpaguumu mmeHa OJOYHBIX YCTPOWCTB, cooTBeTcTBywmuX IDE-nuckam u co3maHbiM Ha HUX
paznenam HauuHatTcs ¢ hd m umeroT Bun /dev/hd<N>[<M>] rme N — st0o OykBa, 3aBucsAIIas OT
KoHTpoyiepa M kaHama IDE, xk KkOTOpoMy NOAKIIOYEHO YCTPOMCTBO, M pEXKUMa YCTpPOUCTBA
(master/slave). M — 310 HekoTopoe uucio oT 1 mo 63 (dhakruuecku HOMep paszzaena Ha aucke). Ecmu
YHCII0 HE YKa3aHo, mojpa3symMmenaercs Bech auck. SCSI-nuckam B /dev npucBaunBarotcs nmena sda, sdb,
sdc u T.1. Hmwxke nmpuBoautcss HeOOMbIIAs TaOIMIIA COOTBETCTBUS YCTPOWCTB M MMEH CHEIHMATIbHBIX

taiinos aiisa IDE-nuckos:

Kontposiep Kanan Pexum HNmsa daiina
1 1 master primary master hda
1 1 slave primary slave hdb
1 2 master secondary master hdc
1 2 slave secondary slave hdd
2 1 master tertiary master hde
2 1 slave tertiary slave hdf
2 2 master quaternary master hdg
2 2 slave quaternary slave hdh

Korna pgpaiiBep Oi04HOTO yCTpOMCTBa, MOIACPKUBAIONIETO pa3OMeHUE Ha paslenbl, B Ipolecce
3arpy3Kd WIH padOThl 0OHAPYKUBACT 00CITY’)KHBAEMOE UM yYCTPONCTBO, OH CYUTHIBACT C HETO TaOIHITY
pas3zienos, ONpeneNnseT ee Pa3HOBUIHOCTh M COCTaBIseT TAaOJHILy pa3/esioB, 3allOMHHAs HA4ajlo U
KOHEeI[ Ka)KI0ro M3 pas3zenoB. BriocneacTBuu, eciau Kakas-aubo mporpaMma Mpou3BOIUT oOpalleHue
HE HEMOCPEICTBEHHO K (PU3MUECKOMY YCTPOMCTBY, a K pa3feily Ha 3TOM YCTPOMCTBE, JpaiiBep C
HCIOJIb30BaHNEM MOCTPOCHHON TaONHUIIBI pa3/ie]ioB OMpeessieT pealbHbIi afpec 0JI0Ka, HaJ KOTOPBIM

HYKHO IMPOU3BCCTH 3AIIPOHICHHYIO OIICPalUIO BBOI[&/BBIBO,Z[B..

Oco0oli pa3HOBUIHOCTBHIO Ppa3zelia MOKHO Ha3BaTh pacmMpeHHbld (extended) paszmen DOS.
Pacmmpennsiit pazgenst DOS moxkeT ObITh pa3OMT Ha MPOHM3BOIBHOE KOJMYECTBO BJIOKCHHBIX
pa3zfenoB, HO B HACTOSAIIMHA MOMEHT Oe3 ucnoib3oBaHus LVM sapo Linux mopnepxkuBaer 1o 63
paznenoB Ha IDE-gucke m no 15 pasmenoB Ha SCSI-nucke. Takoe orpaHuueHue CBSI3aHO C

pacnpeielieHueM Ma>kOpOB U MUHOPOB OJIOYHBIX YCTPOMNCTB.

Korpa ucnonb3yercss pa3OueHue AMCKAa Ha pas3lienbl ¢ MCIOJIb30BaHMEM Tabuuibl pasznenoB DOS,
ClIelyeT NMOMHHTb, YTO Ha >KECTKOM JHCKE MOXET ObIThb He Oosiee 4 mepBUYHBIX pazfenoB. Eciu
aJIMUHUCTPATOpPy HY>KHO, YTOOBI HA )KECTKOM JHCKe ObLI0 Ooisiee 4 pa3aenoB, HEOOXOIUMO OOBIBUTH

OIVH M3 NCPBUYHBIX PA3JCIIOB KaK pacmnpeHHHﬁ pas3acii. HepBI/IqHBIC pasaciibl Ipyu UCIIOJIb30BaHUU



Tabauubl pazznenoB DOS nHymepytotest ot 1 10 4, moruueckue pasjienbl HyMepyroTcs HauuHas ¢ 5, BHe
3aBUCUMOCTH OT KOJHMYECTBAa MEPBUYHBIX pa3ieioB. TONBKO OOUH M3 NMEPBUUYHBIX Pa3esioB MOXKET

OBbITH OOBSBICH PACHIMPEHHBIM.

Paccmorpum BbiBoa koMaH bl fdisk, koTopast 00bIYHO HCIIONB3yeTcs B Linux ajist pa3OueHus JUCKa Ha
pa3aens:

[root@stend root]# fdisk /dev/hda -1

Disk /dev/hda: 6442 MB, 6442450944 bytes

16 heads, 63 sectors/track, 12483 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot Start End Blocks Id System
/dev/hdal * 1 203 102280+ 83 Linux
/dev/hda2 204 2032 921816 83 Linux
/dev/hda3 2033 3072 524160 82 Linux swap
/dev/hda4 3073 12483 4743144 f W95 Ext'd (LBA)
/dev/hdab 3073 4088 512032+ 83 Linux
/dev/hda6 4089 12483 4231048+ 83 Linux

[root@stend root]#

Kaxk BuaHO, Ha s)xectkoM aucke IDE co3mganbr 6 paznenoB, u3 HUX 4 MEpBUYHBIX (pa3Aeiibl ¢ HOMEPaMH

ot 1 10 4) 1 1Ba TOTWYECKHUX pa3jiesa ¢ HoMepamu 5 u 6, co3aanbix BHyTpH extended-paznena hda4.

Tabnuma pa3zenoB qucka HE MOXKET ObITh U3MEHEHA B TOM CJIydae, €CIIA XOTs-Obl OJJMH U3 Pa3/IeioB
3TOTO JUCKA UCIOJIb3yeTcs. B 3TOM ciydae sapo MpoJoSKaeT MCIOIb30BaTh “CTapyro’” pa3sMeTKy (cC
KOTOPOH OHO paboTaNo 10 U3MEHEHHS), a U3MCHCHHUs 3allUCHIBAIOTCS HA JIUCK U BCTYMAKOT B CHITY

MocJIe Mepe3arpy3Ku KOMITBIOTEpa.

Ecnu Het Bo3MokHOCTH 3amycTuTh nporpammy fdisk, To as nmosyueHus: JaHHBIX O pa3MeTKe OJ0YHBIX
YCTPOMCTB Ha Pa3/eiibl U O COCTOSHUU OJIOUHBIX YCTPOUCTB, JOCTYINHBIX B HACTOSALINI MOMEHT, MOXKHO

HCIOJIb30BaTh HEKOTOPHIE (haiisibl U3 (paitioBol CUCTEMBI /proc:



[dalth@viking dalth]$ cat /proc/partitions
major minor #blocks name

3 0 78150744 hda
3 1 1084356 hdal
3 2 77063805 hdaz
253 0 1048576 dm-0
253 1 1048576 dm-1
253 2 10485760 dm-2
253 3 10485760 dm-3
253 4 1048576 dm-4
253 5 41943040 dm-5
253 6 360448 dm-6
253 7 258048 dm-7
253 8 258048 dm-8
253 9 258048 dm-9
253 10 53248 dm-10
7 0 651884 loop0
7 1 650198 loopl
7 2 653336 loop2
7 3 198962 loop3

HaHpHMep, 9TU HAHHBIC MOTYT OBITH HCIIOIB30BAaHBI JJI1 BOCCTAHOBJICHUSA Ta6JII/ILU>I pasaciioB, €CJin

CUCTEMHBIN aJIMUHUCTPATOP IO OLIHMOKE €€ UCTIPABUIL.

HuTepecHoil 0cOOEHHOCThIO TaOIMIIBI Pa3/IeNoB JKCKa SBJISETCS TO, YTO OHA HE BCErja M3MeHseMa.
3TO NPUBOJUT K TOMY, UTO BO MHOTHX CJIy4asix HEBO3MO>KHO MU3MEHMTH pa3Mep KaKoro-imdo pasnena
WA BHECTH KaKHe-IHOO Ipyrue M3MEHEHHs B TaOJUILy pa3/enoB 0e3 rnepe3arpy3ku — T.€. CUCTEMHBIH
aJMUHUCTPATOpP MOJKET JelaTh JIoOble H3MEHEHHUs, HO OHM BCTYNAT B CHIY TOJBKO IOCIE

nepe3arpy3Ku CUCTEMBI.

Pacnpenenenue ma:xxkopoB u MuHopoB IDE nuckos

IDE-nucku B Hacrosimiee BpeMsi Haubosiee 4YacTO HCHOJIB3YIOTCS B O(PQPHUCHBIX W JOMAIIHUX
KOMIIbIOTEpaX, MO3TOMY 3HAaTh OCOOEHHOCTH DPACIpPENENICHUs] Ma)KOPOB U MHHOPOB JUISl 3TUX THUIIOB
YCTPOMCTB JOCTAaTOYHO BakHO. IDE-ycTpolicTBa OTIIMYAIOTCS HU3KOM LEHOM M HEIUIOXOW CKOPOCTBIO
IIpelayl JTaHHBIX, HO y ATO IIMHBI €CThb apXUTEKTYypHbIE HEJOCTATKU — HAIPUMEP, BCE YCTPOMICTBA
paboTalOT CO CKOPOCTHIO CAMOIO MEJUIEHHOTO W3 HUX, Ha OJMH HUIeH( (HAa OAMH KaHAI) MOXHO

MOAKITIOYUTH TOJIBKO 2 YCTPOUCTBA.

Bcem ycrpoiictBaMm, Haxommmmcss Ha onHoM Kanaie IDE mpucBoen onumH Maxop. B HacTosmmii
MOMEHT si71po Linux BeImenseT A KaXIoro ycTpoucTBa 64 MUHOpA, U3 KOTOPBIX NEPBBIA MUHOP
3ape3epBUPOBAH IS BCETO JAWCKA, U 63 MHHOpa OCTaeTcs s MACHTU(PHUKAIMKU pa3fenoB. Takum
oOpaszom, g IDE-quckoB Maxkop uaeHTUPUIMPYET KaHal, a IO MUHOPY MOXKHO OINpPEAEIUTh HOMEP
ycTpoiicTBa Ha KaHase (pexuM master/slave) u Homep pasnena. bonee 1eTanbHO 3TO MOXKHO YBUJETh B

cienyromei Tabaume:



Pacnpenenenue Homepos ycrpoiicts it IDE-nuckos

Kanan YcrpoiicTBo Paszpnen Major number Minor number Hwms B /dev
Becs nuck 0 /dev/hda
Pazgen 1 1 /dev/hdal
Paszgen 2 2 /dev/hda2
1 Paszgen 3 3 /dev/hda3
Paznen 4 4 /dev/hdad
1 Paznen 63 3 63 /dev/hda63
Bech anck 64 /dev/hdb
Pazgen 1 65 /dev/hdb1
Pazgen 2 66 /dev/hdb2
2 Paznen 3 67 /dev/hdb3
Paznen 63 127 /dev/hdb63
Bech auck 0 /dev/hdc
5 ! Pazmemnsr ” 1-63 /dev/hdc[1..63]
5 Becp muck 64 /dev/hdd
Paznennr 65-127 /dev/hdd[1..63]

[To Tabnuiie CTAHOBUTCS BUIHO, YTO HA KAXKIBIH 64-i1 MUHOP TPOUCXOIUT CMEeHa (PU3UIECKOTO JTUCKA.
Hpaiisep IDE B Tekymieit Bepcun siapa Linux nmoanepkuBaer 10 4etbipex kaHanoB IDE — T.e. o 8

YCTpPOMCTB, IO 1Ba YCTPOICTBA Ha KaHAI..

PekoMeHgamum, KOTOPYIO MOKHO JaTh BIIajelibliaM KoMibioTepoB ¢ uHTEepdeiicom IDE: ycrpoiicTea
[0 BO3MOXXHOCTH PEKOMEHAYETCS JIep>KaTh Ha pa3HbIX KaHaiax. Eciau HEeT cBOOOJHBIX KaHAJIOB, TO

“OBICTpBIC” YCTPOMCTBA JTyUIlle TOIKII0YATh HAa OJIMH KaHaJl, MEIJICHHbIC — Ha JPYTOM.
Pacnpenenenue ma:xopoB u MUHOPOB 15 SCSI-nuckos

Omna cB0OOJHAa OT HEKOTOPBIX HepocTaTkoB IDE, HanmpMuep KOJM4eCTBO YCTPOWCTB HAa OHOM KaHaie
MOKeT ObITh 15 (Ha camomo aene 16, HO OJHUM YCTPOMCTBOM cuuTaeTcs caMm KoHTposuiep), Bce SCSI
ycTpoiicTBa pabOTalOT Ha CBOEM MaKCHUMallbHOM CKOPOCTH, U OIPAaHUYEHbI TOJIBKO BO3MOXHOCTSMU
IIMHBI U KoHTposuiepa — HO SCSI-ycrpolicTBa U gopoxe, u nostromy muHa SCSI ncnonb3yercs B
OCHOBHOM Ha cepBepax W paboumx craHmusx. s SCSI-auckoB cuTyarsi HEMHOTO MEHSIETCS —
MakOpbl HE MPUBA3aHbI K KOHTpOJUIEpaM (T.€. OJJMH major number MOKET MCIIOIb30BaThCs AUCKAMU C
pasHbIX XxocT-aaantepoB). Ha kaxmom SCSI-mucke cuctema moanepkuBaer Ao 16 paszgenos, a
HyMepalus JUCKOB MPOU3BOJUTCS B MOPSAIKE UX MOAKIIOUYEHHUS MO cxeMe, aHanmornuHoi IDE-auckam
— HO TOJIBKO TEpexXo] Ha CJIEAYIOIIUN TUCK MPOUCXOAUT Ha KaKIOM 16-M MuHOpE (T.e. pa3ienbl Ha

SCSI-nuckax nymepytores otl 10 15). YBUAETh 5T0 MOXKHO B CleAyroIIel Tabauie u JucTunre /dev:



Pacripenenenue HomepoB ycrpoiicts i SCSI-auckoB

Howmep aucka B nopsinke | Major number Minor number Paznen HUmsa paiiaa
MOAKJTIOYEeHUSs

0 Becs nmuck sda

1 IlepBblil nepBUYHBII sdal

2 Bropoii nepBuyHbIi sda2

3 Tpetuii nepBUYHBIN sda3

: 8 4 UYeTBepThli HEPBUUHBIN sda4

5 [lepBsIit TOrnYecKmii sda5
15 OOUHHAIIATEIN JTOTHYECKAN sdal5s

16 Becs nuck sdb

17 IepBbIit mepBUYHBIH sdbl

18 Bropoii nepBuyHBIit sdb2

19 Tpertnit nepBUYHBIH sdb3

2 s 20 UYeTBepThIid IEPBUIHBIN sdb4

21 [epBrrit mormyeckmii sdb5
31 OIMHHAAIATEIN TOTHYECKUN sdbl15

B Ttekymeit Bepcuu supo Linux moanepxkuBaer g0 4096 SCSI-muckoB — u 11t aOCOJIIOTHOTO
OOJIBLIIMHCTBA KOMITBIOTEPOB 3TOTO JOJDKHO OBITH JTocTaTOYHO. OueHb BaKHOU ocobeHHocThio SCSI-
JICKOB SBJISIETCS TO, YTO Ma)KOP YCTPOMCTBA, COOTBETCTBYIOLIETO (PU3MUECKOMY TUCKY, HE 3aBUCHUT OT
KoHTpoJuiepa. B pesynbrare, ecnu y Bac ectb 3 nucka SCSI, To onu Bceraa nmenytorcs sda, sdb u sdc,
Y €CJIM BBI BBIKJIIFOUYUTE KOMITBIOTEP M OTKIIIOUYMTE MEPBBII AUCK, TO MOCIE Mepe3arpy3ku BTOPOi AMCK
(xoTopblii paHee Ha3biBasics sdb) cTaHeT Ha3bIBaThes sda, a TpeTuil JUCK (KOTOphIM HazbiBayics sdc)
cTaHeT HasbiBaThecs sdb, mostomy mpu pabore co SCSI-ycTpoiicTBamMu MOKHO HCHOJIb30BaTh devfs
(xoTopast MO3BOJISET aApEcOBaTh JUCKM 4Yepe3 IMyTb HUX MOJKIIOUEHHs), JIMOO MCIOIb30BaTh
CHELMAIM3UPOBAHHBIE CPEACTBA YNPaBJICHHUS JMCKOBBIM IIPOCTPAHCTBOM, KOTOpBIE IIOMEYAOT
HOCHUTEIIM ¥ BIOCJIEJCTBUU MPABUIBHO UX UACHTUDUIMPYIOT JaXke TOCiIe EPEUMMEHOBAaHHsI YCTPOUCTB
- Hanpumep, cpeactsa md (software RAID) unu LVM. Hano 3ameTuts, uto B cBeTe yaaneHus devfs u3

OCHOBHOM BETBH siJipa, UcTosib3oBanne LVM crano daktudecku o0s3aTeIbHBIM Ha CepBepax.

YcrpoiictBa SATA u nepexoa ¢ IDE na PATA

SATA, «ocoBpemeHneHHass» Bepcusi mHTepdeirica IDE, mo cBoeil cTpykType mNpHONM3HMIach K
noacucteme SCSI. [losTomy B mensx yHuUKAIMU TOJICHCTEMBI BBOJA-BBIBOAA B sape Linux
noanepxkka SATA Owuta peanu3oBana uepe3 uHtepdeiic SCSI., coorBerctBeHHO SATA-mUCKH U

KOHTPOJUIEPHI BUAATCS siIpoM (U nojb3oBaresneM) kak SCSI-yerpoiicTaa.



B HoBelmux sapax nuHeiku 2.6 Takxke HOABUIACh BO3MOXKHOCTH paboTel ¢ IDE-muckamu uepes
noacuctemy SCSI., 1 B HOBBIX AUCTpUOyTHBaX, Takux kak Fedora 7, maxke oOwbrunbie Parallel ATA
(onu xe IDE) nuckum u xoHTposuiepbl mpenacrtaBisioTcss kak SCSI-ycrpoiicTBa, 4TO mNpHUBENO K
YHU(PHUKAIIIN TOJCUCTEMBI JTUCKOBOTO BBOAA-BBIBOMA, U Teneph Bce nucku 1 CD/DVD npuBonsr mis
oJib30BaTeNs npeacTaBisitoTes kak /dev/sdX mnm /dev/scdX. JlpaiiBepbl A1t 0OOBIYHBIX KOHTPOJLIEPOB
IDE, xoTopsie paboTarOT MO HOBOW CXeMe, HAUMHAIOTCS ¢ MpeduKkca pata, HampuMep: pata via — 310
npaiisep IDE-konTpomiepoB ¢ ununcerom VIA, a pata piix - 310 napiiBepa s IDE-konTposiepoB

Intel, paboratomme yepes noacucremy SCSI.

A TOBOpS TpoIIe, TO 03HAYAET CIICAYIONIEE — €CIM Y BaC HOBBIM AUCTpUOyTHB wiid uMetoTcst SATA-

JIMCKH, BBl MOXKETE CMEJIO paboTaTh CO BCeMH auckamMu kak co SCSI-ycTpoiicTBamu.

Logical Volume Manager

Hcnonb3oBanue TabIMUIl pa3/eNoB Ul YIPABICHUS TUCKOBBIM MPOCTPAHCTBOM — JOCTATOYHO YacTO
ucrnonb3dyemoe pemeHue. K coxanaeHnio, OHO He CBOOOJHO OT OINpPENENEeHHBIX HEIO0CTaTKOB —
HalpuMep, HET BO3MOKHOCTH PAaCUIMPUTh Pa3lell WIM YMEHBIIWTb €ro pa3sMep, HET BO3MOXXHOCTH
co3laTh OAMH pa3jieia Ha HECKOJbKUX JUcKax W T.O. Pemmts 3Ty 3amauy npuszBan LVM (Logical

Volume Manager).

LVM paGortaer cneayromuM o00pa3oM: NOJb30BATENb MOXKET IOMETHUTh Kakue-Tubo OJoyHbIe
YCTpPOMCTBa Kak paszeinbl, ucnoyibzyembie LVM. Kaxioe u3 Takux MOMEYEeHbIX OJIOYHBIX YCTPOWCTB
(ux Ha3pIBalOT (U3MYECKUMHU TOMaM,u win physical volumes) MOXeT ObITh NPUCOEIMHEHO K KaKOM
nub6o rpynne norudeckux TomoB (logical volume groups). BHyTpu rpynn Joruueckux TOMOB MOTYT
co3aaBaTbes yxe coOcTBeHHO jornyeckne ToMa (logical volumes). JlnckoBoe mpocTpaHCTBO JIFOOOTO
(bU3MYECKOTO TOMA U3 HEKOTOPOM TPYIIIIBI MOXKET ObITh BBIJICICHO VIS JIFOOOMY JIOTHUYECKOMY TOMY U3
3TOM Tpynmnbl. Peamn3oBaHO 93TO dYepe3 Tak Ha3blBaeMble ‘OKCTEHTHI (extents) IHUCKOBOTO
npoctpancTBa. dusnyeckne ToMma LVM pa3buBaroTcsi Ha HKCTEHTHI, TOCJIE YEro M3 3KCTEHTOB M
COCTAaBJIAIOTCSA JIOTMYECKHEe Toma. VIMEHHO 3a cuYeT JTOro MOXKHO JAMHAMUYECKHM MEHATh
KOH(UTypaIfio TUCKOBOTO TPOCTPAHCTBA — JKCTEHT MOXET OBITh YAalleH W3 OJHOTO0 TOMa, |
nobasien k apyromy. Kaxmaprii o6bekr LVM — Oyap TO JTOrW4ecKuil TOM, QU3HUYECKUNA TOM HITU

rpymnmna TOMOB, UMEET CBOM YHUKAJIbHBIM UICHTHPHUKATOP.

OcymiecTBisieTcss 3TO  KOMIUIEKCHO —JpaiiBepoM device mapper W  CHEIHAIM3UPOBAHHBIMU
nporpaMMaMu W3 Takera lvm2. DTu mporpaMMbl YUTArOT (ailiibl KOHQUTYpAMH U CITy>KEOHYIO
MHPOPMALIUIO U3 3arOJIOBKOB (DPU3WYECKUX TOMOB, U HA OCHOBAHMU 3TOH HMH(POPMALUU COOOIIAIOT

NpaiiBepy MHCTPYKIHH O TOM, M3 KakuX (PparMeHTOB KakuxX OJOYHBIX YCTPOMCTB KaKUM HMEHHO



00pa3oM JOJKHBI ObITh CKOMOMHUPOBAHBI JIOTMYECKHE TOMa, IOCJIE Yero ApaiBep I KaxIoro
JIOTUYECKOTO TOMa CO3JIaeT OTAeNbHOe OsiouHoe ycTpoiicTBo. [Ipu obpariennn k Takomy OJIOYHOMY
yCTpoiicTBY device mapper ompenenseT, Ha OCHOBAaHHM paHee MEpeJaHHbIX MapaMeTpoB K KaKOMY
070Ky Kakoro OJIOYHOTO YCTpPOMCTBa Ha CaMOM Jielie JOJDKEH OBITh IepeajipecoBaH 3ampoc, |
3ampammBaeT COOTBETCTBYIOLIEE OJIOYHOE YCTPOMCTBO JJIi OKOHYATEIbHOI'O BBIIIOJIHEHUSI ONEpaluy,
IIOCJIE YEro BO3BpAIAET PE3YyJIbTaT BHIIOJHEHHS Olepaluy (IPOYMTAHHBIE JaHHBIE, COOOIIEHUE 00

omnoOKe, KO/l 3aBepIICHHs ONlepallii) 0OpaTUBIICIiCS porpamMmme.

Hcnonp3oBanne LVM mno3BossieT ruOKo yIHpaBisTh pPACIPEAEICHHUEM IHUCKOBOTO IPOCTPAHCTBA U
n30eKaTh OTPAaHWYECHUH, CBSI3aHHBIX C KIACCHYECKUM paclpeesieHHeM JHCKOBOTO MPOCTPAHCTBA
MyTEM CO3JIaHUs Pa3/IeNIOB Ha JKECTKUX JHUCKaxX. EIWHCTBEHHOE MPaBUIIO, KOTOPOE s ObI COBETOBAI
coOro1aTh MpU UCIoNb30BaHMM LVM — He co3maBaTh KOPHEBOW pasziesl CUCTEMbI Ha JIOTHUYECKOM
tome LVM: mHunmammsanuu toMa LVM, Ha KOTOpOM HaxomuTcs KOpHEBas (ailioBas cucrtema,
HE00XOUMO BMEIIATETLCTBO HEKOTOPBIX YTHUIIUT, KOTOPhIE HAXOJATCS Ha eIle HE CMOHTHUPOBAHHOMN

KOpHEBOM (haitnoBoii cucteMsl. ITo peraemas mpodieMa, HO OHa MOTpedyeT HEKOTOPOTO OIbITA.

Hwxe uaer mpumep co3fgaHus M WHUIUANHU3AINH (DU3HMUECKOTO TOMA, TPYMIBI TOMOB U TPUMEpPHI
HECKOJIbKUX  ONepaluid ¢ JIOTHY4eCKMMU ToMamMu. Ha mepBom  ¢Qparmente mpoTokoia
MPOJIEMOHCTPUPOBAHA WHUIMANIM3AIMS TaOMUIBI pa3ienoB mis wucnonb3oBanuss LVM. Ilopsmok
NecTBUM Ui ucnoib3oBaHuss LVM B o0miem ciydae CIeAyroUuii: OJWH WM HECKOIBKO pa3/esioB
XKecTkoro gucka ¢ mnomompio fdisk momewarorcst kak pazgenst LVM. 3arem 3TH  pasnenbl
VHULUAJIM3UPYIOTCA U MEPEJA0TCA B TPYIIIBI TOMOB, MIOCJIE YEro UX JUCKOBOE MPOCTPAHCTBO MOKHO

HUCIIOJB30BaTh JJIs CO3JaHUs JOTHYCCKUX TOMOB:



[rootRinferno dalth]# £disk /dev/hdb

The number of cylinders for this disk is set to 79408.
There is nothing wrong with that, but this is larger than 1024,
and could in certain setups cause problems with:
1) software that runs at boot time (e.g., old versions of LILO)
2) booting and partitioning software from other OSs

(e.g., DOS FDISK, 0S/2 FDISK)

Command (m for help): p

Disk /dev/hdb: 40.9 GB, 40982151168 bytes
16 heads, 63 sectors/track, 79408 cylinders
Units = cylinders of 1008 * 512 = 516096 bytes

Device Boot Start End Blocks Id System
/dev/hdbl 1 79408 40021600+ 8e Linux LVM

Command (m for help): w
The partition table has been altered!

Calling ioctl() to re-read partition table.
Syncing disks.
[root@inferno dalthl#

B npusenennom Bhime BeiBoze fdisk BumHO, uto Ha IDE-mucke primary slave co3man oamH pasmen
tuna LVM (xox tuma pasnena Ox8E). B cineayromem JuUCTHHTE MOKa3aH MPOIECC MHUITUATU3AINH
¢u3myeckoro TOMa M CO3J@HWA TPYIIBI  TOMOB  aurora, B KOTOPYI  BKIIIOYAETCA

VMHUIMAIU3UPOBAaHHbBIN KOMaH0H pvcreate pusudeckuit Tom /dev/hdbl:

[root@inferno dalth]# pvcreate /dev/hdbl
No physical volume label read from /dev/hdbl
Physical volume "/dev/hdbl" successfully created
[root@inferno dalth]# vgcreate aurora /dev/hdbl
Volume group "aurora" successfully created
[root@inferno dalthl#

Tperuit ¢parMeHT IEeMOHCTPHUPYET CO3JaHHE HECKOJbKMX TOMOB M H3MEHEHHE pPa3MEpOB TOMOB,
npozenanHoe ¢ noMmouiplo LVM. B sTtom npumepe cosmaercsi jorudeckuidi Tom pazmepoB B 20GB,
3aTeM pa3mep 3Toro toma ysenuuuaercs a0 30GB, co3maercs emie oguH JOTUYECKUNA TOM, U TOCIE

3TOro oba CO3IaHHBIX JIOTUYCCKHUX TOMA yAAJIAIOTCA.



[root@inferno dalthl#
[root@inferno dalth]# lvcreate -L 20G -n ftpdata aurora
Logical volume "ftpdata" created
[root@inferno dalthl#
[root@inferno dalth]# lvscan
ACTIVE '/dev/aurora/ftpdata' [20,00 GB] next free (default)
[root@inferno dalthl#
[root@inferno dalth]# lvresize -L +10G /dev/aurora/ftpdata
Extending logical volume ftpdata to 30,00 GB
Logical volume ftpdata successfully resized
[root@inferno dalth]#
[root@inferno dalth]# lvscan
ACTIVE '/dev/aurora/ftpdata' [30,00 GB] next free (default)
[root@inferno dalth]# lvcreate -L 8G -n home dirs aurora
Logical volume "home dirs" created
[root@inferno dalthl#
[root@inferno dalth]# lvscan
ACTIVE '/dev/aurora/ftpdata' [30,00 GB] next free (default)
ACTIVE '/dev/aurora/home dirs' [8,00 GB] next free (default)
[root@inferno dalthl#
[root@inferno dalth]# lvremove /dev/aurora/ftpdata
Do you really want to remove active logical volume "ftpdata"™? [y/n]l: y
Logical volume "ftpdata" successfully removed
[root@inferno dalthl#
[root@inferno dalth]# lvremove /dev/aurora/home dirs
Do you really want to remove active logical volume "home dirs"? [y/n]: y
Logical volume "home dirs" successfully removed
[root@inferno dalthl#

Eme onun parMeHT AeMOHCTpUPYET yAaJIeHUE TPYIIIBI TOMOB U OYUCTKY (PU3MUECKOro TOMa:

[root@inferno dalth]# wvgremove aurora
Volume group "aurora" successfully removed
[root@inferno dalth]# pvremove /dev/hdbl
Labels on physical volume "/dev/hdbl" successfully wiped
[root@inferno dalthl#
Kaxnprit mormueckuit Tom LVM mmeeT cBoii coOCTBEHHBIM minor number, a major number 11t Bcex
ToMoB LVM pasen 253. Jlns moctyma k Tomam LVM MOXXHO co3maBaTh OJIOUHBIE YCTPOMCTBA C
MOMOIIbI0 KOMaHAbl mknod, a MOXXHO BOCIIOJB30BAaThCS BO3MOKHOCTSIMU, TPEIOCTABISIEMBIMHU
yrunutoi devlabel. Ota yTunura co3gaeT CUMBOJIBHBIE CCHIJIKM U KaTallOTH BHYTPU MojikaTasora /dev,
MpUYeM ISl KaKJOW TPYMIBI TOMOB B /dev co3/aeTcsl KaTtajaor ¢ HMEHEM 3TOU TPYIIbL, a TOTUYECKUE
TOMa TIPEJCTABIIIOTCS CHUMBOJBHBIMH CCBUIKAMH W3 JTHX KaTaJlOTOB Ha OJIOYHBIE YCTPOWCTBA,
oOciyxuBaembie npaiiBepom device mapper, u Torga 6ol TomMm LVM MOXHO amgpecoBaTh

CIENYIONMNM TyTeM: /dev/<ums_epynner>/<ums_moma>. Ha IUCTUHTe HIDKE TIOKa3aH MPHUMEP TOTO,

KaK MO>KHO pacIpeiesnTh JUCKOBOE IPOCTPAHCTBO ¢ nomompo LVM:



[root@viking root]#
[root@viking root]# 1ls -la /dev/chimera

lr-xr-xr-x 1 root root 23 Oxr 8 13:53 opt -> /dev/mapper/chimera-opt
lr-xr-xr-x 1 root root 24 Oxr 8 13:53 swap -> /dev/mapper/chimera-swap
lr-xr-xr-x 1 root root 24 OxT 8 13:53 temp -> /dev/mapper/chimera-temp
lr-xr-xr-x 1 root root 23 OxT 8 13:53 usr -> /dev/mapper/chimera-usr
lr-xr-xr-x 1 root root 23 Okt 8 13:53 var -> /dev/mapper/chimera-var
[root@viking root]#
[root@viking root]# lvscan
ACTIVE '/dev/chimera/swap' [1,00 GB] next free (default)
ACTIVE '/dev/chimera/temp' [1,00 GB] next free (default)
ACTIVE '/dev/chimera/usr' [10,00 GB] next free (default)
ACTIVE '/dev/chimera/opt' [10,00 GB] next free (default)
ACTIVE '/dev/chimera/var' [1,00 GB] next free (default)

[root@viking root]#

[root@viking root]# mount | grep chimera

/dev/mapper/chimera-var on /var type ext3 (rw)

/dev/mapper/chimera-temp on /tmp type ext3 (rw)

/dev/mapper/chimera-usr on /usr type ext3 (rw)

/dev/mapper/chimera-opt on /opt type ext3 (rw)

[root@viking root]#
Takum oOpa3om, BO3MOXHOCTH LVM TO3BONAIOT CHCTEMHOMY aJIMHUHHUCTPATOPY MAaKCHUMAILHO
3¢ (HEKTUBHO KUCIIOJIB30BAThH IMCKOBOE MPOCTPAHCTBO, ONIEPATUBHO Pearupys Ha MEHSIIOIIMECS YCIOBHS
JKCIUTyaTanuu. Ele omHOM MHTepecHOW BO3MOXXHOCThIO LVM sBisieTcst Tak HaspiBaeMblid multipath
I/O. B cinydae akTuBallMM COOTBETCTBYIOIICH ommmu B sape device mapper 3HaeT O TOM, YTO
¢uznveckuit Tom ¢ HeKOTOpriM UUID MokeT OBITh TOCTYNEH 4epe3 HEeCKOJbKO KOHTPOJIIEPOB, U B
CJIydac OTKa3a OIAHOTO0 KOHTPOJUICpAa AWHAMHYCCKU IMPOUCXOAUT IICPCKIIOYCHHUEC BBOAA-BbBIBOJA Ha
ﬂperP’I. OIBITHBIE CUCTEMHBIE AIMUHUCTPATOPBI TAKKE OLCHAT TAKYIO BO3MOKHOCTH, KaK CO3JAaHUC
CHUMKa (snapshot) JIOrHUeCKOTO TOMa: TpPU CO3JAHMHM CHUMKA CO3JAeTCS MOMEHTAJIbHAs KOTIHS

JIOTUYCCKOro TOMa, KOTOpAasi HAYMHACT <CKUTb» HC3aBUCHMO OT TOI'O TOMA, Ha OCHOBC KOTOPOI'O OHa

ObLIa cO3/1aHa;

xfs freeze /home

lvcreate -s -L 10G -n home snapshot /dev/chimera/home
xfs freeze -u /home

dd if=/dev/chimera/home snapshot of=/dev/st0

lvremove /dev/chimera/home snapshot

H= o o e 3

B mpuBeneHHOM mpuUMeEpe CHUCTEMHBI aJMHHUCTPATOP «3aMOpakuBaeT» QaiinoByio cucremy XFS,
npu stoMm npaiiBep XFS cOpacbiBaeT Bce 3aKdIIMPOBAHHBIE OINEpAllMM Ha JHUCK, U TIOCIE 3TOTO
OJIOKMPYET BCE NPOLECCHl, KOTOPbIE MBITAIOTCS MUCAaTh HA «3aMOPOKEHHYIO» (hallIOBYIO CHUCTEMY.
3areM CHCTEMHBIH aIMHHUCTPATOP CO3JAaeT CHUMOK TOoMa home ®3 Tpymmel TOMOB chimera, Ha
KOTOPOM «KUBeT» (haitnoBas cucrema /home, u 3ToT CHUMOK HasbiBaeT home snapshot, pu 3ToM Ha
yepKaHue KOIHMHM W3MEHEHHBIX NaHHBIX BbiAensercs 10 rurabaiit AuckoBOro mpocTtpancTBa. [locme

CO3aaHusd CHHMKa (baﬁHOBaﬂ cucrema /home pasMopaKuBacTCd, HO KaXKIbIN pa3, Korga 6y,[[eT



NEPENUCHIBAThCS KaKOW-IM00 OJIOK Joruyeckoro toma home, nepBoHayaibHas BEpPCUs U3MEHSIEMOI0
65oka Oyner konupoathkes B Te 10GB 11ckoBOro mpocTpaHCcTBa, KOTOPHIE MBI BBIICIUIH 10T CHUMOK
TOMa, U MBI MOXKEM CUHTATh coaep:kuMoe Toma home snapshot HEM3MEHHBIM, I CKOTIMPOBAThH €TO Ha
JeHty. B mpornecce uTeHus1, eciam 4nTaeMblil OJIOK HE MU3MEHSJICS C MOMEHTa CO3/IaHUsl CHUMKA, TO OH
yutaerca U3 ucxogHoro toma (home), eciu xe OJIOK MEHSUICS C MOMEHTa CO3/laHUS CHHUMKa, TO
HCIOJIb3YETCSl €ro KOIHWs, XpaHUMas B 3ape3epBHUPOBAHHOM IPU CO3/IaHUM CHHUMKa IPOCTPAHCTBE.

Ilocie oxoHYaHUSA KOIIMPOBAHHA Mbl YIAJIXIEM CHUMOK KOMaHHOﬁ Ivremove.

Sotware RAID

SAnpo Linux comepkuT cpeactBa sl opranu3zanuu software raid (mporpamMubix RAID-ycTpoiicTB).
OTa BO3MOXKHOCTb MOJIEP)KUBACTCS IpailBepoM ycTpoicTB md. B otiimune ot device mapper, npaiisep
md ymeer paboTaTh B “‘CAMOCTOSTEIBLHOM™ pEXHME, MOoiy4as KOH(QUTYpalUi U3 IapaMmeTpos,
KOTOPBIE MTOJIB30BATEINh YKa3all sIPY NPH 3arpy3Ke CHCTEMBI, YTO TIO3BOJISIET OPraHU30BBIBATH 3arPy3Ky

cuctemsl ¢ RAID-ycTpoiicTs. Bee ycTpoiictBa md nmeror maxop 254 u muHops! ot 0 1 10 16383.

B ornuume or LVM, OCHOBHOM 3amadeil KOTOPOIrO SBJSETCS JIHUHAMUYECKOE pacCIpe/ielICHUE
JIMCKOBOTO MPOCTPAHCTBA (JENICHHE Pa3/esioB HAa (PparMeHTHl M MOCTpOeHHE M3 (PparMeHTOB HOBBIX
OJIOUHBIX YCTPOMCTB), 3afauelt nojacucreMbl RAID sBisieTcst mnocTpoeHrne HOBBIX OJIOUHBIX YCTPOWCTB

myTeM O6”I)GI[I/IHGHI/I$[ CYHICCTBYIOIIUX.

Kaxxnoe n3 ycTpoicTB, BXOASIINX B CO3aBaEMblii TUCKOBBIM MAacCUB, MOKET ONPEEIIEHHBIM 00pa3oM
noMevarbcsi. BrociaeacTBum 3T METKH (MX TakKe Ha3bIBAIOT array superblocks) mcnonb3yroTest s
MOBTOPHOW CcOOpKM MaccuBa. B dYacTHOCTH, HampuMep, CyNepOJIOK MacCHBa COJACPKUT €ro
VHUKQJIBHBIH HIEHTH()HUKATOP, KOTOPBIA MOXHO HCIIOJNIb30BaTh INPH COOpPKE paHee CO3MaHHOTO
MaccuBa nocie nepesarpysku. Eciu nporpammusiii RAID-maccuB Obl1 TOMEUEH B IpOIECCce CO3aHMs
(T.e. Ha HEeM OBLI CO37aH CYINEpPOJIOK MaccHuBa), 3TO JAaeT BO3MOXXHOCTh ABTOMATHYECKOW COOPKHU
MaccHBa BHE 3aBHCUMOCTH OT TOTO, TIOMEHUICS WM HET MOPSAAOK clieloBaHus ycTpoiicTB. Hanpumep,
Takas HEOOXOAMMOCTb MOXET BO3HMKHYTb B CHUTYyalluM, KOTJa MOPSAOK HyMepaluu OJOYHBIX
YCTPOMCTB M3MEHWICS — Hanpumep, oauH U3 SCSI-IMCKOB, y4acTBOBABIIMX B MOCTPOCHUH MacCHBa,

OBLT yaJeH.

EctectBenHo, cynepOnok He SBISETCS 00S3aTeNbHBIM — TO €CTh MOXKHO CO3/1aBaTh MAacCHBBI 0e€3
cyrepbioKa, HO YIpaBIeHHs] UMH MOXKET OBITh 3aTPYJHEHO BCIIEJCTBHE HEOOXOIUMOCTH «PYKaMID)

KOHTPOJIMPOBATh KOPPEKTHOCTh YKA3aHUS YCTPONUCTB IPU MEPEKOHPUTypallii MacCcHBa.

13 HNHTCPECHBIX 0COOEHHOCTEHN z[paﬁBepa md CTOUT OTMETUTH TO, YTO OH INOAACPKHUBACT pa36HeHHe

md-ycTpOHCTB Ha pa3ienbl, MPU 3TOM MHHOPHBIE HOMEpa MPHUCBAUBAIOTCS pa3jeliaM aHaJOTHYHO



TOMY, KaK OHM IIpUCBaMBarOTCs pasznenam Ha nuckax IDE, T.e Ha xaxaom RAID-yctpolicTBe MOXXHO
co3math 10 63 paznenos. OnpenenuTb MUHOP paszeina, co3gaHHoro Ha RAID-ycrpolicTBe, MOKHO C
MIOMOIIBIO BBIYMCIICHUS 3HAYECHUS CIeaytonlero Beipakenus: 64 * N + M, rae N — 3To HOMep MaccuBa

(Homep RAID-yctpoiicTBa) u3 quamnasona 0 ... 255, a M — 3To HOMep pa3zena u3 nuamnazona 1 ... 63.

Crnenyer ckaszaTh, 4TO IO YMOJYaHUIO B OOJBIIMHCTBE JUCTPUOYTHBOB CIELUAbHBIC (Qailiabl JUIs
pa3zaenoB Ha md-ycTpoHCTBax HE CO3AAI0TCA, U UX HEOOXOAMMO CO3/1aTh BpYyUYHYIO KoMaH 101 mknod.
B HacToAIUI MOMEHT ONTUMAaJIbHBIM, HABEPHOE, CJIEIYET CUNTaTh KOMOMHUPOBAHNUE UCIIOIb30BAHUS
LVM u md, 4ro mo3BosisieT AOCTUTHYTh HaJIe)KHOCTHU 3a CYET TyOIMpOBaHUs JaHHBIX cpeacTBamu md,

1 TUOKOCTH pacIpeieleHHs JUCKOBOT0 MPOCTPAHCTBA 3a cueT Bo3MoxkHocTel LVM.

HpaiiBep md xopomo noaxoaut aist co3nanusi RAID-ycrpoiictB ypoheit 0, 1 wnu 0+1, HO He Oynet
SBIIATBCS ONTUMAIbHBIM BAapUAHTOM B Cly4ae HCIOJb30BaHUs, Hampumep RAID ypoBHs 5
(uepeioBaHME JAaHHBIX [0 YCTPOWCTBAM C BBIUMCIEHUEM KOHTPOJIBHON CYMMBI U KOJOM HCIIPaBJICHUS
OImMOO0K), TMOCKOJBKY 3TO CO3JACT 3HAYMTEIBHYIO Harpy3Ky Ha TpOIECcCcOp MpU OOJBIIOM 00beMe
neperaBaeMbIX JIaHHBIX. BO3MOXHO, 4TO B Takux Cily4asX CTOUT MOAyMaTb O MNpPHOOpEeTEHUU
anmapatHoro koHTposepa RAID - nanpumep, HP NetRaid (cnenan Ha ocHoBe AMI MegaRAID) unmn

Compaq Smart Array (ceituac Ha3siBaeTcst HP Smart Array).

Ha nuctuHTe AEeMOHCTpHPYETCS IPUMED CO3JIaHMsl, aKTUBU3AIIUN U OCTAaHOBKH NporpaMMHbBIX RAID-
ycTpoiicTB ypoBHs 0 u ypoBHs 1 cpenctBamu apaiiBepa md u cucreMHod ytuwiuTel mdadm. YTunura
mdadm wumeer koHburypanuoHusii ¢ain /etc/mdadm.conf, HO ang TOrO, UYTOOBI TpPOAENATH

HEKOTOPBIC TECThI U ACMOHCTPAIUOHHBIC ITIPUMCPLI HET H606XO,I[I/IMOCTI/I €ro UBMCHATD.

B nepBom npumMepe OyieM cuuTath, 4TO Ha xecTkoM Jucke hdb cozgaHo n1Ba pasaena, ¢ KOTOPHIMH MBI
u OyneM »sKcnepuMeHTHpoBaTh. Jlyis Hauyasa HEOOXOJUMO NPOM3BECTH HWHHLIMaIM3anuio md-
yctpoiictBa. COOTBETCTBEHHO, [UId yCHeImHoW HeoOxonumo ykasate Tun RAID-maccuBa,
crienuanbHblii ¢aitn md-ycTpoiicTBa, KOTOPOE Mbl XOTUM HMHUIUMAIN3UPOBATh, U CIUCOK OJOYHBIX

YCTPOWCTB, HAa KOTOPBIX Oy/I€T pacnojaratbCs MOJy4HBIINICS MACCUB:



[root@inferno dalthl#
[root@inferno dalth]# mdadm --create \
> /dev/md0 --level=0 \
> --raid-devices=2 /dev/hdbl /dev/hdb2
mdadm: array /dev/md0 started.
[root@inferno dalth]#
[root@inferno dalth]# mdadm -Q /dev/mdO
/dev/md/d0: 983.25MiB raid0O 2 devices, 0 spares.
[root@inferno dalth]#
[root@inferno dalth]l#
[root@inferno dalth]#
[root@inferno dalth]# mdadm --create \
> /dev/md0 --level=1l \
> --raid-devices=2 /dev/hdbl /dev/hdb2
mdadm: array /dev/md0 started.
[root@inferno dalthl#
[root@inferno dalth]# mdadm -Q /dev/mdO
/dev/md0: 491.63MiB raidl 2 devices, 0 spares.
[root@inferno dalth]#
[root@inferno dalth]# mdadm -S /dev/mdO
]
]

mdadm -S /dev/md0

[root@inferno dalthl#

[rootRinferno dalth]# mdadm -assemble /dev/md0 /dev/hdbl /dev/hdb2
mdadm: /dev/md0 has been started with 2 drives.

[root@inferno dalthl#

HOCJ’IGI[HSI)I KOMaHIa JEMOHCTPUPYET aKTUBU3AIIUIO MACCUB ITYTEM YKa3aHUs UMCHU md-YCTpOI\/JICTBa n
HECKOJIbKU OJIOYHBIX YCTPOMCTB, HA KOTOPBIX OHO Oasupyercs. Bece ocTanbpHble mapaMeTpbl (pa3Mepbl
0s10k0B, pasHoBUAHOCTE RAID u 1.1.) yrunmura mdadm wm3Biekna u3 cynepOrioka maccuBa. Kak yxe
O0TMEYAJIOCh, CYNEpOIOK MAacCHUBa COJEPKUT €lle U YHUKAIbHBIA UACHTU(PUKATOP MACCUBA, YTO JaeT
BO3MOYKHOCTh TPOHMICHTH(DUIIMPOBATh KaXKII0€ HCXOMAHOE OJOYHOE YCTPOMCTBO Ha MPEIAMET €ro
IIPUHAUIEKHOCTH K Kakomy-1u0o maccuBy. Huske npuBeaeH mnpumep BbiBoja yTuiauThl mdadm,
JEMOHCTPHUPYIOMIUNA KaK MOXXHO TOMYYHUTh HEKOTOpBIC TOJE3HBIC JAHHBIE O MAacCHBE, a CTPOKa,

coaepsxkammas UID maccuBa BblieI€HA KUPHBIM TEKCTOM:



[root@viking root]# mdadm -Q -D /dev/mdO
/dev/mdo:
Version : 00.90.01
Creation Time : Fri Oct 8 14:29:21 2004
Raid Level : raidl
Array Size : 102336 (99.94 MiB 104.79 MB)
Device Size : 102336 (99.94 MiB 104.79 MB)

Raid Devices : 2

Total Devices : 2

Preferred Minor : O
Persistence : Superblock is persistent

Update Time : Fri Oct 8 14:32:22 2004
State : clean, no-errors
Active Devices : 2
Working Devices : 2
Failed Devices : 0
Spare Devices : 0

Number Major Minor RaidDevice State
0 253 24 0 active sync /dev/hdbl
1 253 25 1 active sync /dev/hdb2
UUID : 8696ffc0:52547452:ba369881:d1b252d0
Events : 0.3
[root@viking root]#

BriocenicTBum 3TOT HACHTH(DHUKATOP MOXKET OBITh UCIIOIB30BaH B (haiiie KOHPUTYpAIUU I yTHIATHI
mdadm. B kordpurypanmontom daiine /etc/mdadm.conf MokHO yka3aTh CIIMCOK YCTPOWCTB M MpaBHIIa

UX TIOCTPOEHUS, MOCIE Yero OmUcaHHble B HeM md-ycTpoicTBa OyIyT aBTOMAaTHUYECKH COOMpAThCs U

pa361/1paTLcsi 0e3 YKa3aHud CIIMCKa NCXOAHBIX YCTpOﬁCTBZ

[root@viking root]# cat /etc/mdadm.conf

MAILADDR root

ARRAY /dev/md0 UUID=8696£f£fc0:52547452:ba369881:d1b252d0
DEVICE /dev/hdb*

[root@viking root]#

B nuctunre BuaHo, 4to ycTpoiicTBO MaccuB md(0 mMeeT yKa3aHHBIH HMICHTHU(UKATOp, a TaKxKe
yKa3aHo, 4TO JUIsl TIOCTPOEHHsI MAaCCUBOB MOI'YT OBITh MCIIOJIb30BaHbI Bce pajeisl Aucka hdb. B atom
IIpUMEpPE €CIIM CUCTEMHBINM aJMHUHUCTpAaTop Hamuuier koMaHay mdadm —assemble /dev/md0, to
mdadm npockanupyet Bce (paiiabl YCTPOWCTB C UMEHAMHU, COBIAAAOMMMHU ¢ 1madaonoM /dev/hdb* u
noAKIounT K MaccuBy md0 Te W3 HHMX, Ha KOTOpPHIX OyJeT HaiijieHa CynepOJIOK MacCuBa C TeM

UACHTU(PUKATOPOM, KOTOPBIN yKa3aH B napamerpe ARRAY nns yctpoiictsa /dev/md0.

CucTeMHBIi aJIMUHUCTPATOP, KOTOPBIA XOUET PacIloJIOKUTh KOPHEBYIO (paiiioByro cucremy Ha md-
YCTpOICTBE, MOJDKEH YKa3aTh sJpy MpPH 3arpys3ke Kakue MMEHHO (hru3nyeckue OJIOUHBbIE YCTPOMCTBa
JOJDKHBI BXOJUTH B Md-yCTPOWCTBO, HA KOTOPOM COJCPKUTCS KopHeBas (aimoBas cucrema. OOBIIHO

OTO ACJIACTCA IMMYTCM 3arpy3Kd dapa KOMaHIHO CTpOKOﬁ C OIMIMAMHU CICAYIOMICTO BUA:



linux md0=0, /dev/hdbl, /dev/hdb2 root=/dev/mdo0

JlaHHBI TIpUMEpP MPUBEAEH CKOpEE KaK WIUTIOCTPATHUBHBIN, IMOCKOJBKY B 3aBUCHMOCTH OT ONUM,
WCIONIb30BaHHBIX Tpu co3faanuu RAID-ycTpoiicTBa, Ha KOTOpOM pacrmojiokeHa KopHeBas (aiinoBas
CHUCTeMa, KOMaHJHasi CTpOKa sJIpa MOXET MEHSAThCS. B COBpPEeMEHHBIX AUCTPUOYTHUBAX MPHU
HE0OXOIMMOCTH HHUIIMATU3alud md-yCTPOMCTB 7S 3arpy3KH CHCTEMBI, KaK MPaBUIIO KO U yTHIUTHI

MHUIMAIN3AMK YCTPOHCTBA MOMeNIatTes B initrd.

Cynep010k MaccuBa 3alKChIBAaeTCS HE B Havalie OJIOYHOTO YCTPOUCTBA, a OJMKe K ero CepeuHe WU
koHIy. CienaHo 3To ObLIO A7l TOTO, 4TOOBI MOKHO ObLIO co3naTh RAID-maccuB ¢ boot-cekTopom,
KOTOPBI CMOKET OBITh NPOYMTaH HE TONbKO siapoM Linux c apaiiBepom md, HO U 0a30BBIM
3arpy3unkoM BIOS, BcnenctBue uero mMoxkHo oObenuHUTH B RAID-maccuB He pasdenvt KECTKHUX
JTMCKOB, a HEMOCPENICTBEHHO ¢husuueckue oucku. Torna 3arpy3dyuk, yCTaHOBIEHHBIN B Hauano RAID-
YCTPOMCTBA, OKAXKETCsl YCTAHOBJIICHHBIM B HA4AJIO KECTKOI'O JUCKA, IIOCJIE YEr0 MOXKHO HCIIOJIb30BATh

IIpU 3arpy3Ke sijipa CIeAYIONyI0 KOMaHIHYIO CTPOKY:

linux md0=d0, /dev/hda, /dev/hdb root=/dev/md d0pl

I[paﬁBep md Taxxke noAACPKUBACT BO3MOXHOCTL 3adaHUA hOtSW&p-yCTpOﬁCTB HJi1 MaCCHBOB, T.C.
PE3CPBHBIX YCTpOﬁCTB, KOTOPBIC MOT'YT OBITh AKTUBU3UPOBAHBI B IIpU cboe OJHOI'O M3 OCHOBHBIX

YCTPOMCTB B MAacCHBE.

IMognepxka yctporictB software RAID B Linux maer BO3MOXXHOCTh CO3/JaBaTh CEPBEPHI C BBICOKOU

OTKa30yCTOMYMBOCTHIO M OBICTPOJICHICTBHEM.

Device mapper

B sppax nuueliku 2.6 mosiBWIACH €Ile OJHA IMOACHCTEMa M0 HEKOTOPHIM (YHKIHSIM aHAIOTHYHAsS
noacucreme MD, u Ha3piBaemas device-mapper. OTO MOJyJibHasgi KOMIIOHEHTHas IOJICUCTEMA,
MO3BOJISIONIAS C TIOMOIIBIO CHIEIUATBHBIX KOMaHJ] CO3/IaTh OJTHO OJIOYHOE YCTPOMCTBO M3 HECKOJIBKHX
KYCKOB JApPYTrHX OJIOYHBIX YCTPOKMCTB, a TaKXe OMPEISIUTh MPAaBHJIA, MO KOTOPHIM MPOU3BOIUTCS

3allMCh Ha 3TH «HHXKCJICKAIIUC) O0YHEIE YCTpOﬁCTBa.

LVM paboraer nMeHHO uepe3 moacucTemy device mapper, 1 Ha camoM jefie Bce yTuiautel LVM Ha
caMoM Jiefie TPOCTO MepPeAaroT UHCTPYKIMU O TOM U3 KaKuX (PparMeHTOB KakUX OJIOYHBIX YCTPOMHCTB
cocTouT kKakoi Tom LVM B npaiiBep device mapper, B KAaKOM TOPSJIKE OCYIIECTBIISICTCS 3allUCh H
YTEHUE JAHHBIX, U BIIOCJICICTBUH TPU 3amucy HA ToM LVM wiu 4TeHuu ¢ Hero, paboTa Ha caMOM
Jielie BeIeTCSl ¢ YCTPOHUCTBAMU, OOCITy )KHBaeMbIMU JpaiiBepoM device mapper, KOTOPBIH U JIelaeT BCIO

pabory.



JlaHHass MHOTOYpOBHEBas apXUTEKTypa IO3BOJSET 3HAYUTENBHO YINPOCTUTH U TaKkuM 00pazom
3HAYUTENBHO TOBBICUTH CTaOWUJIBLHOCTH Pa0OTHI CHUCTEMBI, IOCKOJIbKY peanu3alis HECKOIbKUX
HEOOIBIINX Y3KO(YHKIIMOHATBLHBIX KOMIIOHEHTOB B OOIIEH CIOXHOCTU COACPNKHUT MEHBIIE OIIHOOK,

YeM peanu3anus BceX ATUX (QYHKIUI B OHOM MMoICUCTEME.

Host-RAID, nau nemeBbix RAID-koHTpoO//IEPOB He ObIBaeT

Ceromusi naxe Ui JCLIEBBIX COBPEMEHHBIX MATEPUHCKHX IUIAT (UPMBI-NIPOU3BOJUTENN YacTO
JIEKIIAPUPYIOT «anmapaTtHyro noanepkky RAID» u y MHOTHX moJb30BaTenieid 3TOT (akT BBI3BIBACT
HEJOyMEHHE — Kak ke Tak, Moi Linux He ymeeT pabotats ¢ RAID?! Ha camom dene éce npouwe —
3A0eKNapuposanHas u paspexiamuposannas noooeprycka RAID-maccusose na mamepunckux

naamax 011 OQUCHBIX U OOMAUIHUX KOMIBIOMEPOE — INO MUG.

Bes mogmepxka RAID B Takux «KOHTpoJuIepax» Ha CaMOM Jielie MPEJCTaBISIOT COOOW MPOCTO
HeOoubinoe pacmupenue B BIOS u 6e3 cnenuanbHbIX JpaiiBepoB B 32/64-OMTHBIX ONEpaliMOHHBIX
cuctemax He paboTaroT, a Bce pyHkuuu RAID nns Hux BeImonHstoTcs ApaiiBepoM. Ecou B Windows
JUISL KQKJIOTO U3 TaKUX KOHTPOJUIEPOB (pHpMa-MPOU3BOAMTENb MUIIET JIpaiiBep, To B Linux cuTyarus

HEMHOI'O Hasd.

Jns  peanuzanuu  BO3MOXHOCTH pa®oThl ¢ TakuMmu 1ceBao-RAID  koHTposuiepamu (MHOTIa
Ha3piBaeMbiMu fake-RAID) Obuta paspaborana yrtuiura dmraid. Ilpu 3amycke oHa ckaHHpyeT
KECTKHE JUCKH B MOMCKAX CIEUUAIBHBIX OJIOKOB ((YHKIMOHATHHO aHAJIOTHYHBIX CyNepOJIOKaM yike
3HAKOMBIX HamM md-ycTpoiicTB), 3amuchiBaeMbix Takumu fake-RAID koHTposuiepamu, u ecnu e
yIajaoch pacrno3HaTh (opmar 3TOro crneuuasbHoro 0yoka, To dmraid MHCTPYKTHPYET MOACHCTEMY

device-mapper 0 TOM, B KaKOM MOPSIKE CIEAYET CUYMTHIBATH OJIOKHU C )KECTKUX JUCKOB.

[Tocne storo device-mapper co3maeT OJOYHOE YCTPONCTBO, MPHU 3aMKMCH WIM UYTEHUE JAHHBIX C
KOTOPOro MJAaHHBIC ABTOMATHYCCKW YUTAIOTCA W NUIOYTCA TaK, KaK CIACJIal OBl 3TO apaﬁBep oT

MIPOM3BOIUTEINS MAaTEPUHCKON IJIaThl WJIK KOHTPOJIEpA.

CeTeBas nmojacucTeMa

KitoueBbiM (c Hamiell TOYKM 3peHUS) 0OBEKTOM CETeBOW MOJCHUCTEMBI Linux sBiseTcss mHTEpQEicC.
CereBoii unTepdeiic B Linux — 3T0 aOCTpakTHBI MMEHOBAHHBIM OOBEKT, HCIOIB3YyEMbIH IS
neperay JaHHBIX 4Yepe3 HEKOTOPYIO JIMHUIO CBSI3M Oe3 MPUBS3KU K ee (JJMHUM CBSA3M) pealn3aluu.

Koneuno, ckazano MyapeHo — HO onpoOyeM OOBSCHUTD «Ha MalbLax».

Hanpumep, ecaum B cucteme cymiectByeT uHTepdeiic eth(), To B OOJBIIMHCTBE CIy4yaeB Ha

COBpEMEHHBIX KOMIIBIOTEpax OH comoctaBiieH Ethernet-amamrepy, BCTPOSHHOMY B MAaTEPUHCKYIO



wiaty. Uurepdeiic ¢ umenem pppl oTBeyaeT 3a HEKOTOPOE COEIMHEHHUE «TOYKA-TOUKa» C APYTUM
KomrnbtoTepoM. MHTepdeiic ¢ nmMeHeM /o sBiSeTCsl BUPTyaJIbHbIM U MPEICTaBIIAET KaK Obl 3aMKHYTBIN

caM Ha ce0sl (BX0Jl HEOCPEACTBEHHO IOJKIIIOYEH K BBIXOJly) CETEBOM aganTep.

OcHoBHas 3a1a4ya uHTepdeiica — abcTparupoBaThest OT (PU3MUECKON cocTaBistomel KaHana. To ecTbh
IIPOrpaMMbl U CUCTeMa OYIyT MCIIOJIb30BaTh OJIMH U TOT K€ METOJ| «OTIIPABUTH MAKET» JUIs OTIPABKH
JAHHBIX Yepe3 000 untepdeiic — xoth lo, x0Tk ethX, XoTh pppY, U TOUHO TaK K€ HMCIIOJIb30BAThH
OMH W TOT K€ METOJ| «IPHHATH MaKeT» - TO €CTh co3faercs yHupuuupoBaHHb APl mepemaun

JTAHHBIX, HE3aBUCUMBINA OT HOCUTEIIS.
Jnst TOro, YTOoOBl 03HAKOMHThBCA ¢ HHTEpdericaMu, MOKHO BOCIIOJIb30BaThCsl KoMaH 1o ifconfig:

$ ifconfig -a
ethO Link encap:Ethernet HWaddr 00:11:2F:A8:DE:A4
inet addr:172.23.2.114 Bcast:172.23.2.255 Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:11 Base address:0x4000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:60 errors:0 dropped:0 overruns:0 frame:0
TX packets:60 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:4707 (4.5 KiB) TX bytes:4707 (4.5 KiB)

B nmanHOM ciyuae MBI BUAMM B CHCTEME JBa aKTUBHBIX MHTepdeiica, eth() u lo, a Takke HEKOTOPYIO
uH(popManuio 00 HX COCTOSHUHW, HACTPOWKAax W TMapamMeTpax W COCTOSHUHM almaparypel s
unrepdetrica eth(). B wactHoctu, mone Link encap xapakrtepusyer tun wuntepdeiica, HWAddr —
anmapaTHbld anapec ycrpoiictBa (Hampumep, MAC-aapec mnsa Ethernet), MTU — makcumanbHBIHA
pasMep mepefaBaeMoro mnakera. Takke MOTYT MpEACTaBIATH WHTEPEC IMOJI CTAaTUCTHUKH — OHU

COO0MIAIT, KAaKOW 00bEM JTAaHHBIX OB MEPE/IaH U TOIYYCH Yepe3 COOTBETCTBYIOIINI HHTEp(EHiC.
HawnbGonee yacTo BcTpeuaromuyecs TAITBI HHTEPPEHCOB:
e cth (Ethernet) — 0OBIYHO COOTBETCTBYET OTACILHOMY CETEBOMY aTanTepy

e ppp (Point-To-Point) — coenuHeHne ToUKa-TOUKa, HAIPUMEP MTPU KOMMYTHPYEMOM JOCTYTIE, HO

OYEHb YaCTO UCIIOIB3YyeTCA U IIpU opranusauuu VPN
e slip (Serial Line IP) — coennHeHne TOUKa-TOUKA, yCTapEBILUI POTOKOI

e wl (Wireless) — OecrpoBogHON uHTEep(dENc, OOBIYHO COIOCTABJICH COOTBETCTBYIOIIEMY



ajanrepy

e lo (Loopback) — unrepdeiic-«metiis», To €CTb YTO MOCal, TO U MOIYYHI - UCIOJIB3YETCs JUIs

O6H.I€HI/IH MEKAY CETCBBIMU IIPHUIIOKCHUAMU B paMKaxX OJHOI'0 KOMIIbKOTEpa

Komanpa ifconfig MoxkeT TakKe HCIIOIb30BaThCS 111 OCTAHOBKY WJIM aKTHBAIMK HHTEpQeiica, a TakKe

W3MEHEHUS €ro MapaMeTpoB, CBSI3AHHBIX C MPOTOKOJOM IP:

ifconfig eth0 down

ifconfig eth0 up

ifconfig eth0 inet 192.168.2.210 netmask 255.255.255.0
ifconfig eth0 mtu 296

H= o W

Jis ynpasieHus napaMeTpamu APYTMX IPOTOKOJIOB HCIONB3YIOTCA IPYrue KOMaHIbl — HalpuMep,
ipx_config ans ympasieHuss mapameTpamH, CBSi3aHHBIMH C mpoTokosnoMm IPX. Paccmorpum Takxke
KapTUHKY, Ha KOTOPOW MpHUBEAECHA MPUOIU3UTEIbHAS CXeMa B3aUMOAEHCTBUS pa3IUYHbIX JIpaiiBepoB

" CCTCBLIX MMOJACHUCTEM A0pa:

[TpunoxeHue

v

v

[IpaliBep IIPOTOKOJIa

1y

HuTtepdeiic lo HNutepdeiic ethO |« » [IpaiiBep ceTeBoi KapThl

HNuTepdeiic pppO » paiieep COM-miopTta

[HeMoH nmonmepxxku PPP

[Ipeanonoxum, 4TO NPUIOKEHUE IBITACTCS OTIPABUTH INMakeT. [lepen OTIpaBKOW yepe3 CUCTEMHBIE
BbI30BHI rpymmbl socket (bind, connect u mp.) mNpuUIOKEHHE HACTPAWBACT CIEIHAIBHBIN (PaliIOBbIH

neckpuntop. Ilocine okOHYaHUSI HACTPOMKHU Ka) bl 3alIMCAHHBIM B 3TOT JIECKPUIITOP MAKET JTOJHKEH



OBbITH OTIpABJIEH IO ceTH noiyyaremto. Kak nBumxercs naket B Haweil cucteme? [Ipexae Bcero, maker
nornazaer B JpaiiBep HpoTOKosia. DTOT JApaiiBep ompenenseT 4depe3 Kakol HHTepdeic moiKHa
IIPOU3BOJUTHLCS OTIIPaBKa, JONMCBHIBAET K IAKETy HEOOXOIMMBIE 3arojIOBKM M OTHAET IaKeT Ha
00paboTKy COOTBETCTBYIOIEMY MHTep(eicy (TOuHee, CTaBUT MaKeT B O4Yepelb, CBS3aHHYIO C I3THM

unTepdeiicom).

Uro nmpaiiBep cienaeT ¢ makeToM, 3To yxke ero aeno. Hanpumep, npaiiBep unrepdeiica loopback stot
MaKeT BBIHET M3 OYEpeIU U Cpa3y IMOCTABUT B OUYEPE/b «IPUHATHIX», OTKyJa €ro BIIOCIIEICTBUU
3abeper apaiiBep MpOTOKoIa (JIeBas mernovka Ha cxeme). JpaiiBep unrepdeiica ethQ qornumer k makeTy
3aronoBku Ethernet u mepemact maker ApailiBepy CETEBOro ajamnTepa, U YK€ TOT HENOCPEIACTBEHHO
MPOMHCTPYKTUPYET CETEBOM ajamTep, OTKyJa B3ATh M KaK OTIPaBUTh MakeT (TpaBas 1emnoyka). B
celHel ke LIeovKe Mbl BUaeM cxemy pabotsl PPP, korma maker nmomeriaercs B ouepenb UHTEpdeiica
ppp0, oTkyna ero 3abeper aemoH pppd. JleMoH nomnuiieT B MakeT HY>KHbIE 3arojIOBKU, U 4Yepe3
CUMBOJIbHBIN crienuanbHbld  (aiin /dev/ttySO mepenmact maker napaiiBepy COM-mopra, a TOT
HEMOCPEeACTBEHHO OyaeT padorarh ¢ ammapaTypoil. COOTBETCTBEHHO, MPH MPUEMKE JAHHBIX KETOYKU

COOTBCTCTBCHHO IMPOXOAATCA B O6paTHOM MOpsAIKE.

Mapupyrusauus IP u ¢popBapaunr

Mapmpytuzanust TpaH3uTHbIX [P-makeToB (He mpeaHa3Hau€HHBIX Ui 3TOTO KommbioTepa), uiau IP-
(dopBapaUHT, SBISETCS ONIMOHAIBLHON BO3MOXKHOCTBIO IP-creka Linux. Ilo ymomuanuro (yHKIHs
¢dopBapauHra HE AaKTHUBUPYETCS, W CHCTEMa HE TEpPEeCchUIaeT TPAH3UTHBIC MAaKETHl Yepe3 CBOM
uHTEepQEich, a ToNbKo 00palaThIBAaeT aJpecoBaHHbIe el makeTsl. Bxmouenue dopsapauura IP-
MaKEeTOB MPOU3BOJAUTCS Yepe3 mapamerp net.ipv4.ip forward unrepdeiica sysctl. Eciu 3nauenue storo
napameTrpa paBHO 0, TO ¢OpBapAMHT OTKJIIOYEH, €CIHM JK€ 3HaYeHHWe Mapamerpa He paBHO 0,

(hopBapAMHT BKIIIOYEH:

[dalth@viking dalth]$ sysctl net.ipv4.ip forward
net.ipv4.ip forward = 0
[dalth@viking dalth]$
Kpome Toro, BO3MOXXKHO paspemiath WIA 3alpemars ydactue B (opBapauHTe I KaxI0TO

uHTepdeiica MHANBUIYATbHO:



[dalth@viking dalth]$ sysctl -a | grep forward | grep v4
net.ipv4.conf.vmnetl.mc_ forwarding = 0
net.ipvé4.conf.vmnetl.forwarding = 0
net.ipv4.conf.ethO.mc_forwarding = 0
net.ipvéd.conf.ethO.forwarding = 0
net.ipv4.conf.lo.mc forwarding = 0
net.ipvéd.conf.lo.forwarding = 0
net.ipvé4.conf.default.mc forwarding = 0
net.ipvé4.conf.default.forwarding = 0
net.ipvé4.conf.all.mc_ forwarding = 0
net.ipvéd.conf.all.forwarding = 0
net.ipv4.ip forward = 0

[dalth@viking dalth]s$

[To ymomyanuto GopBapIUHT BKIIOYACTCS M BBIKIIOYAETCS JJIsl BCEX UHTEP(EicOB OJHOBPEMEHHO, HO
JUIS OTAENBHBIX MHTEp(EiicCOB BO3MOXKHO CMEHUTh (Quar ydactus B ¢opBapaunre. M3meHsATh
napameTpsl (HopBapAUHra MOXKET TOJIbKO CHCTEMHBIM aIMUHUCTPATOpP WM IOJIb30BATENh, KOTOPHIN

UMeeT TMpaBO 3amucu B HeoOxomumble (¢aiibl uHTEpdeiica sysctl. Crenyrommii JTUCTHHT

JIeMOHCTPHUPYET BKIIOUEHHE (hopBapIMHIa uepe3 Bce HHTepQeichl myTeM BbI30Ba MporpamMmsl sysctl:

[root@viking dalth]# sysctl -w net.ipvd.ip forward=1l
net.ipv4.ip forward = 1
[root@viking dalthl# sysctl -a |
net.ipvéd.conf.all.forwarding = 1
net.ipvé4.conf.all.mc_forwarding = 0
net.ipvéd.conf.default.forwarding = 1
net.ipv4.conf.default.mc forwarding = 0
net.ipvéd.conf.ethO.forwarding = 1
net.ipvé4.conf.ethO.mc forwarding = 0
net.ipvéd.conf.lo.forwarding = 1
net.ipvé4.conf.lo.mc_forwarding = 0
net.ipvéd.conf.vmnetl.forwarding = 1
net.ipv4.conf.vmnetl.mc_ forwarding = 0
net.ipv4.ip forward = 1

[root@viking dalthl#

grep forward | sort

B mponecce mapmipytusanuu Juisi BeIOOpa MHTepdeiica u CleAyIoero y3ia Julsl JOCTaBKU MakeTa
(next hop) smpo wucnonedyer mabauyy mapwpymuzayuu. ITa TaOIWLA TPEICTaBIseT CIUCOK
KpPUTEPHEB, B COOTBETCTBUU C KOTOPBIMU BbIOMpaeTcs cieayromuil yzen. B wactHocTH, B Tabnuie
MapuIpyTU3auyi (pUIypHPYIOT CIEIYIOIIUE YCIOBUS: a/Ipec CeTH MOJIydaTelis IMaKkeTa, Macka MOACEeTH
nojryyaress nakera, [P-agpec cienyromero ysna, METpHKa MapuipyTa U ciyeOHble MoJisi (Hanpumep,
TUT U BO3pAcCT 3amucH). Tabmuia MapupyTH3aliy UCTIOIb3yeTcsl He ToibKo B IP-dopBapaunre, HO U
Jake TpH TpocToil oTcbuike I[P-makera manms BbIOOpa uHTEpdeiica, yepe3 KOTOpHIA Oyxaer

IIPOU3BOAUTHCA OTCBIJIKA IMAKETA.

3anuch o cetu ¢ agpecom 0.0.0.0 u mackoit moaceru 0.0.0.0 Ha3pIBarOT MapLIPyTOM MO YMOJIYAHUIO,
win default route. Y3en, 4ei aapec yKka3aH B Iojie gateway Il MapIipyTa o yMOJYaHHIO, HAa3bIBAIOT

MapIIpyTHU3aTOPOM II0 YMOITYAHHIO, WU default gateway wma default router. B cucreme MOeT OBITh



MIPOU3BOJILHOE KOJIMYECTBO MAapIIPYTOB O YMOJYAaHUIO, HO OHU JOJDKHBI OBITH KaK MHHUMYM C
pasHbIMU MeTpuKamu. [y mpocMoTpa Tabaulbsl MapIpyTH3ALUH MOXKHO BOCIIOJIb30BAaThCsl KOMaHI0M
route. JTa KOMaHJa II03BOJISIET ONEPHPOBATH C TAOJIUIEH MAIIpyTOB, 100aBIsAs M yJaisis U3 Hee

3alluCH.

[root@inferno dalthl]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.80.1.113 0.0.0.0 255.255.255.255 UH 0 0 0 pppo0
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo
0.0.0.0 10.80.1.113 0.0.0.0 UG 0 0 0 pppO

[root@inferno dalth]# route del default
[root@inferno dalth]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.80.1.113 0.0.0.0 255.255.255.255 UH 0 0 0 pppo0
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo

[root@inferno dalth]# route add default dev pppO
[root@inferno dalthl#

B nmanHoM BbIBOZIE TabnvIa ymopsiio4eHa IO MacKe IOJACETH, YTO COOTBETCTBYET MOPSAKY ee
npocMoTpa siapoM. Ctonbusl Destination n Genmask colnepikaT aapec M MacKy CETH MONydaTels
nakera, croubery Metric (QakTUYEeCKH YyKa3blBaeT MPHOPUTET MapuipyTa (MapuipyT ¢ MEHbIIEH
METpHKOIi Oosiee mpuopurereH), nmoie Gateway ykaspiBaet [P-aapec cnemyromniero y3ma ajs nepeaadu
naketa. Hekotopsle Tunsl nHTEp(dENcoB (B 4aCTHOCTH, HHTEP(EHCHl THIIa TOUYKA-TOYKA, WK point-to-
point) moapa3yMeBalOT, YTO Ha NPUHUMAIOUIEM KOHLIE JIMHUM CBS3M BCErJa HaXOAWTCs He Oosee
OJIHOTO Yy3Ja, U MOATOMY B 3ToW curyaumu [P-ampec crnemyromiero ysna MOXKHO HE yKas3biBaTb. B
JAHHOM CJyyae Mbl BHUJIUM, YTO B IPUBEJCHHOM IPUMEPE HEKOTOpPHIE Y3Jbl JOCTYIHBI uepe3
unatepdetric ppp0 THNa TOYKa-TOYKa. B 4aCTHOCTH, IMEHHO M3-3a 3TOTO CBOMCTBA MPHUBEICHHAS BHIIIIC
TabIUIa OKA3bIBAETCS DKBUBAJICHTHA cleAyromieil Hike. JKupHbiM mpudToM momeueHa U3MEHEHHas

CTpOKa, IEMOHCTpHpYolas “Toyeunyto’” npupoay PPP-coenunenns:

[root@inferno dalth]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.80.1.113 0.0.0.0 255.255.255.255 UH 0 0 0 pppo
127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 lo
0.0.0.0 0.0.0.0 0.0.0.0 U 0 0 0 pppO

Crnenuduxa ucnonb3oBanus nportokosna PPP (00buHO HMCIIONB3yeMOro mpu MOJEMbBIX COEINHEHMSIX)
TakoBa, uTo J000i1 PPP-unTepdeiic apnserca unrepdeiicom tuna touka-touka, 6onee toro — PPP u
pacudpossiBaeTcs Kak Point-to-Point Protocol. Taxxe wunTepdeiicaMu TOUYKa-TOYKa SBIISIOTCS

untepdeiicel SLIP (Serial Line IP) n mpakTudecku Bce pa3HOBUIHOCTH TYHHEIBHBIX HHTEPQEICOB.

HpI/I JCaKTHUBU3alln I/IHTep(I)eﬁca nu3 Ta6J'II/H_II>I MapmpyTu3aquu aBTOMATUYCCKU HCKIIIOYAarOTCA BCC



MapuipyThl, A KOTOPBIX B mosie [face OblI yKa3aH OTKIIOUMBLIMICA mHTepdeiic. Ins HEeKOTOpBIX
TUINOB HMHTEP(EHCOB NMpH aKTUBU3ALMM B TaOJMIle MapLIPyTH3alUU TaKXe CO3MAI0TCs CIy)KeOHbIE

3aIMCU O MapuIpyTax, KOTOPLIC HCJIb3d YAAJINUTh.

B OGonpmmHCTBE ciaydaeB Tabnuiia MapHIpyTH3alMd MMEET HE CIMIIKOM OOJBIIOW pa3Mep, HO B
HEKOTOPBIX CUTyalusX (B YaCTHOCTH, Ha NUTFO30BBIX MAIIMHAX B OONBIINX CETAX) TaOJIMIA MOKET
MMETh BeChbMa 3HAYUTEJIbHBIM pa3Mep U HU3MEHSETCA HE “BPYyUHYIO~ C MOMOLIBIO KOMaHAbl route, a
CliecuuaJIbHbIMHA HpOFpaMMaMI/I — IEMOHaMHA HO,Z[Z[@p)KKI/I HpOTOKOJIOB I[HHB,MH‘-IGCKOﬁ Mapmpyrmaum/l.
C HeKOTOprMI/I prOH_IeHI/I}IMI/I aHFOPI/ITM pa6OTBI 9TUX HACEMOHOB MOXHO OIINCATh CJICI[yIOH_[I/IM
o0pa3zoM: IeMOH ‘“‘ciymraeT”’ MPUXOMAAIINE TaKeThl ISl 00CTyKMBAEMBIX MPOTOKOJIOB JTUHAMHYECKOU
MapLIpyTU3aluy, U IO IMOJYYeHUU (MM HEMOJY4YeHHH) TaKoro MakeTa OTHAeT AApy KOMaHIy Ha

HU3MCHCHUC Ta6J'II/II_ILI MapmpyTu3anuu.

Crnemyer Takke 3aMeTHUTh, YTO KOMAaHAA route B pPEXKHME BBIBOJA TaOJHUIBI MapIIPyTH3AMNH
(dakTdecku mpocTto GUIBTpyeT W (GopMaTHpyeT AaHHBIC, COAEpXAIIMecs B CHeIHaIbHOM (aiine,
Ha3bIBa€MOM /proc/net/route, MCIOIB3yeMOM I JOCTyMHa K TabiWIle MapuipyTH3aIliu, BemyIIehcs

SITPOM.

(I)I/I.]'I])Tpl)l MmaxreTroB

Bo3MOXHOCTP MHCTAIALMK (QUIBTPOB MAKETOB SIBISETCS OYEHb MHTEPECHONM BO3MOXHOCTBIO,
npenocrasisgeMoii crekoM TCP/IP sinpa Linux. He yrimyOGusisics B ietanu npocto otMeTuMm, uro [P-ctex
Linux mo3BojiseT pa3nuYHBIM MOAYJISAM ycTaHOBUTH “JoBymku~ (hooks) mns makeroB. Ilpu 3TOoM
KOKIbIA MaKeT, MONaJalolluid B TaKyl JIOBYIIKY, IHepefaerca s o0paboTku JIpaiiBepy,
YCTAHOBUBIIEMY 5Ty JOBYIIKY. JlpaiiBep, B CBOI0O odepeab, MOXET MPOaHATH3UPOBATH IMAKET,
npojenarh Kakue-au0o JEHCTBHS C MAaKETOM, IOCIE Yero BEpPHYTb KOJ 00pabOTKH, MHCTPYKTUPYS
TaKUM 00pa3oM SIpO O TOM, YTO CIEAYeT AeNaTh C MaKeTOM Jaibllie — BEpHYTh JIM OTHPABUTEIIO
coobmenue 06 ommodke, mpepBaTh U 00pabOTKY M YHHUYTOXKUTH MAKET, TUO0 MPOI0JDKATh 00paboTKy

rakeTa OOBIYHBIM 00pa3oM.

B Hacrosimee Bpems uid QuibTpalMM MakeToB HaWOOJee 4acTO MCIONB3YIOTCA CpelcTBa iptables.
iptables — 3TO Ha3BaHWE YTWJIHUTHI, KOTOpas MO3BOJSET HACTPOMTH MHOXKECTBO JPAaBEPOB CETEBOIA
noncucremMbl NETFILTER  sigpa  Linux, TO3BOJNSIOMMX OCYIIECTBUTH aHAlU3, MPOU3BECTH
npeoOpazoBaHue, WM U3MEHUTh 00paboTKy IP-makeToB. OCHOBHBIM OOBEKTOM B iptables sBisieTcst
nernovka mnpaBui (chain). Kaxmoe TpaBWiIO B IEMOYKE COAECPNKUT HAOOp YCIOBHM COBMAJICHHS

(condition matches) u geiictBue (action). llenouku crpynnupoBanbl B TaOIuIb! (fables).

Jle#icTBHiA eCTh JBE Pa3HOBUIHOCTH — IMpepbIBaronipe oOpabOTKy TakeTa B IICTIOYKE, HAMPUMEP



neiictBust DROP unn ACCEPT, u He npepsbiBaronue o0paboTKy makera Lnenoykoi — Hanpumep, LOG
i MARK.

HGHO‘IKI/I HUCIIOJIb3YIOTCA I IPOBCPKH ITAKECTOB — TO €CTb IIAKCT IMOOYCPCAHO ITOCIICIOBATCIBHO
CpaBHHUBACTCA C KaXIbIM U3 IIPpaBUJI HCIIOYKHU, U €CJIM OH YAOBJIICTBOPACT BCEM YCIIOBUSAM B IIPABUIIC, K
MaKeTy MPUMCHACTCA I[CﬁCTBPIC, YKa3aHHOC B OTOM IIpaBUJIC. Ecnu pelictBue sBIseTcs MMPEPhIBAOIICM,
TO Ha 3TOM 06pa60TKa MMaKeTa 3TOM LIEMOYKOM 3aKaH4YMUBaCTCA, CCIU JeHCTBUE HE npepbiBaromiee, To

MaKeT MPOJOJIKAET IPOBEPATHCS ITOM XKE LETIOYKOU.

CraHgapTHBIE IENOYKH TaKKe COJEpXKaT CIEUUaTbHOE HESBHOE JEHCTBHE MO YMOIJYaHUIO,
Ha3bIBa€MOE TOJIMTHKONW menouku (chain policy). JlelicTBHe, yka3aHHOE Kak IOJIMTHKA LEMOYKH,
IpPUMEHSeTCd KO BCEM MakeTaM, KOTOpbhIe HE MONaJd HMU TOJ OJHO NPaBWIO C “TpephIBaIOIIUM’

IEUCTBUEM.

CTaHIlapTHLIe Taﬁ.]'ll/lllbl H INEeIMOYKH

[loncucrema makeTHOro (UIbTpa COAEPKUT TPU TaONMIBI, B KaXKIOM M3 KOTOPBIX COAEpIKaTCs
HECKOJIbKO Ilenoyek (Habopos mpasuil). Kpome Toro, aiMUHUCTPAaTOp MOXKET CO3/1aBaTh COOCTBEHHbBIE

OCIIOYKH ITpaBUIIL. Hixe NEPCUUCTIAIOTCA CTaHAAPTHEBIC Ta6J'II/II_[BI " OCIIOYKU:

Tabmuma Ha3znauenue [enouku Ha3znauenne

mangle  Moaudukamus naketoB  PREROUTING Mopaudukarus BCEX 102010 (SH 1110708
[IAKETOB

INPUT Moaudukanus maKeToB, MPHUIICIIINX HA
aJipec KOMIIbIOTepa

FORWARD Monuduxanms [IaKETOB, KOTOpBIE
JOJDKHBL ~ OBITH  OTMApIIPYTHU3HPOBAHBI
(mepecnaHbl Ha IPYTOMl XOCT)

OUTPUT Moaudukanus [IaKETOB,
CT€HEPUPOBAHHBIX TPOIECCAMU JAHHOTO
X0CTa

POSTROUTING Monudukaius Bcex NepeaHbIX MaKeToB

filter Qunbrpanus nakeroB — INPUT OunbTpauyss  aAPECOBAHHBIX  3TOMY
MIPUHITHE pEIIeHUs 00 Ux KOMITBIOTEPY ITAKETOB
nanbHelmein  oOpaboTke OUTPUT
W OTKa3e OT 00paboTKH)

(DI/IJ'IBTpaI_II/IH CICHCPUPOBAHHBIX  3TUM
KOMITIBIOTCPOM ITaKCTOB

FORWARD OunbTpanys MapLIPyTU3UPYEMBIX
(TpaH3UTHBIX) AKETOB



Taomuua Ha3zauenue Lemouku Ha3znauenue

nat Tpancisnus agpecos PREROUTING TpanciAuys agpecoB BCEX IPUHUMAEMBIX
IIAKETOB

FORWARD Tpancisauus azpecoB TPaH3UTHBIX
IIAKETOB

POSTROUTING  Tpancnauus aapecoB BCeX MepeaaBacMbIX

[IaKETOB
Tabnuma nat obnamgaer “IBOWCTBEHHBIM IEMCTBHEM, T.€. €CIM Bbl BKIIOUUTE MpeoOpa3zoBaHHUE IS
BXOJSIIMX ITAKETOB, UCXOJAIINE TMAKEThl Takke OyayT MoauduImpoBaThcsi, U Ha000poT. TaOmuIlsI
mangle W nat W3MEHSIOT TaKeThl, HO mangle He BeAEeT CHHCOK W3MEHEHWH, T.€. SBISETCS

“OJTHOHATIPABICHON TaOIHIICH.

Iopsiiok npuMeHeHUs CTAHIAPTHBIX TAOJIMI U eN0YEK

PaccmoTtpum, kakoi myTh MPOXOAMUT MAKET B IEMOYKax W Tabmumax iptables. [[ns BXoasmux makeToB
(ampecoBaHHBIX KOMITBIOTEPY, Ha KOTOPOM aKTHMBM3MPOBAaHA TMOJIEpkKa iptables) BepHa ciemyromiast

OoCJICAOBATCIIbHOCTD IMMPUMCHCHUA LCIIOYCK!

mangle.PREROUTING
nat.PREROUTING
mangle.INPUT
filter.INPUT

DS N

Jy1st makeToB, OTMPABIIIEMBIX C KOMIIBIOTEPA, PEATU3YETCs CIASAYIONAs IeoYKa 00pabOTKu:

filter.OUTPUT
mangle.OUTPUT
nat.POSTROUTING
mangle.POSTROUTING

Sw N

[TakeTsl, SABISIOMIUECS TPAH3UTHBIMH (MAPIIPYTH3UPYEMBIMH), T.€. HE aJIpeCOBaHHbIC (PUIBTPYIOIEMY
KOMIIBIOTEPY M HE CreHEpUPOBAHHBIE (GHIBTPYIOIIUM KOMIIBIOTEPOM, IMPOXOAAT IO Clexyromeit

OCICA0OBATCIIBHOCTH LICTIOYCK U Ta6J'II/HII

mangle.PREROUTING
nat.PREROUTING
mangle.FORWARD
filter.FORWARD
nat.FORWARD
nat.POSTROUTING
mangle.POSTROUTING

~N o O W N

CranjaprtHble aeiicTBUA

Kaxcnoe MpaBuJIoO B 000 OCIMMOYKE MOXKET CCbUIAaThCA HaAa OAHO U3 CTAHAAPTHBIX WU

JOINIOJTHHUTCIIBbHBIX HeﬁCTBHﬁ, b0 Ha KaKYIO-J'II/I6O IMOJIb30BATCIIbCKYIO LCIIOYKY. OcHOBHOE pas3jinuuc



MCKAY CTaHAAPTHBIMU U JOIIOJIHUTCIIbHBIMU JIEHCTBUSIMU B TOM, YTO CTaHAAPTHBLIC JEHUCTBUSA MOT'yT
YKa3bIBaTbCd B IIpaBHJIaX JIFOOBIX OCIIOYCK JIFOOBIX Ta6J'II/II_I, a JIOIOJITHUTENbHBIC JECHUCTBUS MOKHO

YKa3bIBaTb TOJIBKO [JIA HCKOTOPBIX MCIMOYCK HEKOTOPLIX Ta6J'II/ILI. Hepe‘-II/ICJII/IM CTaHJapTHBIC

JEUCTBUA:

ACCEPT [IpepBath mpoOBepKy IaKeTa LEMOYKOM W MEPEeUTH K CIEIYIOIe B TOPSAKE
00pabOTKHU MaKkeTa CTaHIAPTHOM IETIOYKe

DROP [IpepBaTh 00pabOTKy MakeTa, caM MakeT YAAIUTh

RETURN [IpepBath NmpoBepKy NakeTa ILEMNOYKOM M BEPHYTHCS K IPOBEPKE BHIICCTOAIICH
LEMIOYKOM, a €clii JEHCTBUE BCTPETUIIOCh B OJHO M3 CTaHAAPTHBIX LEMOYEK,
MOCTYIHTH C TAKETOM TaK, KaK MPEIUCaHO B MOJUTUKE Lenouku (chain policy)

QUEUE [Tepenath makeT HEKOTOPOMY IIPOIIECCY ISl JabHEHIIeH 00paboTKu

HHTepecHOi! 0cOOEHHOCTBIO TaKXKe SBISETCS TO, YTO CYIIECTBYIOT TaK HaszbIBaeMble target extensions,
KOTOPBIE PEAIM30BaHbl KaK MOJYJIA M TAKK€ MOT'YT MCIIOJIb30BAThCS I YKa3aHUs IIPOBOJMMOIO HaJ
[IAKETOM JAeWcTBHA. B uyacTHOCTHM, K TakuM JEHCTBUSAM, Hampumep, oTHocsarca neictBus LOG —
3anpoTokoupoBath ¢gakt momydeHus: nakera, MASQUERADE — nonmenuts [P-anpec ornpaBurens
naketa, MARK — momeTuts nmaker u MHOTHE Apyrue. HekoTopeie AeMCTBUS MOTYT BCTPEYATHCS HE BO

BCCX LEIIOYKAX, a TOJbBKO B HCKOTOPBIX HEIMOYKAX HEKOTOPBIX Ta6.]'II/II_[.

Eme ogaumM crienuduueckum IeHCTBHEM MOYKHO Ha3BaTh MEPEXO0/I K MOJIb30BATENbCKOM 1enouke. [1pu
9TOM, €CJM MaKeT B npolecce 00pabOTKM MoNaaaeT Mmoj JeicTBHE MpaBUia, y KOTOPOrO B KauecTBe
NEHCTBUS yKa3zaH Nepexo]l K APYroil 1ernoyke, TO MaKeT HAYWHAET MPOBEPATHCS €€ MpaBWiIaMU. JTO

JacCTO UCIIOJBb3YCTCA, YTOOBI CXOJHBIM 06p330M O6pa6aTBIBaTB HCKOTOPBIC BUABI ITAKCTOB.

YciaoBusi otoopa

VYcnoBust oTOopa JensATcsl Ha JIB€ TPYIIbl — CTaHAAPTHBIE YCIOBUS, KOTOpbIE NMPUMEHUMBI KO BCEM
MakeTaM, ¥ pacIIMpeHHbIC YCJIOBHs, Ha3blBaeMble Takke match extensions. PacimmpeHHBbIE YCIOBHS
MOTYT HIPHUMEHATHCA HE JUIsl BCEX IIAKETOB, a TOJBKO JJIs HEKOTOPBIX W3 HUX — HaIlpuMmep,
JIOTIOJIHUETENbHBIE YclIoBUS 71 npotokosia UDP BkirouaroT B ces aapeca MOPTOB OTHPABUTENS U

nosryyatensi, a jigt ICMP — tun u kon ICMP-coobiienus.
IIpuMmepsbl koHurypaumi iptables

ITorpoOyeM paccMOTpeTh HECKOJIBKO MPOCTHIX NPUMEPOB, TOCTATOYHO 4YacTO HCIOJIb3YEMBIX B
peanbHbIX KOHOuUrypamusx. CTOUT 3aMeTUTh, YTO CAMOCTOSITE€NIbHAs KOH(UIypanus MaKeTHOro
¢mibTpa TpeOyeT HEeKOTOPHIX (TOYHEe, JOCTATOYHO 3HAYMTENIbHBIX) 3HAHUH CETEBBIX MPOTOKOJIOB,

IIOCKOJIBKY B KOH(I)I/IpraI_II/II/I HCO6XOJII/IMO 3a1aBaTb MHOXXCCTBO KPUTCPUCB, KOTOPLIC CUJIIBHO 3aBUCAT



OT CUTyalld U OT UCIIOJIb3YCMBIX CCPBUCOB.

IIpumep 1: mpocreiimas koHpurypauus iptables mist momamHero KOMObIOTEPa, MOAKIIOUEHHOTO K
Internet. B 3T0if KOHUrypalu MBI 3alIPETUM BCE BXOJAIIUE COCTUHEHHS, a TaKKe BCE MCXOJAIINE
naketel UDP kpome TeX, KOTOpble HEOOXOAMMBI JJisi HOpPMallbHOW paboTel B Internet c
ucnonb3oBanueM PPP-coenuuenus. B 3Toit koHburypammn Mbl paspelaeM rnepeaady BceX MakeToB B
pamMKax JIOKaJbHOW MalluHbl, paspemaeM ucxopsmue TCP-nakersl, pa3pemniaeM BXOASAIIME MAKEThI
TCP nnst yke yCTaHOBJICHHBIX COEIWHEHUU, W paszpemaeM nepenayy u npuem UDP-makeroB mis
ciry>k0b1 DNS u makeroB aBromarudeckoi koHpurypamun coeaunenusi PPP (makeros DHCP). Kpome
TOro, CJIEAYyeT pa3peliuTh NpueM ynpapisoomux naketoB ICMP u oTmpaBky 3ampocoB W MpUEM

otreetoB PING:

iptables -P INPUT DROP

iptables -A INPUT -j ACCEPT -i lo

iptables -A INPUT -j ACCEP -p tcp ! --syn

iptables -A INPUT -j ACCEPT -p udp --source-port 53

iptables -A INPUT -j ACCEPT -p udp --source-port 67 --destination-port 68
iptables -A INPUT -j ACCEPT -p icmp --icmp-type destination-unreachable
iptables -A INPUT -j ACCEPT -p icmp --icmp-type time-exceeded

iptables -A INPUT -j ACCEPT -p icmp --icmp-type parameter-problem
iptables -A INPUT -j ACCEPT -p icmp --icmp-type echo-reply

iptables -P OUTPUT DROP

iptables -A OUTPUT -j ACCEPT -p tcp

iptables -A OUTPUT -j ACCEPT -p udp --destination-port 53

iptables -A OUTPUT -j ACCEPT -p udp --destination-port 67 --source-port 68
iptables -A OUTPUT -j ACCEPT -p icmp --icmp-type echo-request

H o S S S SR o e e e e S o e

IIpumep 2: To xe camoe, 4yTO B IpuMepe 1, HO Bce “oTOMTHIE” MakeThl MPOTOKOIUpYoTes. s Toro,
9T00BI JTOOUTHCSA Takoro 3¢p@dexra, Hy)HO CO34aTh JOTOJHUTEIBHYIO IENOYKy, KOTOpas Oyjaer
IIPOTOKOJIMPOBATh U yIAJIATh MakeThl. DTy 1enouky Mbl HazoBeM KILLER — BnosHe 000CHOBaHHO, HE
tak 1u? Kpome TOro, Mbl HCIpaBUM IMOJUTUKH CTaHAAPTHBIX LEMOYEK TaK, YTOOBI 3aIpelleHHbIe
MAaKeThl HE YJAJSUINCh, a “3a0pachiBajiuch”’ B co3naHHyto Hamu nenouky KILLER, a nameit ocHoBHOI
nenu (CHavajla MpOTOKOJIMPOBaTh, MOTOM YJAIUTh IAKET) MOYKHO JOOUTHCS MPOCTO yKa3aB JBa
nerictBusa — cHadana LOG, 3atem DROP. Ilockonbky nerictBue LOG He sBisieTCsl TPEPbIBAIOIIMM

00paboTKy, MBI IOTY4YUM TpeOyeMblil HaMm 3¢ (eKT:



iptables -N KILLER

iptables -A KILLER -j LOG

iptables -A KILLER -j DROP

iptables -P INPUT KILLER

iptables -A INPUT -j ACCEPT -i lo

iptables -A INPUT -j ACCEP -p tcp ! --syn

iptables -A INPUT -j ACCEPT -p udp --source-port 53

iptables -A INPUT -j ACCEPT -p udp --source-port 67 --destination-port 68
iptables -A INPUT -j ACCEPT -p icmp --icmp-type destination-unreachable
iptables -A INPUT -j ACCEPT -p icmp --icmp-type time-exceeded

iptables -A INPUT -j ACCEPT -p icmp --icmp-type parameter-problem
iptables -A INPUT -j ACCEPT -p icmp --icmp-type echo-reply

iptables -P OUTPUT KILLER

iptables -A OUTPUT -3j ACCEPT -p tcp

iptables -A OUTPUT -j ACCEPT -p udp --destination-port 53

iptables -A OUTPUT -j ACCEPT -p udp --destination-port 67 --source-port 68
iptables -A OUTPUT -j ACCEPT -p icmp --icmp-type echo-request

S oo S S e S S S o o e e e S o o e

IIpumep 3: mackapan maketoB. MackapajoMm Ha3bIBalOT IpeobpazoBanue [P-agpecoB mpoxomsmmx
MaKeTOB TaK, YTOOBI OHU BBITIISCIIN KaK OTIIPABJICHHBIE C CUCTEMBI-MapIIPyTU3aTOPa, & HE C KaKOTro-
nubo y3ma “3a” mapmpyTtuzatopoM. [locturaercs 3to myteM uaMmeHeHus [P-aapeca (v, BO3MOXHO,
HOMEpa TMopTa) B “TpaH3uUTHHIX~ makerax. CoOCTBEHHO TpeoOpa3oBaHUE 3a/aeTCs MyTeM YKa3aHUS
nevicteuii SNAT — 3amena azapeca otnpasutens, DNAT — 3amena aapeca mnoiyyaTens, WU
MASQUERADE - ¢ynknuonansao anamorndno SNAT, Ho 6e3 ykazanusi koHKpeTHoro IP-ampeca
(IP-ampecom anis 3amMeHbl HazHavyaeTcs [P-agpec maTEpdeiica uepe3 KOTOPBIN yXOIUT MaKET, CO BCEMH
OTCIOJIa BBITEKAIOIUMU — HalpuUMep, eclii uurepdeiic menset [P-agpec umm mpocTo AeaKTUBUPYIOTCS
BCE «MCKHPOBAHBIC» Yepe3 HEro COeMMHEHHs cOpackiBaroTcs). [Ipeanonokum, 4To Hall “BHEITHHHA
untepdeiic umeer aapec 193.267.14.6, a BHyTpeHHsis ceTb umeeT aapec 192.168.0.0/24. Torma nns
TOT0, YTOOBI JJaTh BCEM KOMITbIOTEpaM Halllel cetu qocTym 1o npotokory TCP “Hapyky”, MbI JOTKHBI

[0/1aTh PUMEPHO CIEAYIOLIYI0 KOMaHAY:

# iptables -A POSTROUTING -t nat -j SNAT -o pppO \
> --to-source 193.267.14.6 -p tcp \
> --source 192.168.0.0/24 \

> --destination ! 192.168.0.0/24

Ecnu y Hac BHemHu#W agpec NWHAMUYECKU, a He cratudeckuil (Mbel paboraemM mo dialup —
COCIMHEHHIO), TO Mbl MOXKEM HCIOJb30BaTh IWHAMUYECKUI Mackapaa 0e3 MPUBS3KUM K BHEIIHEMY

aapeCy — HY UJIU C UCIIOJIb30BAHUEM I[HH&MH‘-IGCKOﬁ IMPUBA3KH, KOMY KaK 0oJIbIIIE HPaABUTCA:

# iptables -A POSTROUTING -t nat -j MASQUERADE -o ppp0O \
> --source 192.168.0.0/24 \
> --destination ! 192.168.0.0/24
HetictBue SNAT 6onee appextuBHo, MASQUERADE npoie B ucnonb30BaHuM, HO 00JI1aaeT psioM

CYIICCTBCHHBIX HCIOCTATKOB (He BJaBasiACh B l'IOI[pO6HOCTI/I, IpoCTO 3aMCTHM, YTO Ha CHCTEMC C



HECKOJIbKUMHU HMHTepdercaMi U CIOXKHON TaOnuied MapIIpyTH3alUM MpoOJieMbl MOYTH HaBEpHSKa
Oyayt). Ocoboe BHUMaHME HY)XHO OOpaTUTh Ha ykazaHue -o ppp0, TO ecTh JeicTBHE MPUMEHSETCS
TOJIBKO nnst makeToB, oTnpaBisieMbix yepe3 unrepdeiic ppp0. Eme BbI MokeTe YBUIECTH, YTO MBI
yKa3bIBa€M 3TO MPABUJIO TOJIBKO OJAWH pa3, U OOpaTHOro K HEMy IpaBHja HE CTPOMM - 00 3TOM
no3zaboTutcss (yHkmms connection tracking (OTClIeKMBaHHWE COCTOSIHUS COCIWHEHWI), W OoOpaTHas
3aMEHa aJpecoB B OTIPABIIIEMBbIX B OTBET HA HAIIM 3aIpPOChl MakeTax OyAeT MpOou3Be/leHa CUCTEMOM

ABTOMAaTUYCCKU.

IIpumep 4: “npoOpoc” MakeToB BO BHYTPEHHIOW ceTh. OOBIYHO ATO UCIONB3YETCS, €CIU Mbl XOTHM
nepeOpocuTh MaKeThl, MNpUIIENNINEe Ha aJpec MapuipyTH3aTopa, Ha KakKylo-TuOO W3 MallluH
BHYTpPEHHEH ceTu (Hampumep, TaKk MOXKHO MPEIOCTaBUTH JOCTyl Ko BHyTpeHHemy WWW-cepsepy).
Jlocturaercss 3t10 ucnonb3oBanueMm pAeiicTBus DNAT (destination NAT). B Hamem cioydae Mbl
nepedpaceiBaeM Bce TCP-nakeTsl, npumeamue Ha uatepderic mapupyruzatopa ppp0 Ha mopt 80, Ha

nopt 85 komneroTepa ¢ aapecom 192.168.0.6:

# iptables -A PREROUTING -t nat -j DNAT -i pppO \
> --to-destination 192.168.0.6:80 -p tcp --destination-ports 80

Koneuno, mpuBeneHHbIMH HpHMEpaMU BO3MOXKHOCTH iptables He ucuepnbIBalOTCS, CKOpee Iake
Hao0OpOT — 3TO JHILb Majias 4acTb TOTO, YTO YMEET 3Ta mojacucrema. [IpuBeneHHbIE ke MpUMEpbI
JACMOHCTPUPYIOT Hauboee IMPOCTBIC ClIy4YaH, IO3BOJIAIOIIHNEC COCTABUTH HECKOTOPOC IPCACTABICHUC 00
iptables 1 BOBMOXHOCTSIX 3TOH TEXHOJOTHH.
B cucremax, ocHoBanHblx Ha RedHat Linux u ero Bapuanusix, ecTb CHelUaJbHBIA CTapTOBBINA CIIEHapHA
3arpy3Kkd, Takke Ha3zblBaeMBIN iptables. PacmomoxkeH oH kak mpaBmio B katanore /etc/re.d/init.d/. OtoT
CIIEHapHi TIpU 3arpy3Ke CHCTEMbl MHCTAJUIMPYET MpaBWIIa, CO3AaHHBIE aJMUHHCTPATOPOM, U €r0 MOXKHO
WCTONB30BaTh Ui COXpaHEeHWs KoH¢urypamum iptables. B mpomecce KoHHUryparmu CHCTEMHBIN
aJIMIHHUCTPATOP 33/1aeT KOH(PUTypaImIo moacucTeMsl iptables, ncrmons3ys yrunury /sbin/iptables, a mocne
OKOHYAHUS HACTPOHMKH naer koMaHxmy /ete/rc.d/init.d/iptables save, mocne dero texymas KOH(QUTYpaIws

coxpansercs B (aiin /etc/sysconfig/iptables. CymectByer Takxke MHOXECTBO “(QPOHTECHAOB” UL

HACTpOWKHU iptables, KOTOpPBIE MOTYT HCIOJB30BATHCS HAYMHAIOIIMMHE IOJB30BATENSIMH M HE CIHIIKOM

99

OITBITHBIMH aIMHHHUCTPATOPAMH, HO “pydHOI” crtoco0 HACTPOHKHU BCE-TAKH MPEAIOYTUTEIbHEH, IIOCKOIBKY

MMO3BOJISICT OYCHD TOYHO HACTPOMTH MOACHUCTEMY iptables.

Yupasienue nmojan3oBarenasimu, NSS u PAM

Linux — cucrema MHoromonb3oBarenbckas. [lo  ymomuanuto, OOJBITUHCTBO JHUCTPUOYTHUBOB
HCIOJIB3YIOT «KJIACCUYECKHI» Ha0Op (haiijioB B KOTOPBIX XpaHUTCS MHPOpPMAIUS O MOJIb30BATENAX U
rpynmax: /etc/passwd, /etc/group, /etc/shadow, /etc/gshadow. Bo MHOTHMX cuTyalusix 3TOrO BIIOJIHE

JO0CTAaTOYHO, HO HHOrJa BO3HHKACT HCO6XOI[I/IMOCTB B HHTCIpalun Linux B Oojilee uian MeHee



qyXKEePOAHOE, JINOO MPOCTO pacCHpeeICHHOE OKPYKEHHEe, U UIMEHHO B 3TOT MOMEHT K HaM Ha MOMOIIh
MPUXOAAT Takas UHTepecHas noacucrema, kak NSS — Name Service Switch. OcnoBHas 3amaga NSS —
co371aTh MOJAYJIbHOE OKPYKEHHME ISl YIPABJICHUS MOJb30BaTENIAMHU. Peann3oBaHO 3TO MOCPEICTBOM
3arpyskaeMbix O6ubimorek. OcHoBHBIE BBI30BBI NSS peanusoBansl B Ominorteke libe, a libc B cBoro

ouepe.b 3arpyKaeT U BbI3bIBaeT 0ak3Hbl NSS:

®yukmuu NSS (libc.so)

Y

Y

\

Bakoaup files
(libnss_files.so)

Baksug DNS
(libnss dns.so)

Bakasnpg LDAP
(libnss ldap.so)

|

Y

\

/etc/passwd

Cepsep DNS

Cepsep LDAP

[Ipy uHMIManM3aLMKM NporpamMmbl, TaK WM HHaue cBA3aHHOM ¢ NSS, 3arpyarTcs OCHOBHas
6ubnmoteka libc.so, koTopast cuumThiBaeT KoH(purypaumio u3 daiina /etc/nsswitch.conf, mocne yero

TaKKe 3arpyxaroTcs Te ouobnmorekn NSS, KOTOpbIe yKa3aHbI B 3TOM (haiine.

BriocnenctBun npu pabote mporpaMmbl, €ciii Mporpamme TpeOyercss padoTaTh ¢ MMEHOBaHHBIMHU
CYIIHOCTSIMH, COOTBETCTBYIOIIME BBI3OBHI (yHKuHMil glibc Oynyt oOpamarscs k ¢yHkuusiMm NSS u

UCTOJIBb30BATh B T€ HCTOYHUKHU JJAHHBIX, KOTOPBIE yKa3aHbl B nsswitch.conf.

B uactHoCTH, yepe3 NSS MoxHO paspemaTh (ONpeensiTh) MMEHAa U WACHTU(PHUKATOPH! IPOTOKOJIOB,
HOMeEpa MOPTOB CIIy:KO (CEpBUCOB), UMEHA U UAECHTHU(PHUKATOPHI Mosb30BaTenelt u rpymm, [P-anpeca u

HMCHA KOMIIBIOTECPOB U HEKOTOPLIC APYIrUc JaHHBIC.

[Tpumep daiina nsswitch.conf:



[viking@alpha etc]$ cat /etc/nsswitch.conf

passwd: files ldap
shadow: files ldap
group: files ldap
hosts: files dns
bootparams: nisplus [NOTFOUND=return] files
ethers: files
netmasks: files
networks: files
protocols: files

rpc: files
services: files
netgroup: nisplus
publickey: nisplus
automount: files nisplus
aliases: files nisplus

[viking@alpha etc]$

B nmanHOM npumepe ykas3aHO, YTO Ul OIPENETICHHMs MMEH IIOJIb30BATENIEH M TPYII UCIOJIb3YIOTCS
CHayasla TeKCTOBbIe Qaitnel u 3atem LDAP, nns ompenennuss umeH komnbioTepoB u [P-agpecos
UCTOJB3YIOTCSl CHauana TeKcToBble (ainbl M 3ateM DNS, nns ompeneneHus aauMacoB W HAaCTPOEK
ABTOMATHYECKOTO MOHTHPOBAHUSI KAaTaJOTOB HCHOJB3YIOTCS CHadajda TEKCTOBBIE (ailibl M 3aTe

ciyx0s NIS+.

bubmmorexkn Gax>HmoB cuctemMbl NSS xpansrcs B daitnax libnss XXX.so, rne XXX — 310 ums
6axanna. Hanpumep libnss_files.so — 310 6akaan NSS rcmonb3yromuii B KauecTBE UCTOYHUKA JaHHBIX
TekcToBbI€ (paitibl, libnss db.so — Gakaun ncnons3yrommii daiinel BerkleyDB, libnss_ldap.so — 6akanzg
MO3BOJISIIOIIMK XpaHUTh JaHHble B Karamore LDAP. Kax npaBuno, kaxaplii OaksHI HMEET CBOU

JIOTIOJIHUTEJIbHbIE KOH(MUTYpAIIMOHHBIE (DaJIBI.

Kak cnencrBue, ecinu y BaC BO3ZHHKIIA HEOOXOAMMOCTh HCIIOB30BaTh Bally Linux-cucTeMy B CETEBOM
WU 9Y)KEPOTHOM OKPYXEHUH M 00ECIeUHUTh €€ WHTErPAIMI0 C HUM, BBl MOXXETE€ BOCIIOIb30BATHCS
NSS w momyunts goctyn kK uHGOpMAIMU Yepe3 COOTBETCTBYIOIIMNA OakdHI — Hampumep, s
HWHTErpamuu B cpexy Solaris, BBl MOXETe BOCIONIb30BaThes OakdHaoM NIS/NIS+, nns mHTErpanuu B

ActiveDirectory — 6akangom LDAP.

I[Ipu sTOM MOmynmbHOCT, NSS mMO3BOJIIET BaM OOBCAMHATH PA3TUYHBIC WCTOYHUKH JaHHBIX —
HampHuMep, UCI0JIb30BaTh TeKCTOBbIE (hailinsl 1 DNS st onpenenenus uMeH KoMibioTepoB, NIS s
oTpesieNieHUs] UMEH MPOTOKOJIOB U CEPBUCOB, U TeKCTOBBIE (aitnel 1 LDAP nis onpenenenus uMeH u

UACHTU(PUKATOPOB MOJIH30BATENEH U TPYIIIL.

IToacucrema PAM (Pluggable Authentification Modules) uneiino oueHs cxoxka ¢ NSS, HO oTindaercs
or Hee HasHadeHWeM. OcHoOBHas 3amadaM PAM — ayrenTudukamus mnojb3oBaTeNei (TpoBepka

napoJiel, mpaB AOCTyH, orpanudeHuil u tak ganee). Kak u NSS, PAM cocrout u3z Habopa OCHOBHBIX



OubaMoTek W OaKIHIOB, MPUYEM HEOOXOIWMbIe OaKdHIBI, MOPSIAOK HX BBI30BA U HEKOTOPHIE
OIIMOHAIBHBIC TMapaMETPhbl OMPEICIAIOTCS B KOHPUryparmoHHbIX ¢aitiax PAM, 0ObIYHO OHH
pacmonoxeHsl B Karajore /etc/pam.d. I'maBHeiM oTiimumem PAM ot NSS (kpome ecTecTBEHHO
Ha3Ha4YeHUs) sBIseTCS TO, uTo PAM sBisieTcs He COCTaBHOM M HeoThemyieMoil dacteio libc, a

OTAEIbHBIM MHOXKECTBOM OMOMIIOTEK.

OcHoBHast 4acTh cTaHmapTtHeiX ytunut UNIX ans ympaBieHus MONb30BaTeNsIMU M TpyHmamMu U
MoJlydeHuss WHQOpPMAIMK O HHUX, B OOJBINIMHCTBE AWCTPUOYTHBOB Linux oO0Imero Ha3Ha4eHUs,
amantupoBaHa u cobOpana ¢ momnepkkoir NSS u PAM. K takum yrunmuram oTHOcsTcst passwd, chsh,
chfn, id, who u apyrue. NSS Takke ucnonb3yercs qaxe TakKUMH yTUIUTaMu Kak 1s, find, ps — To ectb
BCEMU TEMH IpPOrpaMMaMHU, KOTOpble OTOOpakaioT uMs moJib3oBareis. COOTBETCTBEHHO, €CIU
MporpamMma 3amnpaiirBaeT y MoJIb30BaTeNsl Mapoyib — CKOpee Bcero oHa ucnoib3dyeT U NSS, u PAM
(manpumep XDM wunu GDM). BoabmuHCTBO TporpamMM B 4bM (DYHKIMH BXOJUT 00pabOTKa MOYTHI
Takke Ucnoiab3ytoT NSS. COOTBETCTBEHHO, MOYKHO YBEPEHHO TOBOPUTH uTO noacucreMsl NSS u PAM
u 6a30Bble 3HaHUS 00 MX IMpeJHA3HAUYECHUHM HA CETOAHSIIHUN JIeHb SBISIOTCS HEOOXOTUMBIMH IS

aaMuHHCTparopa Linux-cucrem.
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